LAPPEENRANTA UNIVERSITY OF TECHNOLOGY
DEPARTMENT OF INFORMATION TECHNOLOGY

ADDING VALUE TO MESSAGE MEDIATION IN
MUL TIOPERATOR MMS NETWORK
ARCHITECTURE

The subjectof the thesiswasapproved by the council of the Departmenbf Information
Technologyon December1,2002.

SupervisorProfessodariPorras
SupervisorM.Sc. Toni Suihko

Instructor:M.Sc. PasiSirén

Lappeenrante6thJanuary2003

JaniNurminen
Teknologiapuistonkat@ D 53
53850Lappeenranta



ABSTRACT

Author: Nurminen,Jani

Subject: Adding Valueto MessageMediation in Multioperator MMS Network
Ar chitecture

Department: Informationtechnology
Year: 2003

Place: Lappeenranta

Masters thesis. LappeenrantdJniversity of Technology 79 pages,14 gures, 4 tables
and3 appendices.

Supervisor: ProfessodariPorras

Keywords: MMS, mediation MMSNA, addingvalue,gatevay

Mobile messagingisingthe ShortMessagingService(SMS) hasbecomea phenomenal
success.Currentlya successoto SMS is emepging. This serviceis called Multimedia
MessagingService(MMS). MMS messagesan containvariousimage,text andvideo
formats. Although mediationproductssuch as the Intellitel MessagingGatevay are
neededto connectnon-interoperabléSMS Centerprotocolstogethey the SMS-centric
mediationapproachs not reasonabléor an MMS-capablemediator An MMS-capable
mediatorhasto addvalueto the mediationprocesstself in orderto thrive andbecomea
successfuproduct.

This thesis explores the problematicsof MMS mediation with special emphasisin
developing an MMS-capablemediatorfrom an existing SMS mediatorproduct. The
reasoningfor the needof value addition is explained. Ways to add value to MMS
mediationare proposed. Someof theseproposedvalue-addingschemesare usedin
the implementationpart, which is a mediatorcomponentmeantfor connectingto the
MM7/VAS interfaceof the Nokia MMS Center
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Mobiili viestintdankaytetystalyhytsanomapalelusta(Short MessagingService, SMS)
on tullut ilmidmainen menestys. SMS-palelulle on tulossaseuraajajota kutsutaan
monimedi&iestipaleluksi(MultimediaMessagingService, MMS). MMS-viestit voivat
sisaltdauseitaerilaisia kuva-, dani- ja videoformaatteja. Vaikka yhteensopimattomia
SMS-keskuksia yhdistamaén tarvitaan Intellitel Messaging Gatevayn Kkaltaisia
sanomawalitystuotteita,ei tallainen SMS-kesleinenlédhestyminersanomamwalitykseen
ole MMS-kykyisen sanomamwdlittimen kannalta jarkeva ratkaisu. MMS-kykyisen
sanomawdlittimen taytyy lisata arwa itse sanomamwéalitysprosessiin,jotta tuotteesta
tulisi menestyksekas.

Tassa tyossa kasitelladn MMS-sanomamélityksen ongelmallisuuksia.  Erityisesti
painotetaan MMS-kykyisen sanomawdlittimen kehittamistd olemassaolasta
SMS-sanomarilitintuotteesta, seka  selvitetddn  syita anvwonlisayksen
valttamattomyydelle. Tyossa esitetdan myos erilaisia arwonlisaystapoja
MMS-sanomamwdlitykseen. Eraité esitetyistaarvonlisdystaoista kaytetddnkaytannon
osassatoteutetussaNokian MMS-keskuksen MM7/VAS-rajapintaan kytkeytyma&an
kykenezdssd&sanomamalityskomponentissa.



PREFACE

This thesiswasmadein Lappeenrantfor the Departmenbdf Information Technologyof
Lappeenrant&niversityof Technology

My appreciationand gratitudego to: my parentsand other family for supportingme
andbeingthere;my teachersjntellinautspast& presentfor makingeverydaywork not
suck;Jaaklo Kiviluoto for onlineBS andLyX & IATEX-consultation;M.Sc. Toni Suihko

& M.Sc. Pasi Sirénfor offering valuableguidanceandinsight despitebeing very busy
with otherwork; M.Sc. llkka Toivanenfor not beinga Pointy-HairedBossandalsofor

makingit possibleto write thisthesisevenduringtheturmoil andchaosof areomganizing
compary; and,lastbut not least,to my instructorProfessorJari Porras,for slowing his

lightspeeddaily rhythm down to instructme with this thesis.Also, thanksto Annastiina
for bringinghappinessl would lik e to dedicatehis thesisto all thedogsl' ve known.

6. Riding the Ox Back Home
Mountingthebull, slowly| returnhomevard.

Thevoiceof my ute intonesthroughtheevening
Measuringwith hand-beatghe pulsatingharmony | directtheendlesshythm.
Whoeer heais this melodywill join me?!

!Kakuan:The TenOxherdingPictures



Contents

1

Intr oduction

Evolution of Mobile Messaging

2.1
2.2
2.3
2.4
2.5

MessageViediation

3.1

3.2

SMSMessagéMediation . . . . . ... ...
3.1.1 IncompatibleSMSCProtocols. . . . .. ... ... .......
3.1.2 Performance-boun8MSC. . . . ... ... .. ... ......
3.1.3 Billinglssues. . . . ... ... . . ...
3.1.4 Securitylssues . . . . . . . . . .
Intellitel MessagingGatevay . . . . . . .. ... ... .. ........
3.2.1 ExistingFunctionality . . .. ... ... ... ..........

3.2.2 ExistingProtocolinterfaces . . . . . ... ... ... ......

Multimedia MessagingService

4.1
4.2
4.3

4.4

4.5

MediaTypes. . . . . o o o e
Structureof aMultimediaMessage . . . . . ... ... ... ...
Architecture. . . . . . . . . ...
4.3.1 MMS Relay/SererakaMMS Center . . . . ... ... .....
4.3.2 MMSUserAgent. . . . . . . .. . . e
4.3.3 MMSDatabases. . . .. ... .. ... ... ... ...
4.3.4 MMSExternalSeners . . . . . . ... ... ...
435 MMSVASApplications . . ... .................
Interfaces . . . . . . . ...
441 MMS3 - ExternalApplications . . . .. ... ... ........
4.4.2 MMT - ValueAddedServices . . . . ... ... ... ... ...
Addressing . . . . . . L e



5

46 MMSCenters. . . . . . . . . e 33

4.6.1 NokiaArtuseMMSC . . . . .. ... ... . ... 33
4.6.2 EricssoflMMC . . . . ... 35
46.3 OtherMMSCenters . . . ... .. ... ... 35
4.7 CurrentSituationAmongMMSC Manufacturers . . . . ... ... ... 35
4.7.1 Supportfor MM3 Interface. . . . . . ... .. ... 36
4.7.2 Supportfor MM4 Interface. . . . . .. .. ... 36
4.7.3 Supportfor MM7 Interface. . . . . .. .. ... ... 37
4.8 Requirementfor anMMS-CapableMediator . . . . . . ... ... ... 38
Value Adding Functionality 41
51 Billing . . .. ... .. 41
5.1.1 PostpaidScenario. . . . . . ... ... . . e 43
5.1.2 PrepaidScenario. . . . . . . . .. 43
5.1.3 CostControlScenario . . . . . .. ... ... .. ... 43
5.1.4 Reply-ChagingScenario. . . . . . ... ... ... .. ..... 44
5.1.5 SpeciaBilling Scenarios . . . . ... ... o oL 45
5.2 Management . . . . . . . . .. 45
5.3 Statistics. . . . . . . .. 47
5.3.1 UsageStatistics. . . . ... ... ... . . ... 48
5.3.2 Trafc Statistics . . . ... ... ... ... ... . ... ..., 48
54 ContenfTranscoding . . . . . . . v v v v v it 49
55 Positioning . . . . ... 50
5.6 AdvertisingCampaigrGatevay . . . . . . ... . ... ... .. 51
57 MMSVoting . . ... . . . . e 53
5.8 Digital PhotogoMailbox . . . . .. ... ... ... ... ... ... .. 55
Implementation 57
6.1 CVOPS . . . 57
6.2 SMTPModule . ... ... . .. . .. 58
6.3 EAIF MessagéMediator . . . .. ... .. .. ... ... ... ..... 59
6.3.1 FunctionalDescription. . . . . . ... ... .. . ... . ... 61
6.3.2 WAP WSP-209Codecimplementation . . . . ... .. ... .. 64



6.3.3 Implementatiorof MMS Addressing . . . . . . ... ... ... 64

6.3.4 Limitations . . . . . . . . . ... 66
6.3.5 Testing . . . ... .. . ... 67
6.3.6 Outstandingssues. . . . . . . . . . . .. 69
7 Conclusions 71
APPENDICES 80

Vi



List of Figures

0o N o o~ WN -

10
11
12
13
14

Principleof messagenediation. . . . . . ... ... .. ... ...... 10
An illustratedcaseof SMSmessagenediation. . . . . . ... ... ... 11
Overview of thelntellitel Messagindgsatevay. . . . . . . ... ... ... 15
Model of MMS dataencapsulationf\WAP2002]Augmented.. . . . . . . 20
MMS referencarchitecture[ETS2002]. . . . .. .. .. ... ..... 22
MMSE interworking. [ETS2002JAugmented.. . . . . . . ... ... .. 24
MMS mediatorattheMM3 interface. . . . . . . ... ... ... .... 30
Number of MMS installations per manufcturer including trial

installationsasof 25thof October2002.[Mob2003 . . . . . . . ... .. 34
ManagingMMS servicesvith anMMS-capableSPP-lile portal. . . . . . 46
Location-avareMMS adwertising. . . . . . . . . ... 53
CVOPSconceptualrchitecture[Cel2001] . . . . .. ... . ... ... 58
EAIF applicationtypes.[Nok2003 Augmented. . . . . .. .. ... .. 60
EAIF to SMTPgatevay architecturaktructure. . . . . . ... ... ... 62
EAIF to SMTPgatevaytestingervironment. . . . . . . ... ... ... 68

Vii



List of Tables

1  Protocolinterfacesof the Intellitel Messagingsatevay. [Int2004 . . . . 17
2 MM-interfaces. . . . . . . . . . . . 27
3  ExampleMMS addresse§WAP2003 . . . . . . . .. ... ... ... 32
4 HTTP extensionheaderdor EAIF. [Nok2003 . . . . . . ... ... ... 61

viii



ABBREVIATIONS

3G
3GPP
AMR
AP
CDR
CIMD
CUG
CVOPS
DNS
EAIF
EMI
EMS
ENUM
ETSI
FQDN
FTP
GIF
GPS
GSM
GW
HLR

HTTP

3rd Generation

3rd GeneratiorPartnershipgProgram
Adaptive Multi-Rate
ApplicationProgrammingnterface

Call Detail Record

Computerinterfaceto Messageistribution
ClosedUserGroup

C Virtual OperatingSystem
DomainNameSystem
ExternalApplicationinterface
ExternalMachinelnterface
EnhancedMessageservice
TelephoneNumberMapping
EuropearnTelecommunicationStandards$nstitute
Fully Quali ed DomainName

File TransferProtocol
Graphicsinterchangd-ormat
GlobalPositioningSystem

Global Systemfor Mobile Communications
Gatavay

HomelLocationRegister

Hypertect TransferProtocol

Interface



IMG

ISDN

JFIF

JPEG

LDAP

MAP

ME

MGMT

MIME

MMS

MMSC

MMSE

MMSNA

MPEG

MSISDN

MTA

MUA

OIS

PDA

PDU

PLMN

POTS

PSTN

RFC

Intellitel MessagingGatavay
IntegratedServiceDigital Network
JPEGFile Interchangd-ormat
JointPhotographi&xpertsGroup
LightweightDirectory AccessProtocol
Mobile ApplicationPart

Mobile Equipment

Management
MultipurposelnternetMail Extensions
MultimediaMessagindgService

MMS Center

MMS Environment

MMS Network Architecture

Moving PicturesExpertsGroup
Mobile Stationinternational SDN Number
Mail TransportAgent

Mail UserAgent

OpeninterfaceSpeci cation
PersonabDigital Assistant
ProtocolDataUnit

PublicLandMobile Network

PlainOld Telepholy System

Public SwitchedTelecommunicatiofNetwork

Requesfor Comments



RPC

SDR

SIM

SMIL

SMPP

SMS

SMSC

SMTP

SNMP

SQAP

SPP

SSL

STK

TCP

UCP

UDH

UMS

UMTS

URL

USA

VAS

WAP

WBMP

WSP

WWW

XML

RemoteProcedureCall

ServiceDetail Record
Subscribetdentity Module
SynchronizedMultimedialntegrationLanguage
ShortMessagdeerfto-Peer
ShortMessageservice

SMSCenter

SimpleMail TransferProtocol
SimpleNetwork ManagemenProtocol
SimpleObjectAccessProtocol
ServiceProvider Portal
SecureSocletsLayer

SIM Toolkit

TransmissiorControl Protocol
UniversalComputerProtocol
UserDataHeader

Uni ed MessagindSystem
UniversalMobile TelecommunicationSystem
Uniform Resourcd.ocator

United Statesof America
ValueAddedService
WirelessApplication Protocol
WirelessBitmap
WirelessSessiorProtocol

World Wide Web

ExtensibleMarkupLanguage

Xi



1 Intr oduction

Few if any people could have foreseenthe successwhich becameof a pagerlike
messagin@dditionbuilt into GSM (Global Systemfor Mobile Communicationsphones.
ThistechnologydubbedSMS for ShortMessageService wasnot plannedrom the start
to becomea gold mine for mobile telephoneoperatorsvorldwide. NeverthelessSMS
messagesnjoyeda hugedemandandthe market blossomed.

Due to mostly businesgeasonsmary non-interoperabl&MSC (SMS Center)products
were graduallyintroduced. The SMSCscould not communicatevith one anothey and
thuscouldnotsendmessagebetweertwo SMSCsunlesgshe SMSCswerefrom thesame
manufcturer Therewas, however, demandfor interoperability The interoperability
issuecould be solved by using a messaganediator i.e. a messaginggatevay which

understandseveral SMSC protocols. [Sir2001] Using sucha mediator SMSCsfrom

differentmanugcturerscouldinteroperate.

As time wentby, SMSmaturedandmary servicedbecamevailable.However, SMSwas
not well suitedfor transmissiorof imagesor sound,or othernon-textual media. Some
handsemanutcturergntroducedtheir own methoddor achieving messagewith richer
media. Nokia did this with their proprietarySmartMessagingconcept,and sometime
later Ericssonfollowed with a more open EMS (EnhancedViessageService). These
technologieswere noncompatible althoughboth usedthe UDH (User Data Header)
functionalityof SMS.[Mob200(Q

Meanwhile, developmentof a technology knovn as MMS (Multimedia Messaging
Service)was started. The aim of MMS wasto bring colour images,soundsandvideo

clipsto thehandsetpffering unparalleledichnessof mediaandexpressve power. As 3G

(3rd Generationnobile networkswerebecomingcapableof deliveringdatafasterto the

usersjt madeperfectsensdo provide sucha new kind of messagingervice.

Although the MMS speci cations, written by large manufcturersand operators,
emphasizeccommitmentto opennessand interoperability it seemedthat the lessons
learntfrom SMSwereforgotten.It becamelearthattwo MMSCs(MMS Centerskould
not interoperatef they werefrom differentmanuficturers.Eventhe protocolinterfaces
aimedat external applications(e.g. a mail sener and other suchlegag/ seners)were
incompatible. Theseproblemscould be x edwith an MMS-capablemessagenediator
i.e. implementingMMS protocolinterfacesto anexisting SMS messagenediator



But is doingsucha straightforvard port of an SMSmessagenediatorto MMS capability
a reasonablepproach?ls it enoughfor a successfuproduct? The argumentis that
it is not. MMS speci cationshave continuouslyprogressedowardsincreasinglevels
of interoperabilityvia standardprotocolsandtechnologies.The demandfor a protocol
interfacecorverterof today might be obsoletenext month. A betterstrateyy is to build
an MMS-capablemessagenediatorcapableof morethanthe basicprotocolcorversion.
The mediation functionality should be extendedto the domain of messages. Other
functionality shouldalso be implementedo make the MMS mediatortruly usefuland
to standout from the massesThis thesisexaminesanddiscussesuchwaysto addvalue
to MMS mediation.

This thesisbegins with a glimpseof the history of mobile messaging.The conceptof
SMS mediationand a concreteexampleof an actualSMS mediationproduct(Intellitel
MessagingGatevay) is examined.A tour of MMS is takenwhile atthe sametime issues
relevantto mediationare studied. Waysto addvalueto MMS messagenediationare
proposedFinally, animplementatiorutilizing someaspect®f the proposedalueadded
functionalityis explainedandexamined.



2 Evolution of Mobile Messaging

The evolution of mobile messagindghas beendriven towards more and more capable
terminalsyichercontenin messageandnew kindsof services.Thischaptetakesaquick
look at the developmentof mobile messagingThe developmentpathstartswith pagers,
followedby SMS.It wasnt until SMScamealongthatthemobilemessagingeally started
to bloom. While waiting for MMS to appearEMS wasproposedasan enhancemertb
SMS.However, EMS did not managdo corvince all mobileterminalmanufcturersand
thusbecamea featurefoundonly in somemobileterminals. The emphasisandhopesin
themessagindpusinesss now shiftinginto MMS. It now seemdike SMSwill behereto
stayandis likely to co-exist with MMS for along time. However, asMMS enablesew
kind of messagingolutions,servicesandproducts,old technologiesuchaspagerswill
graduallydisappeafrom the markets.

2.1 Pagers

A pageris aradio device capableof simplemessagindunctions. The pagerdevice can
be one-way, two-way or one-and-halfvay, which is functionallyin betweerthe rst and
secondtype. One-way pagersare only capableof receving messagefrom the paging
network. Thereis no capabilityof acknavledgingtherecevedmessageshusthenetwork
cannotbe certainthe pagerhasrecevedthe messagelMot200Q

One-and-halftvay pagersanreceve messageandareableto acknavledgethereception,
but they cannotsendarny messagestherthanthe acknavledgemenbackto the network.
For thesepagersthe network canknow thatthe pagerdevice hasrecevedthe message.
Two-way pagersanbothreceve andsendmessagegMot2000 Thesedevicesresemble
mostthe currentSMS capablemobileterminals.

Creatingservicedor pagerds not so straightforvard. For example,roamingin ordinary
pagemetworksis dif cult, assomepageramay usea certainhardcodedrequeng which
cannotbe changedwithout reprogramminghe pager or replacingthe pageraltogether
Also, one-way pagerscannotinform the pagernetwork of their location. If the network
cannotknow thelocationof the pager it is not possibleto do roaming.[Mot200( Lack
of supportfor properroaminglimits the serviceswhich canbe created.However, it is
possibleto make a nationwidepagingservice. In the USA (United Statesof America)
this hasbeenaccomplisheavith the useof satellites [Gar1998]
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Otherthantheaforementionegagertypeswith differentnetwork connectiorcapabilities,
there are different kinds of pagerswith differing messageype and length support,
different form factors, different screencapabilitiesand so on. As the messaging
capabilitiesof pagersare very varied, it limits the servicesthat can be created. For
example,a one-way pagercapableof shaving only numericmessagesffers very little
room for creatingservices. Also, the lack of interactvity in one-way pagersis a big
hindrance Thereis nowell-de ned minimal setof capabilitiesandpagersnaybelimited
in the protocolsand network architecturethey support,thus complicatingthe situation
evenfurther

Although pagershave limited supportfor creationof differentkind of servicesthey suit
well their original purposewhichwasto offer anoti cation of acallerby e.g.displaying
anumberin the pager or sendinga simplemessagevithout having to call the recipient.
Pagerswere successfuin the USA andAsia. In Europe,however, pagerdevicesturned
outnotto betoo popularwith the exceptionof United Kingdom. Pagersareslowly going
away in favor of GSM phonesand otherdevices capableof more advancedmessaging
techniques[Gar1998]

2.2 SMS

SMS hasbeena part of the GSM infrastructuresince phasel of the GSM standards,
enactedin 1990. The SMS de nes mechanismgor relaying short messagedetween
two single pointsin a GSM network. Thereis also a broadcast versionof SMS, but

lack of pro table usagescenariohave hinderedits usage.SMSis similar to the paging

servicewith theexceptionthatSMSalwaysallowsfor bidirectionalmessaging[Sir2001]

Especiallyin NorthernEuropemobile messagindgpecamea phenomenasuccessvith the

adoptionof mobile handsetsvith SMS capability

The length of a short messagewas initially constrainedto 160 characters,chosen
from a setof 7-bit GSM alphabet. The length stemmedfrom limitations in existing
telecommunicationsietwork protocol implementations. [Sir2001] By using the SMS
concatenatiorfeature, multiple SMS messagegan be "chained” togethey effectively
makingit possibleto sendmessagengerthanthe usuall60charactersfMob200q

2ThesameSMSis sentto all terminalswithin somebasestationarea.
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Later versionsof the GSM standardsphase2 and phase2+, have further enhanced
the capabilitiesof SMS, althoughfrom a point of view of the user little haschanged.
An exampleof theseenhancedcapabilitiesis the previously mentionedmechanisnto
concatenatenultiple SMS messagesogether Yet anotherexampleis the STK (SIM
Application Toolkit), with which the applicationstoredin the SIM (Subscribeddentity
Module) cardcanusethe ME (Mobile Equipment)via variousmechanismsvhich have
beende ned in the STK speci cation. The mechanismsncludee.g. commandinghe
ME proactvely (displayingtext, playingatone,initiating a voice call etc.),downloading
of the ME pro le to the SIM, creationof menus,call control mechanismsautonomous
parsingof SMSmessageandsecuritymechanismgETS200Q

SMSmessagestilize theunusedcapacityof GSMsignallingchannelsBecausef this, it
is possibleto sendor receve SMSmessageduringdataor voicetransmission[Sch2000]
The SMS supportscon rmation of delivery. This allows the SMSC (Short Messaging
ServiceCenter)to know whenthe messagéasbeenreceved at the mobileterminal. In
casethe mobile handsethasbeenturnedoff, the shortmessagevill be deliveredwhen
the handsetomesbackonline. Thesefeaturesalonemake SMS superiorto mostpager
solutions.

Nokia has further enhancedSMS with their Smart Messagingtechnology Smart
Messagings basednthemobile handsetnterpretingcertainmessagem aspeci ¢ way.

This allows e.g. picture messageandringtonesto be deliveredto the handset. Smart
Messagings Nokia-speci ctechnologybut othermanufcturershave developedsimilar
technologiessuchasEMS, of theirown. ThesetechnologiesiseSMS messagewith the
UDH (UserDataHeader)acility of SMS.[Mob200(Q

Although a capability suchaschangingthe ringtoneof the handsetmay seempointless
andvain, suchpersonalizatiorof the handsetiasbecomevery popular Fromthe users
point of view, beingableto download new ringtonesaddsvalue to the handsetin two
ways:thehandsewill have aringtonewhichsuitstheusers preferencegastein musicor
lifestyle. Also, theringtoneis lik ely to be differentfrom otherusers ringtonesallowing
the handseto be distinguishedfrom other handsetsn crowded places,e.g. in public
transportationandstores

SMSalsosupportsxtra featuressuchascompressiomf messageandbinary messages.
[Mob200gd Someof the mostcommonand generallyconsideredo be useful services
(becaus®f mary usersarefor examplethe SMSweatherserviceandSMSticket service
for local masgransitsystems.



2.3 EMS

The EnhancedVlessageService(EMS) allows message$o containsimple mediasuch
as melodies,pictures,sounds,animations,formattedtext and normal text. EMS uses
the sameSMS Centersandthe signallingchannelas SMS to provide the EMS service.
[Mob200Q Technically EMS usesthe UDH facility of SMS by encodinge.g. text

formattinginstructiongo theheadepartof themessageandtheninterpretingthis header
in acertainway in themobile handset.

Comparedo SMS,EMS enabledhe shortmessageto have morecomplex contentthan
regular SMS.In otheraspectst is quite similar, asthe sameinfrastructurewhichis used
with SMS can be usedwith EMS messages[Mob200QJ However, EMS requiresthe

handseto supportEMS messagesA wide supporfor EMSwouldlogically haverequired
all (or almostall) handsemanufcturergo implementEMS. However, Nokiadecidedhot

to go with EMS at all [Mob2004, but insteadchoseto focustheir attentionon MMS.

Nokia's reluctang to supportEMS was partly becauseNokia had alreadycreatedtheir

proprietarySmartMessagingechnologywhich works similarily to EMS andin a sense
competesvith it. Lack of supportfrom Nokiawasa setbackor EMS, whichwasseenas
anintermediatgophasetechnology an"appetizer’beforeMMS wasto arrive in a usable
form.

EMS allowstext to bedisplayedwith differenttypefacesfont sizesandalignmentsEMS
also supportsmonochromatigictures, which are from 16x16 pixels to 96x64 pixels.
Prede nedsoundswith namedike "Ding”, "TaDa” and”Notify” arespeci ed. Thereis
alsosupportfor userde ned sounds.Prede nedanimationsdescribingvariousemotions
are storedin the handset. Userde ned animationscan be sentfrom one handsetto
another[Mob200Q

2.4 MMS

Mobile messagingechnologieshave continuouslyprogressedowards messagesvith
more expressve power. Whereasplain SMS offered only short textual messagesnd
simple pictures, ringtonesand soundswith manufcturerspeci c extensions, MMS
allows usingthe myriad of mediaformatsalreadyusedin the Internet.



Although SMS was originally meantto be a pagerlike facility in GSM, it turned out
to be much more succesfulthan pagerservices. EMS was introduceddue to purely
business-basekasonsn an attemptto follow the succes®f SMS. EMS tried to bring
moreto SMSbut it wasnt really aworthwhileideato have bold anditalic text andbigger
fonts, astext is just text, evenif it looks a bit different. MMS doessomethingnew by
combiningimages soundandtext in onemessagindgormat.

It has beenpredictedthat still imageswill becomethe biggestapplicationof MMS
messageslue to built-in (and external) camerasn mobile handsets.[Mob200QJ The
cameraallows the userto act as a contentprovider. This is an excellent premisefor
the operator: as the contentis createdby the usersthemseles, less investmentfor
operatormandatedcontentcreationis needed.Also, asthe imageshave obvious value
to their creator it is likely thatthe userwantsto sharesuchimageswith his socialgroup.
Sendingimagesback and forth createsmessagérafc, which createsrevenuefor the
operator(assuminghe operatordoesmake a positve amountof money per message).
Thevolumeof MMS messagess expectedto surpasshe volumeof the SMS messages.
This kind of vision is why still imagesare thought(and hoped)to be the the biggest
applicationfor MMS messages.

MMS allows alsostreamingcontent.Streamingif supportedy thenetwork, canbeused
for exampleto view news broadcast®r movie trailers. If the camerasn handsetswill
supporttaking picturesrapidly, or properly supportdigital video, thenMMS streaming
could be usedto view a video clip of whoerer had left sucha video messagdo the
answeringmachine.This capability althoughcertainlypossiblewith MMS, but unlikely
to appeaamongthe rst wave of servicesmorethansurpassethe early 1990sattempts
at makinga consumewideo phonewhich utilized POTS (Plain Old Telepholy System,
the ordinarytelephonenetwork).

Although in theory MMS messagesould be very large in size,in practicethis is not
so. Also, the set of supportedmediaformatsis limited. Most of the limitations of
MMS messagecontentdependsnot directly on the handsetghemseles but making
sure that the messagesnteroperatebetweenthe handsets. This interoperability of
messagemeanghata Nokia phonecansende.g. a digital imageto an Ericssonphone
without trouble. To ensureinteroperability major manufcturerd have createdan MMS
conformance&locument[CMG2002] Thedocumenspeci esinteroperabilityissuesuch
as the maximum messagsesize that is to be supportedoy all terminals,the minimum

3CMG, Com\erse EricssonLogica, Motorola, Nokia, SiemensandSory Ericsson.



set of supportedmediaformats and the speci cation of the limited subsetof SMIL
(SynchronizedMultimedia IntegrationLanguage)anguageausedin MMS terminals.For
example thedocumenspeci esthathandsetsnustsupportimessageatleastupto 30 kb
in size. The MMS architectureandthe overall systemwill bedealtwith in moredetailin
chapterd.

2.5 FutureDirections

Whatlies in the futureis largely unknown, but conclusionscanbe dravn by examining
the evolution of mobile messagingoth at the level of the contentand the technology
itself. Mobile terminalshave becomemore and more lighter andare lled with more
features.Batterylife hasincreasedver the years.The form factorsof mobileterminals
have developedtowardsbiggerand more colourful screens.In somecasesthe headset
can be connectedwith a wirelesslink (e.g. Bluetooth)to the handset. New kinds of
applicationssuchasgameshave becomepossibledueto theincreasegrocessopower
andmemoryavailablein the handsets.The samemobile terminalwhich canshow text
andsoundcanalsoshav streamedull-colour video.

Wirelessnetwork technology which is what ultimately enablesmobile messaginghas
becomdasterandmorecapable For example thepossibilityof streamingcontentallows

thehandseto view contenthatwould otherwisenever t thelimited memoryandstorage
spaceof the handset. Although the handsetglevelop all the time, so doesthe media.
Streamingwill beusefulevenwith deviceswith largermemoryandstoragespace.

Wirelessconnecwity will be especiallyfastin placeswhereit makes sensefrom the
businesgpoint of view to investin suchinfrastructurej.e. in metropolitanareasmalls,
airportsand other suchplaceswhich are continuouslyvisited by mary people. On the
otherhand,in placeswith mary people(andthusmary handsetsinobile handsetsnight
be able to build an ad-hocnetwork andthereforeavoid using the elementsof network
infrastructure like messagingenters,as such. In sucha case,the available network
bandwidthcould be presered for thoseapplicationsvhich truly needit, andmessaging
to handsetswithin the sameareacould be doneby usingthe ad-hocnetwork. Mobile
messagingn ad-hocnetwork mightalsohave someinterestingpeerto-peerapplications,
suchasamobilehandseservingsomeglobally relevantdatato otherhandsetge.g. latest
news).



Thedevelopmenthasbeengoingtowardsmorecomplex media:from plain text to simple
imagesandanimationgo bigger more colourful picturesandactualvideo. Will sur ng

the Internetsoonbe possiblefrom the mobile handsetjust like it is doneat a desktop
machinetoday? Will sur ng usingthe mobile handsetwork without ary proxiesor

other machineswhich dumb down the content,and will therebe compromisesn the
renderingof theweb pagesg-mailsandothercontentAVhenlooking at the evolution of

mobile messagingsucha scenarioof an all-encompassininternetaccessasit is today
seemplausible.However, Internettechnologiesarenotin atechnologicaktandstill,but

alsodevelop constantlyandmobiletechnologiesvill keeponlaggingsomavhatbehind.
Despitethis, mobileInternetaccesss possiblealreadytodaywith aPDA (PersonabDigital

Assistant),a mobile phoneanda dialup. Bringing web sur ng andthe Internetto the
mobile handsets somethingof a Holy Grail of mobile messaginglindeed,whoerer can
make it happerwith totalfreedomof sur ng andseamlesaccesso mary kindsof media,
will surely nd anenormousamountof customersilling to payfor the corvenienceof

anomnipresentnternetaccess.

In conclusion,the future of mobile messagings going towardsmore complex content
and more capablehandsetswhereasthe messagingat network level is going towards
standardizegbrotocols. Handsetaccesdo the network is evolving towardsan IP-based
solution. Making messagenediationproductswhich enhanceébasicmessagenediation
capabilityby handlingthe contentof messages variouswaysaddvalueto the mediator
product. This is becausebasic messagaemediationitself is becomingan off-the-shelf
productandthe evolution of messagings goingtowardsmorecomplex messageslhese
factsmalke it necessaryor the mediatorto enhancehe basicmediationfunctionality by

handlingalsoatleastsomepartsof the contentdomain.



3 Messagdviediation

Whatis mediation? A dictionaryde nes the word mediationasto effect by actionas
anintermediary”,”to actasintermediaryagentin bringing,effecting,or communicating”
and’to transmitasintermediatenechanisnor ageng” [Mer2002].In anutshellmessage
mediationis the scenarian which someelement.calledthe "mediator”, is located(in a
logical sensepetweentwo elementsrecevesmessagebom theotherelementpossibly
doessomethingo the messagéself or extractsinformationfrom the messageandthen
passeshe messageo the otherelement. The receving andsendingelementcanbe the
samejn which casethe mediatoractslike a Iter .

Messageamediationis neededfor example,whentwo elementsvantto sendmessages
but do not usethe samemessagingrotocol,or whenthe elementsdo not usethe same
messageontentrepresentation.The messagenediatoractsas a "translator” between
thesetwo elementsand makesit possiblefor the elementsto communicatewith one
another Figure 1 illustratesthe basicprinciple of messagemediation. In the picture,
seners A, B and C usenon-interoperablgrotocols. The seners are connectedo a
messagenediator(solid lines). The mediatorunderstandshe protocolsusedwith all
seners. The mediatorroutesand cornverts messagesrom one protocol to anothey
creatingin essencdransparentogical connectionsbetweenthe seners (dashedines)
which actuallygo throughthe mediator Althoughnot shavn in the picture,the mediator
cando mary otherthingsbesidemoving messagefom oneplaceto another

77777777777777777
v S - ‘
|
|
:
|

Figurel: Principleof messagenediation.

In thisthesis,anindividual protocol-to-protocofjatavay is calleda messagenediatoror
gatevay. A collectionof messagenediatorgs calleda gatevay. Thegatavay canalsobe
referredby the namemessagenediatorwhenit is seenasa black box which, on a high
level, functionsjust lik e anindividual messagenediator:protocolmessagesomein and
outcomesmessagessingpossiblya differentprotocol.
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3.1 SMS MessageVediation

Messagenediations neededn SMSwhentheelementsvhicharetrying to communicate
with oneanotherarefor example SMSCsor valueaddedserviceproviders. Oneaspect
of SMSmessagenediationis to ensurghatthe network infrastructurecanwork togethey

i.e. that SMSCsfrom different manufcturersand the protocolsusedby the SMSCs
interoperate. SMS messagenediationcan also be usedto betterintegratethe SMSC

to the operators existing systems.

Additionally, throughan SMS messagenediationdevice interfacesfor contentproviders
canbe provided. Theseinterfacesare often quite simpli ed to easethe programming
of new services. For example,the HTTP (Hypertext TransferProtocol)protocol could
be usedasaninterfacefor contentproviders[Sir2001], makingan SMSto be sentwith

a HTTP POSToperation. SMSC protocolsare not the bestprotocolsto offer directly
to contentproviders due to the overall compleity and low-level technicaldetails of

the protocols. Offering a simpli ed interfacefor contentprovidersis also a matterof

cornveniencewhich leadsto fasterdevelopmentimesfor services.

SMS Message
Mediator

SMSC-neutral messaging

Figure2: An illustratedcaseof SMS messagenediation.

Figure 2 illustratesan SMS messagemediationcase. A solid line denotesan actual
connection, whereasthe dashedline denotesa logical connection. The mediator
connectgwo non-interoperabl&MSCstogetherallowing inte-rSMSCmessagingAlso,
SMSC-independennessagings enabledo the contentprovider. The contentprovider
alsohassimpleaccesdo the SMSCsusingthe HTTP POSToperation. EMI (External
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Machinelnterface)and CIMD (Computerinterfacefor MessageDistribution) are used
in theillustrationto denotenon-interoperabl&MSC protocols. TheseareactualSMSC
protocolswhichwill bediscusseadn the next section.

The justi cation for SMS messagemediationstemsfrom four facts: SMSC protocols
betweenmanufcturersareincompatible, SMSC performancas limited andthe billing
andsecurityfunctionalitiesof the SMSCsnearlyalwaysneedimprovements Thesefacts
areexaminedin detailnext.

3.1.1 Incompatible SMSC Protocols

Therearemary SMSCmanufcturersaroundtheworld. Many of thesehave aproprietary
SMSC protocolwhich is primarily supported. Someof the SMSCssupportadditional
protocols, but this functionality is usually a separatelypriced item, and operatorsare
reluctantto pay for those. [Sir200] This createsthe situationof incompatibleSMSC
network protocolsbetweemmajor SMSCmanufcturers An SMS messagenediatorcan
actasanintermediatdbetweenwo SMSCs,convertingoneprotocolto anotherandthus
makingtheseSMSCscommunicatevith oneanother

Althoughthereare somesimilarities, thereare alsomary differencesamongthe SMSC

protocols. For example,EMI # from CMG, CIMD from Nokia, SMPP(ShortMessage
Peerto-Peer)rom LogicaandOIS (OpeninterfaceSpeci cation)from Semaareall alike

in thesensahatthey canuseTCP (TransmissiorControlProtocol)andX.25 asthebearer
protocol. As for the differencesCIMD and EMI have no time zoneinformationin the

timestampswhereasSMPP and OIS do. EMI needstwo connectiongo the SMSC,

whereasCIMD usesone connectiononly. SMPP supportsone or two connections,
for one-way and two-way connections,respectrely. Unlike other protocols, SMPP
canfunctionin transcerer mode,which enablest to useone connectionfor two-way

trafc. Unlike CIMD andEMI, SMPPhasno separatenessagéor delivery noti cations.

[Sir2001]

4Also calledUCP/EMI. UCPis UniversalComputerProtocol,an ETSI protocol[Sir2001.
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3.1.2 Performance-boundSMSC

Therearelimits asto how mary messageasingleSMS Centercanhandle.SMS Centers
are expensve, and naturally the operatorswill try to get along with as little of these
centersas possible. However, having too few SMSCshandling high-wolume message
traf c is disastrous.For example,during eventssuchas New Year peopleoften send
SMS greetingsto family andfriends. If the messagesannotget throughin time, the
usersarereluctantto sendsuchmessageatall. Naturally, the operatorcannotgetmoney
from unsentmessages.

Thereasondgor performancdimitations do not necessarilystemfrom the hardwareused
in the SMS Centers,but it is sometimeshe SMSC protocolswhich are at fault. For
example,the EMI protocol,whenusingsynchronoustop-and-\vait windowing, sendsa
messagandexpectsto getareply alongthe sameconnection[Sir200] If thereis much
traf c andthe network latenciesare high, eachmessageesenesa connectionfor some
time. Oftenthe connectiongo the SMSCarelimited, sothatoneserviceprovider is not
allowedto do mary connectiongo the SMSC.Thisresultsin alossof throughputof the
messagesventhoughthe SMSCcouldhandlemoremessagesidding multiple SMSCs
will nothelpthesituationmuch.A messagenediatorcanhelpin this situationby making
it possibleto doloadbalancingoetweermultiple SMSCs.Also, priorizationof messages
can be done,basedon e.g. the senderor recipientnumber For example,the service
numberof the operatorcanbe givena higherpriority thanregular messagesothatthe
operators servicenumberrepliesvery fastaftera messag@asbeensentto it.

3.1.3 Billing Issues

The datagatheredby old SMSCsmight not be enoughto allow the billing of value
addedservices. [Sir200] An SMS messageamediatorcan createbilling tickets from
the messagewhich passthroughthe mediator thuscircumwentingthe limitations of the
SMSC.If the operatothasmultiple SMSCs,theremight not be a singlepoint andsingle
formatfor thebilling data.Thismakesbilling dif cult to doin practice.A betterandmore
scalablesolution than somekludgish script-hackis to usean SMS messagenediator
which canactasasinglepointfrom whichthebilling datacanbe gatheredAlso,anSMS
messagenediatorcangatheralwaysmoreinformationandpossiblyintegratebetterwith
existing billing systemgshanthe SMSCis capableof.
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3.1.4 Security Issues

An SMSC might implementprotocolswhich have minimal accessontrol functionality.
This is one of the reasonswhy operatorsprefer not to allow direct connectionsto
SMSCs.An SMSmessagenediatorcanhelpin this problemby offering moreelaborate
authenticatiorandaccessontrol mechanismspossiblywith encryptedcommunications
andsupportfor differentencryptionalgorithms.Thesecurityargumentappliesespecially
to the interfacesoffered to content providers and other non-operatorthird parties.
[Sir2001]

3.2 Intellitel MessagingGateway

Theaforementioneg@roblemswith SMSCscanberemediedvith asuitableSSMSmessage
mediator Mediationin generais oneaspecbf the concepiof network corvergence.The
vision of Intellitel is network corvergence,and the compalty hasfocusedon enabling
convergencebetweendifferentnetworks [Kem200]. Thus, creatingan SMS message
mediatorwasa suitablebusinespportunityfor Intellitel.

Intellitel MessagingGatavay (IMG) is Intellitel's solutionto SMS messagenediation.

Thegatavay s built overtheIntellitel ONE® platform,which offers,amongotherthings,

high availability mechanismssystemdoubling and ticket generation. Management
functionalitiesare provided via SNMP (Simple Network Managemen®Protocol)and a

WWW (World Wide Web) interface. Intellitel MessagingGateway has installations
aroundtheworld.

An overview of IMG canbeseenin gure 3. Theinterfacesusedwith applicationsand
contentor servicenetworks arelocatedin the upperpartof the picture. Theseinterfaces
areHTTP (Hypertet TransporProtocol)andSMTP (SimpleMail TransferProtocol).At
the bottomof the pictureareinterfacestowardswirelessnetworks, with SMSCprotocols
andtheir correspondingyendors.The supportechetwork interfacesarebasedon TCP/IP
or X.25. Thearchitecturef thegatevayis modularandnew network interfacego support
new protocolsor network technologiegshovn as”"NEW” interfacesin the picture)can
be addedrelatively easily Ticketsfor billing can be createdusingthe SDR (Service
Detail Record)interfaceandtransferredo thebilling systemusingthebuilt-in FTP (File
TransferProtocol)mechanism.

SDespitetheinitial appearance)NE is notanacrorym.
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Figure3: Overview of thelntellitel MessagingGatevay.

3.2.1 Existing Functionality

In addition to the contentor service interfaces, network interfacesand the SNMP
managemeninterface, IMG has additional functionality [Int2002, some of which
will be examinedhere. Someor all of the functionality describedhereis required
in a carriergrade mediator product. For this reasonit is relevant to obsere these
functionalities.

For the programmerthe gatevay offers functionality suchaslibrariesfor con guration,
logging, alarms and statisticsthrough the underlying Intellitel ONE platform. The
con gurationfunctionalityis usedto readcertainusercon gurable parametersl.ogging
is usedto give informationaboutthe programexecutionin the form of log les. Alarms
canbe usedto monitor certainevents,suchasrejectedmessagesAlarms canberaised
in trouble situations,therebynotifying the administratordo be aware of the situation.
Statisticsis usedto provide information aboutthe amountof messagdrafc, message
typesandsoon.
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The billing facility is usedto generatéSDRticketsfrom trafc logs. A e xible parsing
tool allows the customizationof the information included in the tickets for better
integration into existing billing systems. [Int2007 It is likely that someamountof
customizationis neededto the parsingtool, asthereis no well-de ned billing ticket
standarcandthusthe existing billing interfacescanbevery differentfrom eachother

IMG supportshot stand-byclustering,whereinthe systemis doubledandthe otherside

runsactive while the othersideis in stand-bymode.If anirrecoverablefaultis detected,
a systemswitchover is done. During a switchover, the active andstand-bysideschange,
the previously active sidebecominga stand-byside,andthe sidewhich wasin stand-by
becomeshenew active side.[Int2002 Theadministratorgantheninvestigatehenature
of thetroublewhich causedhe othermachineto fail, while the servicesprovided by the

gatevay run uninterruptedThe switchover canalsobedonein a controlledfashion.This

canbeusedwhentherearee.g.hardwareupgrades.

Theingressandegresso w of SMSmessagesanbecon guredusingtheroutingfacility.
[Int200 The messagesanbe routedbasedon the protocolused,the rst word of the
messagékeyword), or via aregularexpressiommatchof thesenderand/orrecipient.With
theroutingfacility, it is trivial to implementsimplegatevayingsuchasSMS messaget
HTTPrequestse.g.from OISto HTTP andvice versa.

Load balancingis usedto balanceMT (Mobile Terminatedmessagesiternallyin IMG

whenmultiple logical SMSC connectiondhave beencon gured via the routing facility.

The purposés to controlthe messageo w andspreadt evenly to reducethe possibility
of bottlenecksituations.The balancingalgorithmcanbe roundrobin or somethingnore
sophisticatecasedon information from messagejueuelengths,transmissionatencg
timesandconnectiorstates[Int20024

Additional functionality provided by the gatevay which is only mentionedchereincludes
persistentstorage facility, distribution lists, support for Nokia Smart Messaging,
SSL-protectedconnections throughputlimiter and supportfor con gurable message
segmentation. Any TCP-basedonnectioncanbe con gured to useSSL to protectthe

connection[Int20024
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3.2.2 Existing Protocol Interfaces

IMG hasexisting protocolinterfacesfor the aforementione®MSC protocolsto provide
connectvity to the SMS networks. Also, thereare serviceand contentinterfaceswhich
provide HTTP and SMTP protocol functionality Thesetwo protocolsare collectively
called contentprotocols. The architectureof the protocolinterfacesis modular New
protocolinterfacescan be written and basically’plugged” into the system,aslong as
variouscorventionsneededy the differentsystemcore processesrre heeded.Table 1
showvstheprotocolinterfacenamestheirtypesandversions.TheFTPinterfaceusedwith
SDRticketsfor billing purposess notaprotocolinterfaceassuch,but a partof thebilling
relatedmechanismsf the managemenbols.

Tablel: Protocolinterfacesof the Intellitel MessagingGatevay. [Int2002]

| Name | Type | Versions |

SMPP SMSC 3.3and3.4
olIs SMSC 6.0
CIMD SMSC CIMD2
UCP/EMI SMSC 3.1.2,3.5and4.0

HTTP Content 1.0and1.1
SMTP Content Minimal RFC2821
SNMP | Management v1,v2candv3

As thereis supportfor differentversionsfor certainprotocols,it is alsopossiblein some
casedo do a protocolcorverterfrom old to newv andvice versa. This functionality can
be usefulin situationswherethe new protocolis not backwardscompatible. It is also
possibleto do protocol corversionbetweencontentprotocols,i.e. betweenSMTP and
HTTP.

17



4 Multimedia MessagingService

Multimedia MessagingService(MMS) is a logical progressiorof SMS. WhereasSMS
offerstext-only shortmessagedyIMS messagesancontainmary kinds of media,such
astext, imagesandsound.This chapterexaminestheinnerworkingsof MMS in detail.

Thereis hope within the telecommunicationsndustry that MMS will becomeas big

a successas SMS was. Indeed, manuhcturersand operatorshave placed heary

expectactionso thesucces®f MMS. AlthoughMMS provides,from atechnicalpoint of

view, a new kind of depthto mobile messagingtechnicalmeritsarenotthe mainreason
why operatorsare viewing MMS astheir saviour. The operatorsare underpressurgo

succeednancially. This pressureoriginatespartly from the salesof UMTS (Universal
Mobile TelecommunicationSystem)licenses,for which the operatorshave paid huge
amountsof moneg. The pressurdo succeednay make operatorsblind to the feedback
recevedfrom usersgespeciallyif thefeedbacks negative. If somethingruly worthwhile

is not providedto the user thereis a risk of turning MMS into anotheWAP (Wireless
ApplicationProtocol).

The problematicsituation with WAP was nicely summedup in a report by Mobile
Lifestreamd_td. [Mob200Q:

Thatis why nobodyin the WAP valuechainis makingmoney - the WAP
handsevendorsaregiving thenetworksvolumeproductssothatthenetworks
candumpthemon the market at heavily subsidizedpricesto try to build a
critical massof handseusers.Meanwhilethereareso mary WAP Gatevay
vendorsthatthe platformsaregiving away free. The contentprovidersgive
their contentaway free becausedhereis no way for themto make money
fromit unlessthey do adealwith anetwork to list thatserviceon their portal
which the networks expectto be paidfor. The venturecapitalistsandinvest
banlersthatallow theseuneconomic$o continueby suspendingll logic and
rationalecanfuel thesefollies for atemporaryperiod,but it is fundamentally
impossiblefor anindustryto bealongtermsucces# nobodyis makingary
monegy fromit.

Also in the eyes of the consumer WAP was a failure. This was becausealespiteall
the hype that was generatedfrom the point of view of an averageend-useMWAP was
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amiserablesxperienceof over-expensve servicegiedto a’mobile portal” with aclumsy
userinterface. Selling puretechnologyto the endusersimply did not work. Few users
resultedin little revenue. Little by little the hypearoundWAP silently faded. However,

WAP itself hasnot died, but insteadhasa big role in MMS. For example,the coding
schemeusedwith WAP messagess usedalsowith MMS messagesAlso, the interface
betweerthe mobile handseandthe MMSC is implementedvith WAP,

The biggestdifferencebetweenMMS messagesind the messagesisedwith existing
mobile messagingschemesuchas SMS are the numerousmediatypes supportedoy
MMS. Themediatypesshallbe examinednext.

4.1 Media Types

Messagesvith picturesare expectedto be amongthe biggestusesfor MMS messages,
andthis makesthe mediatypesfor still imagesespeciallyimportant. The picturesneed
notcomeonly in the MT direction,becausesomeof the latestMMS phonessuchasthe
Nokia6650,have a built-in digital camergNok20024, makingit possibleto senddigital
imagesalsofrom MO (Mobile Originated)direction.

Otherthanstill imagesthesupportednediatypesincludevideo,audioandplaintext. For
example,the MMS ConformanceDocumentde nes that MMS messageshall usestill

imagecodingformatssuchas GIF87a(Graphicsinterchangd-ormat), GIF89a,WBMP
(Wireless Bitmap) and baselineJPEG (Joint PhotographicExperts Group) with JFIF
(JPEGFile Interchangd-ormat)asthe exchangeformat. For text, the encodingformats
are us-ascii,utf-8 and utf-16 with explicit Byte Order Mark. [CMG2002] For audio,
the format to be supportedis AMR (Adaptive Multi-Rate) [CMG2003 althoughthe
3GPP(3rd GenerationPartnershipProject)documentspecifyingMMS Media Formats
and Codecsspeci es also MPEG-4 (Moving PicturesExperts Group) to be usedfor

non-speeclaudio.

It shouldbe notedthat the MMS conformancedocumentrefersto an outdated4.5.0

versionof theMMS functionaldescriptiordocumentvhenspecifyingthesetof supported
mediaformats.Althoughthe MMS conformancelocuments notanof cial speci cation,

it re ects theviews andcommitmentsof the major manufcturers.Therearedifferences
betweenthe mediaformatsin the latestMMS functional descriptiondocumentandthe

conformancaelocumentalthoughbasicallythe mediaformatsarenottoo different.
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All of thesemediaformatsare standardormatswhich are alreadyusedin the Internet.
By using suchstandardformats, interoperabilitywith the contentavailablein existing
systemge.g.Internet)is mademucheasier

4.2 Structure of a Multimedia Message

An MMS messageés an octet stream,composecdf one or more parts. The encoding
of the streamis speci ed in WAP-209 MMS EncapsulatiofWAP2002]and WAP-230

WSPspeci cations[WAP2001]. On a high level, the messageonsistsof MMS headers
followedby oneor moresubparts Eachsubparicontainstheir own MMS headersanda

multimediaobject.[WAP2002]Figure4 illustratesthe structureof the messageOverall,

the schemeis similar to MIME (Multipurpose Internet Mail Extensions)multipart

messagesContraryto MIME messageshe bodypartof eachelements abinary stream
without a specialencoding. As thereis no specialform of encodingfor the content,
thereis no CONTENT-TRANSFER-ENCODING headerapplicable. Thereis, however, a

CONTENT-TYPE header which speci es the mediatype and, indirectly, also how the

bodypartis to be handled.

application/vnd.wap.mms message

MMS headers

Message body

presentation

(optional) SMIL

image/jpeg

audio/wav

Figure4: Model of MMS dataencapsulationf\WAP2002]Augmented.
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Therecanbeaspecialpartcalledthe presentatiomart,whichis implementedasa subset
of the XML-based (ExtensibleMarkup Language)SMIL 2.0 language. [ETS2002a,
CMG2003 SMIL 2.0 is a W3C Recommendation. SMIL can be usedto create
interactve multimediapresentationdy specifyingthetemporalbehaiour of the overall

presentationassociatinghyperlinkswith mediaobjectsanddescribingthe layout of the

presentation[W3C200] A moreconcreteexampleof anactualSMIL presentatiompart

is givenin Appendix3.

The presentatiorpart controlsthe presentatiorof eachof the multimediaobject parts.
For example,if the MMS message&onsistsof threeimages,thenthe presentatiorpart
couldtell the MMS handsehow long eachpartis shavn in orderto achiese arendering
resemblinga slide shav. [WAP2002,CMG2003 The presentatiorpartis optional. If
thereis a presentatiorpart, it hasto be the rst part of the messageopr alternatvely,
the positionof the presentatiompart mustbe setwith the Start-parameterf thereis no
presentatiompart,the MMS UserAgentimplementationn the MMS handsetletermines
how the mediaobjectis handled [WAP200] For example,somehandsetsnight shov
a picture for a shorttime only, whereassomemight display it until a button hasbeen
pressed.

Therearetwo kindsof messageshoseconsistingof only onepart,andthoseconsistingof
mary parts. Thesemessagearecalled,respectiely, singlepartandmultipartmessages.
Single part messagegontain one object only, for example, an image. Single part
messageslio not have a presentatiorpart at all. Thus the presentatiorof the single
partdependn how the MMS handsetthoosedo interpretit. The situationis similar
for multipart messageskFor multipartmessagewithout a presentatiorpart, eachpartis
shawvn accordingo thelogic in the MMS handsefe.g.eachpartsequentially).

When the multimediamessages a multipart messagendthereis a presentatiorpart
available to control the displaying of the messagethe multimedia capabilitiesof the
handsetreutilized fully. Althoughfull SMIL offersquitealot of controloverthe media
objects,at rst the MMS handsetsvill supportonly asimpli ed subsetof SMIL, which
limits the compleity of the multimediamessagedt is likely thata morecomprehense
SMIL supportwill beaddedater [WAP2001 CMG2003
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4.3 Architecture

The Multimedia Messaging Service consists of MMS elementsand Multimedia

Messaginginterfaces. A collection of MMS elementsproviding full Multimedia

MessagingServiceto the useris calledanMMS Network Architecture(MMSNA). This

includesinterworking betweerMMSCs of differentoperatorsWhenthe MMS elements
are under control of a single administration,suchas an operatoy and interworking is

not done, the collection of such elementsis called an MMS Ernvironment (MMSE)

[ETS2002. TheMMSNA consistof morethanoneinteroperatingMSEs.

Figure5 shows the MMS referencearchitecture.The MMS elementdnsidean MMSE
communicateusing interfaceswhich are namedMM1 to MM8. The MMS functional
description[ETS2002]describegheseinterfaces althoughnot all interfacesarede ned
on a detailedlevel. This fact was especiallyemphasizedn the earlierrevisions of the
MMS functionaldescription.Oneof theresultsof ambiquitiesandlack of stricttechnical
descriptionof the interfaceswas the emepgence of non-interoperablenanugcturer
speci c externalinterfacegNok2002 Eri2001].
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Figure5: MMS referencearchitecture[ETS2002]




All MM-interfacesgxceptMM2 (whichisinternalto theMMSC), connecfrom theMMS
Relay/Sererto someMMS elementandthis malkesMMS Relay/Sererthe mostcentral
elementin the MMS architecture Notethatan MMS Centeris not an actualelementof
thearchitectureassuch,but insteada logical elementwhich consistof a combinationof
anMMS Relayandan MMS Sener. If the elementsarephysicallyseparatedhe MMS
RelayandMMS Senercommunicataisingthe MM2 interface[ETS2002].For anMMS
CentertheMM2 interfaceis internal. Dependingon thearchitectureof the MMS Center
suchinterfacemaynot actuallyexist atall.

4.3.1 MMS Relay/Sewver aka MMS Center

The MMS Relay and MMS Sener elementscan be physically distributed separate
elements. However, the MMS functional description deals only with the MMS
Relay/Sererasanaggrgateelement[ETS20032 It doesnotspecifytheseparatiormf the
MMS Relay/Sererinto MMS RelayandMMS Sener elements.Thus,in practicethese
elementsarealwayscombinedo form anMMS Relay/Serer, which can,for all practical
purposesalsobecalledanMMS Center In thisthesisthepreferredermis MMS Centey
althoughMMS Relay/Serer is usedwhentalking in the context of the MMS functional
descriptionasthe speci cationuseshetermMMS Relay/Serer exclusively.

The MMS Relay/Serer is responsibldor storageandnoti cation, reports,andgeneral
handling and successfuldelivery of multimedia messages. Address translationis

alsodoneby MMS Relay/Serer. The MMS Relay/Serer may also generatebilling

informationin theform of CDR (Call Detail Record}ticketswhenreceving or submitting
messagesbut this functionality is not mandatory [ETS2002] The MMS functional
descriptionalsode nes a non-echaustve list of additionalfunctionality which the MMS

Relay/Serer shouldsupport.

Oneof thesefunctionalitiesis the optionalsupportfor a network-basedgersistenstorage
of messagesSuchmechanisnis calledan”MMBox” by theMMS functionaldescription.
The MMBox can manifestitself to the useras, for example, a web-basednterface
allowing theuserto view andmanipulateahestoredViIMS message§ETS2002]MMBox
canbeusedin situationswhenthe users handsetloesnot supportMMS. In sucha case,
theMMS messagesanbecon guredto beautomaticallystoredinto the MMBox. Using
thesanechanismgheusercaneffectively receve andview MMS message®venwithout
MMS supportin handsetTheuserdoes however, requireaccesso awebbrowser
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As the MMS Relay/Serer is a central point in the MMS architecture,it has to
implementall of the MM interfaces. However, the MMS functional descriptiondoes
not specify every MM interface in detail. The de nitions of MM2, MM5, MM6
The MM3 interface is describedbut lacks
details which may hinder implementationin some cases. All this leaves room for
manufcturerspeci ¢ implementationsand interpretations. Therefore,despitethe few

and MMS8 interfaces are insufcient.

interfaceswhich are speci ed in proper detail for technicalimplementationsa given

MMSC of somemanugctureris not modularnor standardizecenoughto replacethe

MMSC implementatiorof anothermanufcturer In otherwords,whoever manufctures
the MMSC, de nes andcontrolsthe structureandtechnicaldetailsof the entire MMSE

upto alargedegree.

Despitethe MMSE partly beingamanufcturerspeci c blackbox, therelevantinterfaces
to allow interworking betweenMMSES have beenspeci ed at a detailedenoughlevel

in the speci cation. The interworking betweenMMSESs is implementedusingthe MM4

interface,asshovn in gure 6. Accordingto the MMS functionaldescriptionthe MM4

interface usesthe SMTP protocol as the transportprotocol. [ETS2002] This allows
the creationof an MMSNA, asthe MMSEs making up the MMSNA cantalk to each
otherwith a standardizedransportprotocol. Many manugcturershave probablyalready
developedan SMTP protocolimplementatiorin-housefor usein otherproducts.

MMSE MMSE
Operator A Operator B
“SMTP S
MMS ‘ MMS . ‘ MMS ‘ MMS
User Agent [ ‘ »  Relay/Server i< ‘ »  Relay/Server < ‘ User Agent
A A B B
MM4

Figure6: MMSE interworking. [ETS2002]Augmented.

Having a standardizegbrotocolasthe transportprotocolis a goodthing from the point
of view of the manufcturers. First, the developmenttime for a newv productcan be
madeshorterif therealreadyexistsausableSMTPimplementationSecondjnterworking
betweerdifferentMMSCsis likely to be moreeasierto specifyandimplementandthus
well-functioninginterworking is easierto achiare thanwith a protocolmadecompletely
from scratch Also,anSMTP-basedhterworking canusetheexistingMTA infrastructure,
althoughin practicea closednetwork is more likely. Had the interworking followed
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the samemodelasthe SMSCswith their proprietarynon-interoperabl@rotocols, MMS
messagesould only be sentthrougha chain of MMSEs whose central element,the
MMSC, hasbeenmanufcturedby the samecompary. Sincein practiceall MMSCs
cannotbe madeby the samemanugcturer(currently no comparty hasa monopolyon
MMSCs), mutually non-interoperabl®&MSCs could only hinderthe overall utilization
andadoptionof MMS.

4.3.2 MMS UserAgent

An MMS UserAgentis softwareresidingin an MMS-capablehandset.The MMS User
Agent is capableof retrieving and handlingMMS messagesand is also responsible
for negotiatingterminal capabilities. The MMSC needsto know the capabilitiesof the
MMS UserAgent (i.e. terminal capabilities)in orderto do contenttranscoding,such
asscalingtoo large images,reducingcoloursof animageor corverting a stereophonic
soundsampleto a monophonicone. An MMS User Agent can also offer supportfor
thingslike encryptionor modi cation of receved MMS messagedjut suchfunctionality
is not requiredby the MMS functionaldescription. The only mandatoryfunctionalities
aretheretrieval of MMS messageandterminalcapabilitynegotiation.[ETS2002

The MMS functionaldescriptionalsode nes a minimal setof mediaformatsan MMS
User Agent must support[ETS2002 ETS2002a]. Theseformatsinclude e.g. textual
formats, suchas shortmessagesnd plain text, and varioussoundandimageformats.
In additionto this, the MMS conformancedocumenffCMG2003 de nes the "lowest
commondenominatorfor terminalcapabilities Despitetheexistenceof suchadocument
and the apparentstrong commitmentto ensuringinteroperabilityof messagecontent
betweerterminalstherehave beenproblemswith the SMIL partswhensendingnessages
betweerNokiaandEricssorMMS phonegNok20024. It is likely thatin theearlyphases
of MMS adoptiontherewill be mary suchtrouble spots,but astime goeson they will
graduallybe eradicated.

4.3.3 MMS Databases

An MMSE contains,from an architecturapoint of view, two databaselements.These
databasesre the collection of MMS User Databasesnd the HLR (Home Location
Ragister). The MM-interfacebetweerthe MMSC andtheHLR is MM5, andtheinterface
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betweenthe MMSC and the MMS User Databasess MM6. The MMS functional
descriptiordoesnotde ne theMM5 interfacein any moredetailthanspecifyingstandard
MAP (Mobile ApplicationPart) operationgo be usedwhenaccessinghe HLR. Thereis

no discussioraboutusingthe MM5 interfacein non-GSMnetworks. [ETS2002]

The MMS User Databasegontain information about the usersof the MMS Center
Accordingto the MMS functionaldescription,the MMS UserDatabasesvill hold user
subscriptioninformation,accessontrolinformation,terminal capabilities ruleshow to

handleincomingmessageée.g. rejectmessageffom "Bob”) andinformationaboutthe

sener (suchasthe amountof available sener storagespace)ETS2002]. Althoughthe

MMS UserDatabasesanconsisiof morethanonedatabasdt is seerasonearchitectural
elementwhichis accessedlia the MM6 interface.

The implementationdetails of the MMS User Databasesand the associatedVIM6

interface are not de ned in the MMS functional description. The only mandatory
information neededwith the MMS User Databasesis the previously mentioned
information. Sinceneitherthe MMS UserDatabasesor the MM6 interfacearespeci ed

in detail[ETS2002],it canbeexpectedhatthe MMS UserDatabasesf differentMMSC

manufcturersaareunableto interoperateln practice oneof the possibilitiesfor anMM6

realizationmight be LDAP (Lightweight Directory AccessProtocol),which is an open
protocolfor accessingK.500directoryservices[Ye0199%

4.3.4 MMS External Sewers

MMS ExternalSenersaremachinesvhich areconnectedo the MMSC usingthe MM3

interface. Thesemay include "legag/ seners” such as e-mail seners, SMSCs, fax
gatevaysandsoon. Thepurposeof supportingexternalsenersin theMMSC is to provide
the servicesof the externalsenersin someform to the MMS UserAgent, thusenabling
convergenceof legag serviceswith the MMSE. [ETS2002]

4.3.5 MMS VAS Applications

MMS VAS (Value Added Service) Applications provide value addedservicesto the
MMSE users.[ETS2002 Thesevalueaddedservicescanbe, for example,weatherand
news services.An MMS VAS Applicationbehaesmuchthe sameway asa x ed MMS
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UserAgent,althoughanMMS UserAgentmaybe unableto provide all thefeatureghat
anMMS VAS Applicationcan[ETS2002].

MMS VAS Applications communicatewith the MMSC using the MM7 interface
[ETS2002. The MMS VAS Applicationscan be a sourceor destination(or both) of
MMS messagesWhenthe VAS applicationis functioningasa sourceand destination
simultaneouslyit receves content,extractsinformationfrom or possiblymodi es the
messagendthensendst backto theMMSC. Usingsuchareceve-modify-sendltering
mechanismijt is possibleto implemente.g. a contenttranscodingsener as an VAS
applicationandavoid building suchfunctionalityinto the MMSC itself.

4.4 Interfaces

Thereareatotal of 8 MM-interfacespamedviM1 to MM8. Table2 shavsanoverview of

theinterfacesspeci edin the MMS functionaldescription.Not all of the MM-interfaces
arewell-speci ed in the speci cation or interestingwithin the scopeof this thesis. The

MM3 and MM7 interfacesare examinedin more detail thanthe others. The interfaces
andhow they settleinto the overall architecturecanalsobeseenn gure 5.

Table2: MM-interfaces.

MM-interface| Specied| Protocol | Note |
MM1 Yes WAP Canbeexternalvia aWAP GW
MM2 No SMTP/HTTP Internalto theMMSC
MM3 Yes SMTP/HTTP
MM4 Yes SMTP
MMS No MAP
MM6 No - Dependonthe manugcturer
MM7 Yes SQAP 1.1 Wasnotspeci ed until v5.3.0
MM8 No - Dependonthemanugcturer

As theMM1 interfaceis implementedvith WAP, therearetwo optionsfor manufcturers:
they canlicenseor make their own WAP stackandcoupleit tightly with their MMSC,
or they can use an external WAP gatevay to implementthe MM1 interface. The
WAP gatevay canbe logically within the MMSC, but still architecturally(alsopossibly
physically)anelementexternalto the MMS Relay/Serer part. At leastNokia usessuch
an external WAP gatevay with their Artuse MMSC product. [Nok2002l§ An external
WAP gatavay is an easiersolution, as implementinga WAP stack from scratchis a
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non-trivial task. Luckily thereareeasierwaysto interfacewith the MMSC for message
mediationpurposeshamely the MM3 or MM7 interfaces.

The MM2 interfaceis internalto the MMSC anddepend®n the implementatiorof the
MMSC. TheMM2 interfaceis notde nedin theMMS functionaldescription.In practice,
MM2 may not exist at all. The MM2 interfaceis uninterestingwithin the scopeof this
thesis,asthereis mostlik ely no possibility to connectto andutilize the MM2 interface
for mediationpurposes.

The MM4 interface is used for interworking betweendifferent MMSCs and thus
connectingtwo MMSESs together This enablesmessage$o be sentfrom one MMSE
to another Early versionsof the MMS functional descriptionsdid not specify MM4
in alundantdetail [ETS2001b]. It may be for this reasonwhy for examplethe Nokia
Artuse MMSC releaseMC1 did not initially supportthe SMTP-basedrotocol at the
MM4 interface, but insteadhad implementeda proprietary protocol basedon HTTP
[Nok20023. Accordingto Nokia, speci cations-complianimplementationfor MM4
interfacewould be supportedn later versions. This wasin year2001,andthingshave
likely changediy now, althoughavailableinformationon the capabilitiesof the current
ArtuseMMSC is very scarce.In retrospectwhenthinking of waysto interfacewith the
MMSC, concentratingpn otherinterfacesthanthe MM4 provedto betheright choice.

The MM5 andMM®6 interfacesareusedto accesshe databasesf the MMS architecture.
The MM5 interfaceis usedby the MMSC to connectio the HLR. [ETS2002]Although
outsidethe scopeof the MMS functionaldescriptiordocumentjnterfacingwith theHLR
canoffer interestingnew possibilities,asit givesaccesgo e.g. locationdata. The MM6
interfaceconnectshe MMSC to the MMS UserDatabasesThe implementatiorof the
MM6 interfacedependson the solutionthe MMSC manugcturerhaschosento useas
the realizationof the MMS UserDatabasesThe MMS functionaldescriptiondoesnot
specifythe MM6 interfacein detalil.

TheMM8 interfaceis usedto accesshe MMS Billing Systemelement.As with theMM6
interface the MMS functionaldescriptiorhasnothingto sayabouttheimplementatiorof
the MM8 interface[ETS2002]. However, it is of interestto notethatthereis a separate
interfacespeci edasthe MM8 interface,evenif thisis only sothatthebilling systemcan
be explicitly mentionedasa logical elementof the MMSE. It shovsthatthereis demand
for suchan externalbilling solutionamongthe companieghat participatein the 3GPP
groupwhich createghe MMS functionaldescriptions.
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The MM8 interfacedependsompletelyon the MMSC implementation.If an operator
has multiple MMSCs which are from different manufcturers,how doesthe operator
guaranteainiformity, with regardto e.g. managemenrandbilling? This is a casewhere
messagenediationcanaddvalueto the operatoiin theform of billing mediationj.e. the
main purposebeing not the mediationof messagebut the provision of uniform billing
and managemeninterfaces. To receve the message$rom the MMSC, the message
mediationsystemactingasa billing mediatorcanusethe MM3 or the MM7 interfaces,
if the speci cationsfor MM8 arenot available. The mediatorcanactasa messageter
(or sink, if copiesof the messagearegivento the mediator)andexaminethe receved
messaget getrelevantdatafor usewith billing.

Of specialinterestwithin the scopeof thisthesisaretheaforementionediM3 andMM7
interfaceswhich areusedto interfacewith externalapplicationandvalueaddedservices,
respectrely. Theseanterfaceswill be examinedin moredetail next.

4.4.1 MMS3 - External Applications

Thepurposeof the MMS interfaceis to allow existing senersandapplicationdo interface
with the MMSC moreor lesstransparenthandpossiblywithout any modi cationsatall.

The MMS functional speci cation proposesa fax gatevay, a voice mailbox, an e-mail
senerandan SMSCasanexampleof the externalapplicationsvhich could possiblybe
connectedo the MMSC via the MM3 interface.[ETS2002]

Therearesomeambiquitiesn thespeci cationof the MMS3 interface.For example ways
to corvey messagelass,priority andsubjectarevery dependenof the implementation
of the external applicationprotocol. Naturally, the speci cation cannotanticipatefor

all possibleprotocolsthat could be usedwith the MM3 interface, and this fact leads
to ambiguityin the speci cation. Thus,the MMS functional speci cationgivesonly a
descriptionof the high-level functionality neededoy an MM3 interfacerealization,and
notadeeplytechnicalandcomprehensie de nition.

Also, the scope of support for the various MM3 protocolsis up to the MMSC

implementationlf theMMSC doesnotsupporicertainprotocolswith theMM3 interface,
thensuchexternalapplicationsdependingon that protocolcannotconnecto the MMSC

viatheMM3 interface.This problemcanbecircumventedby placinga mediatorbetween
the MMSC andthe externalseners,asillustratedin gure 7.
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Figure7: MMS mediatoratthe MM3 interface.

The mediatorat the MM3 interface would have to implementsomeMM3 protocol(s)
known to the MMSC (to connectto the MMSC) anda numberof external application
protocols(to connectto the externalapplications).Also, routinesfor conversionsof the
messageontent,andthereforeparsingof the messagéself, would be neededor some
combinationof protocols,e.g. from CIMD to an SMTP realizationof MM3. However,

the more externalapplicationprotocolsan MMSC supportsthe lessneedthereis for a
messagenediatoratthe MM3 interface.

Any externalsener thatconnectgo the MMSC andcanreceve messagefom andsend
messaget the MMSC canactvery muchlike a VAS application.Thereforejf needbe,
the MM3 interfacecanbe usedasfunctionallyequivalentsubstituteo anMM7 interface.
If it is enoughto have at leastsomekind of connectionto the MMSC, and the MM7
interfaceis notavailable,the MM3 interfacecanbeusedto ful Il thistask.

442 MM7 -Value Added Sewices

The MM7 interfacewas not well de ned in the early versionsof the MMS functional
description Versionsheforeandincludingv5.1.0did not specifyanything concreteabout
the MM7 interface [ETS200]. Version5.2.0 introducedthe primitives and message
sequenceshut did not specify exactly the protocolto useasthe transportprotocol of
the MM7 primitives,but insteadhadan ambiguousstatementthis referenceooint shall
bebasedn existing protocolse.g. SMTPor HTTP” [ETS2002b].It wasin version5.3.0
of the MMS functionaldescriptionthatthe MM7 interfacewasfor the rst time speci ed
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to be basedon SQAP 1.1 usingHTTP asthe transportiayer [ETS2002c]. SQAP is an
XML-basedRPC-implementatio(RemoteProcedur&all) andaW3C Note[W3C2000].

Due to ambiguitiesin the de nition of the MM7 interfacein the early versionsof the
MMS functionaldescriptionsthe manutcturersof the MMSCswith the biggestmarket
shareshave madediffering implementation®f the MM7 interface. The speci cations
for someof theseimplementationsre neverthelessvailable. For example,Nokia has
aHTTP-basedExternalApplicationInterface(EAIF) [Nok2003, whereasricssonuses
an SMTP-basedmplementatiorfEri2001]. Thesetwo interfacesarenon-interoperable.
Although previously the MMS functional description has been vague about which
protocol(HTTP or SMTP), to prefer thereis likely alsobusinesdacticsat work for not
makingthetwo MMSCsusethe sameprotocolfor MM7.

Due to non-interoperablémplementationsn the MM7 interface,thereappeargo be an
immediatemessagenediationneedto allow the VAS applicationsusingthe HTTP- or
SMTP-basedrotocolsto communicatewith eachother However, althoughenabling
interoperabilitycanaddvalueto the mediation,it is not enoughfrom the point of view
of the operator If the MMSCs canwork togetherusingthe MM4 interface,thereis not
muchsensean usinga mediatorto connectthe MM7 interfacesof two MMSCstogether
However, it canbe of greatuseto contentprovidersto beableto communicatevith both
NokiaandEricsson(andpossiblymore)MMSCsusingtheir MM7 interfaces.

If the future versionsof the MMSCs currentlyon market actuallyimplementthe MM7

interface using SOAP as speci ed, therewill much lessneedfor mediationproducts
suchasintellitel MessagingGatavay to have their functionality migrateddirectly to the
MMS world. This is becauseSQAP is in itself a well-speci ed technologywith free
and commercialimplementationsalreadyavailable [Apa2002 Mic2002. Thus, basic
protocol corversionsare not enough. Value addingfunctionality is requiredto make a
succesfumediatorproductfor the MMS world.

4.5 Addressing

MMS supportsdifferentkind of addressesvithin the multimediamessagesSincethe
addressings especiallyrelevant in the elementsusingthe MM1 interface, which was
implementedusing WAP, the speci cation for the addressingschemes doneby WAP
Forumandcanbefoundin the WAP-209MMS Encapsulatiomocumen{WAP2002].
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The addressingschemeallows for ordinary RFC822mail addresse$Cro1982], IPv4
and IPv6 addressesphonenumbersand a an extendableaddresstype. [WAP2002]
The RFC822mail addresss usedas-isaccordingto the RFC. The otheraddresseare
separateavith a/TYPE=<TYPE> post X, where<Ty PE> indicategheaddressypeused.
For IPv4 and IPv6 addressethe typeis "IPv4” and”IPv6”, respectiely. For phone
numberghenon-mandator{fETS2002 typeis”PLMN ” (PublicLandMobile Network).
Extendableaddressesanhave a freeformaddressvith anything® in thetype eld.

Table 3 shavs someexampleMMS addressesAlso, concreteexamplesof the usageof
the/TYPE parametecanbeseen.The rst two addressearephonenumbers.Thethird
oneis anRFC822mail addressandthelasttwo arelPv6andIPv4 addressesespectrely.

Table3: ExampleMMS addresse§WAP2002]

To: 0401234567/TYPE=PLMN
To: +358501234567/TYPE=PLMN
To: JoeUser<joe@usepbrg>
To: FEDC:BA98:7654:3210:FEDC:B98:7654:3210/TYPE=IPV6
To: 195.153.199.30/TYPE=IPv4

Addressingalso affectsthe MM4 interface. The addressingpn the MM4 interfacecan
be a mappingof the MMS Relay/Serer domainnameto an IP addressusing normal
DNS operationsin the casetherecipientnumberis in MSISDN formatthe mappingcan
be an DNS-ENUM lookup from the namesener. The DNS-ENUM mechanismis not
mandatoryandif it is notavailable,hardcodedook-uptablesor othersuchmechanisms
canbeusedto mapthe addresses|fETS2002 In ary casethe addresseshouldresohe
to an IP addresdor the MMSC, so that the senderMMSC canrelay the messageo
the correctrecipientMMSC. In the caseof inte-MMSC trafc, the senderndrecipient
addressearereformattedo includethe FQDNs (Fully Quali ed DomainName)of the
appropriatesener.

OntheMM?7 interfacetheaddressingchemeso supportareE.164(MSISDN) addresses
andRFC2822Res2001e-mailaddressesSupportfor shortcodesis not mandatorybut
desired [ETS2002 Shortcodesenablethe VAS-terminatinglMS messagé¢o besentto
e.g.number400,or othershortcodewhichis easyfor theusersto remember

SLimited to alphanumericharacters.
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4.6 MMS Centers

Likein SMS,MMS hasdedicatedccentersvhich handlethe messagérafc. Someof the
interfaceswhich the MMSC offers or connectdo have beenspeci edin muchtechnical
detail. It is importantfor the manugcturerof the MMSC to implementtheseinterfaces
in a correctmannersothatsoftwareandhardwareinteroperabilityis guarantee@ndthat
therearenotroublespotswithin theMMSNA. Themostimportantinterfacesn thisregard
aretheMM1 andMM4 interfaces.

Since the implementationof interfacesMM2, MM6 and MM8 are not speci ed in
detail but left insteadto the manufcturersthereis morefreedomandlesspressurdor
interoperabilityin theimplementatiorof thesenterfacesthusgiving roomfor maneuvre
if time or otherconstraintbecomdimited whendesigningandimplementinghe MMSC.

Also, support for the interfaces MM3, MM5 and MM7 is optional. Thus, a
minimal-implementationlMMSC must implementat leastMM1 and MM4 interfaces
accordingto the speci cations. Becausemplementinginterfacesfor externalsenersor

valueaddedservicess relatively easyandaddsvalueto the MMSC implementationn

the form of enhancedunctionality, it can be expectedthat mostMMSCs provide also
supportfor MM3 or MM7 interfacespr both.

The threemanufcturershaving the biggestmarketshareasof 25th of October2002are
Nokia, EricssonandCMG [Mob2003, asshovnin gure 8. As EricssonandNokia are
thetwo highestrankingmanufcturersijt is worthwhile to examinethemin slightly more
detail thantherest. Overall, it is dif cult to nd usefulinformationaboutthe MMSCs.
This is understandableas certainsecreg provides competitve adwantage. However,

trying to betoo secretve aboutexternalsenerandapplicationinterfaceds notproductve,

astherecanbeno productsthataddvalueto the MMSC if suchproductscannotconnect
to it. Without contentand serviceproviders thereis lesscontentand fewer services,
andwithout contentandservicesherewill belesscustomersandwithout customerso
businessanwork in thelongrun.

4.6.1 Nokia Artuse MMSC

The product descriptiondocumentfor the Nokia Artuse MMS CenterReleaseMC1
contains,amongotherthings, a descriptionof the architectureof the Artuse MMSC as
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Figure8: Numberof MMS installationsgper manugcturey includingtrial installationsas
of 25thof October2002.[Mob2003

well asdescriptionof functionality provided by the MMSC. In the documentherewas
alsothe mentionof an HTTP-based\okia proprietaryprotocol for the MM4 interface.
[Nok20021 It is unknovn whetherthe issuesdescribedin the product description
documentarestill valid, andwhetheran MM4 interfaceimplementatiorcompliantwith

the MMS functionaldescription(i.e. basedon SMTP)hasalreadybeenadopted.

FortheMM?7 interfaceNokiahasspeci edaprotocolwith thenameEAIF, anacrorym for
"External Applicationinterface”. EAIF isbasecbnHTTP 1.1with persistentonnections.
The messageayloadis an octet streamencodedwith the mechanisnmexplainedin the
WAP-209 MMS Encapsulationrdocument[WAP2002]. The payloadis encapsulated
insidea HTTP requesin bothdirections(i.e. messagesriginatingfrom andterminating
to theexternalapplication).In additionto normalHTTP operationtherearea coupleof
NokiaMMSC speci ¢ headerswhich dealwith recipientandsenderaddressesnessage
typeandidenti er, chaging informationandMMSC statuscodeandversion.[Nok2002
This thesisandthe implementatiorfocuseson a Nokia productbecauséntellitel wasa
subsidiaryof SoneraandSonerahasboughtits MMS solution(includingMMSC) from
Nokia.
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4.6.2 EricssonMMC

EricssonMMC usesan SMTP-basedVIM7 protocol. [Eri2001] The EricssonSMTP
interface can function both as an external application interface as well as a VAS
applicationinterface. When sendingmessageso the EricssonMMC via the SMTP
interface, certainmail headerseginning with X-MMS- are usedto, for example, set
the expiry time and priority of the message.t wasa pleasansurpriseto notethatthe
EricssonSMTP interfacewassuchthatit allows the implementecEAIF-SMTP gatevay
to bemadeinto a unidirectionalNokia-to-EricssorVAS interfacebridgewith little extra
effort.

Also, it is interestingto note that Ericssonchoseto usean SMTP-basedrotocol for
their VAS interface, whereasNokia choseto use an interface basedon HTTP. It is
unknavn whetherthis wasintentional dueto possiblydifferentintendedusagescenarios,
or the unfortunateresultof having two protocolpossibilitiesrecommendeth the MMS
functional description. This situationwill correctitself if (or when)the manufcturers
implementinteroperablé/AS interfaceprotocols.

4.6.3 Other MMS Centers

Other MMS Centermanufcturersinclude CMG, Tecnomen,Comwerse and Logica.
There are somesmaller playerstoo, and also companieswith a productor products
similar to the Intellitel MessagingGateavay with an addedMMS capability First Hop
is an exampleof sucha compan. Still, this thesisconcentratesnainly on the Nokia
MMSC, anddoesnot concernitself with MMS Centerdrom othermanufcturers.

4.7 Curr ent Situation Among MMSC Manufactur ers

It is dif cult to predictthe direction towardswhich the manufcturersare aiming to
develop their MMS Centers. Thereappeardo be a drive towardsinteroperability but
it is not clearwhetherthis is the actualstratgy preferredby the manufcturers.In the
rst versionsof theMMS functionaldescriptionthe MM interfaceswerenot speci edon
a detailedenoughlevel [ETS2001bETS2001ETS2002bETS2002¢ This resultedin
the manufcturerscreatingtheir own interfaces following the speci cationwhereit was
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reasonableand bene cial for them. This situationis especiallygaudywith Nokia and
EricssonrMMSCs,which have a non-interoperabl®M3 protocolimplementation.

The biggestproblemwith the available MMSC materialis thatit is marketing material
andit is not certainif the materialcontainsfactsor is a sortof "augmentedeality” view
of theproduct.It is noteasyto nd factualinformationfor comparingdifferentMMSCs.
It is dif cult to eventell if an MMSC actuallyfollows the MMS functionaldescription,
and more importantly if it does,which versionof the speci cation! Neverthelessthe
biggestmanugcturersseemto beleadingthe shav with the smalleronescomingin their
heelsandtrying to gettheir handson whatever bits andpiecesthe big onesseemo miss.

4.7.1 Supportfor MM3 Interface

Sincethe MM3 interfaceis meantto interfacewith existing "legag/” seners, it makes
sensdo implementto the MMSC at leastthe mostcommonlyusedprotocols,i.e. HTTP
andSMTPR However, supportfor MM3 interfaceprotocolsis notuniformamongdifferent
manufcturers. HTTP and SMTP seemindeedto be the mostalundant,althoughthere
exists alsosomesupportfor certainSMSC protocols.If the MMSC hasbeendeveloped
by evolving anolder SMSgatevay product,supportfor anSMS protocolor protocolsand
atleastsome’contentprotocol”’(HTTR, SMTP)is anaturalconsequencelhisis because
suchprotocolsareoften supportecby SMS gatevays; SMSC protocolsto interfacewith
SMSCsandHTTP or SMTPto interfacewith contentproviders.

Theoperators needsanddesiredictatethelevel of supportfor additionalprotocolsatthe
MM3 interface.However, it might bethe casethatthe manugcturerof the MMSC is not
interestedn providing a customizedsolutionfor supportingsomeobscureprotocol. This
kind of situationcanbe remediedwith a messagenediatorwhich understand$oth the
desiredprotocolandsomeMM3 protocolunderstoodby theMMSC. A messagenediator
is likely to be,dueto theverynatureof thesoftware,moresuitedto assimilatinghew kinds
of protocolsmorequickly andeasilythana comple« MMSC product.

4.7.2 Support for MM4 Interface

The MM4 interface,which is usedby two MMSCsto communicatevith oneanotheyis
well speci edin theMMS functionaldescription[ETS2002]Thisis becaus&M4 hasto
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beinteroperableamongall MMS Centers.Otherwisetherewould no possibility to relay
messagebetweertwo differentMMSESs, which would make roamingin MMS networks

impossible.Thus,supportfor MM4 is likely to beavailablein any givenMMSC. For this

reasonMM4 would be a goodinterfaceto implementinto a mediator By usingMM4 to

connectto the MMSC, the mediatorwould appearto the MMSC asan externalMMSC.

However, implementingfull supportfor the MM4 interfaceis an order of a magnitude
largerundertakinghanimplementingsomeof the MM3 or MM7 interfaces.

Even if relaying betweenMMSEs might be endangeredy non-interoperableViM4
implementations,it is not certain if the different manufcturersactually even want
total interoperability [Nur2002] If MM4 doesnot becomeinteroperableamongall
manufcturers,and the interface speci cationsare available, a mediationsolution can
be createdto link two MM4 interfacestogether If the interfacesare proprietary and
speci cationsfor themcannotbe found, thenmediationcanbe madeto work via MM3
andMM?7 interfaces. Although sucha solution might be a little unorthodox,it should
be plausibleaslong asthe MM7 interfacespeci cationsare known and/ora common
MM3 protocolis supportecamongthe two communicatingMMSCs. If MM4 becomes
interoperableand everyonestartsusingit as such,advancedvalue addedfunctionality
(instead of protocol corversions)in an MMS-capablemediator can possibly justify
investmentdy anoperator

4.7.3 Support for MM7 Interface

Thereis not much distinction betweenthe intendedfunctionality of MM3 and MM7

interfaces. The actualrealizationof MM3 can be proprietaryaslong asit is "based
uponexisting standarde.g. HTTP, SMTP” [ETS2002]andfollows the MMS functional
descriptionin otheraspects.Thereis no reasonwhy a HTTP protocolinterface meant
primarily for MM3 could not be usedby contentprovidersfor two-way messagingvith

the MMSC. Although sucha trick is technically possible,a more robust solutionis to

implementsupportfor aproperMM7 interface.

Currentlytherearedifferingimplementation$or theMM7 interface.[Nok2002 Eri200]
The situationis likely to changein the future, as manugcturersgradually catchon to
thelatestversionsof the MMS functionaldescription.Accordingto the MMS functional
descriptiontheinterfacefor MM7 shalluseSQAP 1.1astheprotocol[ETS2002].Having
SOAP asamechanisnwith whichto interfacewith any MMSC is agoodthingfor content
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providersandprovidersof valueaddedservices.With a SOAP implementatiorthereis

nolongeratechnologicalock-upto acertainoperatoror MMSC manufcturer In theory

this sounddik e adreamcometruefor interoperabilityandeaseof use. In reality, things
aredifferent,asit is up to MMSC manufcturersto decidewhetheror not they wantto

supportSQAP at all. Adopting SOQAP canenhancanteroperabilitytowardsconstantly
developingwebservicesandthusoffer a future strongsolution.

However, if MMSC manufcturersindeed start to support SQAP, therewill be less
needfor sucha messagenediationsolutionthat Intellitel MessagingGatavay currently
provides. This is becauseéhe MM7/SOAP interfaceis standardize@ndbasedon XML,
thus making non-interoperablextensionsto the protocolitself practically impossible.
In this case,thereis a strongneedto add value to the messaganediation,as simple
arbitration of messagesand protocol corversionswill not be enoughto justify the
investments.Even if MM7/SOAP will not gain widespreadadoption,addingvalue to
messagenediationis neverthelesswise, asit cannot only give a competitve edge,but
alsoenablevholenew productdo becreatedasanoff-shootof thevalue-addinglements.

4.8 Requirementsfor an MMS-Capable Mediator

CreatinganMMS-capablemessagenediatorrequiregheimplementatiorof oneor more
of the MM1, MM4, MM3 or MM7 interfaces. If thereis desireto communicatewith
the MMS UserAgentdirectly, thenthe MM1 interfacemustbe implemented However,
implementingonly the MM1 interfaceis uselessas communicationwith other MMS
elementss alsoneeded.Thus,if the MM1 interfaceis implementedthe MM4 interface
shouldalsobe implemented.This is becauséhe MMS messageomingvia the MM1
interfacemight bedirectedto arecipientin anothe™MMSE. This alsoappliesin theother
direction,i.e. aninboundmessageomingfrom anotheMMSE.

In practice,implementingan MM1 interfacedemandsmuchwork, asit requireseither
a built-in WAP stack or an external WAP gatevay, both requirementswhich were
impossibleto ful ll at Intellitel. Also, during initial researchaboutthe bestway to
malke the Intellitel MessagingGatavay suitablefor MMS messagenediation,the MM4
interfacespeci cationof theNokia ArtuseMMSC wasproprietaryandnotavailablefrom
Nokia. [Nur2002]
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Basing a messagemediator on the MM4 interface alone is not a viable option.
Implementinginterfacessuchas MM3 and MM7 can add more valueto the message
mediatoreven if the MM3 or MM7 interfacesare mutually non-interoperableamong
MMSCs. Also, waysto handlethe MMS messageshemseles are bene cial. If the
mediatoris to handlethe MMS messaged)y extractingdatafrom the messageadding
datato the messagegr removing datafrom the messagét needgo implementthe WAP
WSP-209and, in practice, WAP-WSP-230codecs. The MMS messagesre encoded
using thesecodecs|ETS2002,WAP2003. If the mediatoris to alter the order of the
individual partsof the messageor changethe aspectf the presentationn someother
way, SMIL decodingandencoding[W3C2001]routinesneedto be implemented. An
XML parseris alsoneededor SMIL handling.

Otherrequirementdor an MMS-capablemediatorare satis ed mostly by the existing
messagemediator  These include logging, statistics, alarms, high availability
mechanismsintegrationto billing systemsrobustnessmanagementunctionality and
othersuchfeatureslf thereis no existing messagenediatomproducton whichto basethe
MMS-capablemediator thesefunctionalitiesneedto be implemented.Securityaspects
mustalsobetakeninto account.For example,theconcepiof CUGs(ClosedUserGroup)
can be usefulin someservices. A CUG is a whitelist, i.e. it lists the personswho
are allowed to usecertainservices. The oppositeof whitelisting is blacklisting, where
certainusersarebannedrom usingtheservices.The mediatorshouldprovide white-and
blacklistingcapabilities.

Therecan also be otherrequirementsywhich dependon the natureof the value added
functionality of the messagemediatorimplementation. For example, if a transcoding
implementations realized,decodingand encodingcapability for the transcodednedia
formatis required.Also, transcodingmplementatiomrequiresthe codecaneededo alter
the MMS messages.

The overall level of interoperabilitybetweenMMSCsin the futureis yet unclear If the
MMSCscannotinteroperatethereis a needfor amediationsolutionwhich cansomehav
link thesetwo MMSCs and contentproviders together One possibility is to connect
two MMSCs togetherusing the MM3 or MM7 interfaces. This scenariois the best
for the messagemediationproductmanufcturersastherewill be a de nite needfor a
mediationsolution,makingthe situationanalogouso whatit hasbeenin the SMSworld.
However, regardlessof the actualinterfaceswhich areimplementedthe mostimportant
functionality of the mediatoris the kind of functionalitywhich addsvalueto themessage
mediation.
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Implementingvariousvalue addedfunctionalitiescan have the side effect of spavning
new productsand businessopportunities. Someof the realizationsto add value might
becomekiller applications,if there will be a strong demandfor such applications.
However, foreseeinghe killer applicationsandthe demanddor them can be dif cult.
For example , who could have known thatthe possibilityto sendan SMS andseeit scroll
by on TV aftera while would becomeso successfulespeciallywhenusingthe service
costsmary timesthepriceof anormalSMS?
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5 Value Adding Functionality

This chapterexploresandsuggestslifferentmeando addvalueto messagenediation,so
thattherewould be a marketablecasefor messagenediationin multioperatofMMSNA
regardlesof how theinteroperabilityissuesof the MM interfacesdevelop.

The implementationin this thesiswas an EAIF to SMTP gatevay. Although acting
as a simple gatevay doesnot add much value as such, there is neverthelessa valid
businesscasefor the gatavay. Operatorswho have not purchasedr gottenan SMTP
interface bundled with their MMSC may nd it desireableto purchasethe EAIF to
SMTP functionality cheaperthan the original MMSC manufcturercan offer. Also,
operatorspeci ¢ customizationsanbe implementedwith lesshassleandalsopossibly
cheapethanwhenworking with the big manufcturers.

The EAIF to SMTP gatevay implementationgatherssomeinformation aboutthe MM

messagesvhich passthroughthe gatevay. The datagatheredby the gatavay canbe
easilyextendedto containmoreinformation. The extracteddatacould thenbe usedfor
billing or to provide statisticsaaboutthe messagedndeed analmosttrivial ideaof adding
valueis to gatherdatafor billing andstatisticgpurposesin practice jt mightnotbeknown
beforehandvhatkind of datais needed.In sucha case the setof gathereddatashould
includeall datathatis possibleto extract,to anticipatethe unforeseemsage.

Anotherway to add value to the mediatoris to implementfacilities for somekind of
services. This way the mediatorproductcando somespecializedand possiblywidely
neededyervicesout of thebox”, withouttheoperatothaving to purchaser developsuch
servicesseparatelyat a greatercost, effort andlossof time. This chapteralsoexplores
somepossibleservicesvhich couldbeimplementedn orderto addvalueto the message
mediatorproduct. Yet a third way to addvalueis to implementexisting or totally new
kind of functionalityinto themediator andcombinethis functionalitywith the previously
presentedvaysto addvalue(i.e. billing, statisticsandservices).

5.1 Billing

For billing purposest is wiseto take aslarge a setof dataaspossibleto anticipateeven
the mostspecializeduture usage.Enablingrun-time con guration of the setof logged
dataallowsfor greatere xibility whenbringingnew kind of servicegdo themarket. If all
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thefacilitiesto log dataarealreadyin place,it sufces to recon gurethemediatorinstead
of developingcustomapplicationgo gatherdatanecessaryo do billing. Thislessenghe
time neededo bring new servicesto the market. If billing cannotbe done,the service
cannotmake money.

MMS allows differentkind of scenarioswith regardto billing in messagesThe MMS
functionaldescriptiorcontainsdedicatedunctionalityfor reply-chagedbilling, in which
the senderof the multimediamessageagreedo pay for areply to the original message,
aslong ascertaincriteria, suchasthe allowedtime window for reply, areobeyed. Other
scenariossuchas prepaid,postpaidand cost control, can be implementedusing other
mechanismsThe chaging datagatherecat MM1 andMM4 interfaces|[ETS2002d can
be usedasa roughguidelinewhendeterminingwhat datato gatherfrom the messages
andtransaction®ccuringatthe MM3 andMM7 interfaces.

Sinceconnectingo the MMS UserDatabasesr othersuchdatabasemight be dif cult
or evenimpossible,it is bestfor the billing mediatorto have a dedicateddatabaseThe
dedicateddatabasdasmary bene ts: rst, it allows more comple billing logic to be
implementednto the mediator Secondjt reducesouplingbetweerthebilling mediator
andthe MMSC, allowing for a moreindependenbilling mediatorimplementation.For
billing purposesthe databasd&asto containa mappingfrom someuniqueuseridenti er
(e.g.telephonenumber)to theusers account.

Theactualbilling logic andthedecisionsow to handlethecontentof theaccountdepend
on the billing scenariosywhich are presentediext. Theterm”genericdata” usedin the
billing scenariogefersto a minimal setof datawhich is necessaryo make the service
possible.This genericdatacanincludeinformationlik e the size of the messagesender
and recipientaddressestype of messageand so on. The precisecompositionof the
genericdatacannotbe determinecaccuratelyasit dependsn mary factors,suchasthe
serviceghemselesandthe possibledemand®f local legislation. For example for short
messagethe Finnishregulationsde ne thatthe usercanrequespricing informationfor
a service,but the costfor doing so may not exceedthe price of a regular shortmessage
[FIC2002].
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5.1.1 Postpaid Scenario

Postpaidscenarias theregularpay-as-you-gmannerof billing. After thebilling period,
for example,oncea month,billing datafrom the billed messages compiledanda bill

is sentto the customer For this scenariothereareno specialrequirementsinlike in the
otherscenarioslt sufces to gatherall the genericdatarelevantfor ordinarybilling and
storethemfor atleastthe durationof thebilling period.

5.1.2 Prepaid Scenario

In a prepaidscenariopneor moremessagebave beenpaid beforehandThe userhasan
accountwhich decreasewith every billable messageThus,the sendethasto be known’
sothatthesenders identity canbe mappedo the prepaidaccountandthebilling logic be
performed.If theaccounhasno morecredits,theuseris deniedfrom sendingamessage.
In this scenarioat leastdataaboutthe sender(e.g. MSISDN number)is needed.Other
information can be usedas well, suchas size of the messagetype of contentof the
messagandtype of message[ETS2002]The mostimportantinformation, however, is
the dataaboutthe senders identity.

Prepaidaccountarewell suitedfor cost-consciousonsumerssuchasparentsvho want
to avoid nasty surpriseswhen paying for the telephonebills of their children. When
using prepaid,the amountof money storedon the accountis the ultimate limit to how

muchmone/ canbe usedwithin somegiven periodof time. Also, prepaidaccountsare
convenientwhenstayingin aforeigncountryfor afew months assigningareal” contract
with anoperatomight beimpossible.

5.1.3 CostControl Scenario

Thecostcontrolscenarids similar to the prepaidscenarioln costcontrolanupperlimit

for thebill is speci ed. Thebill accumulatesluringuseandis sentto the customenafter
thebilling period.Unlike prepaidwhichis paidin advance thecostcontrolledbill is paid
like aregularbill. Costcontrolensureghatthe bill will never exceedsomepre-de ned
value.

’Evenauniquenumericidenti er will sufce, usingarealnameis not necessary
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Like prepaid,costcontrolcanbe usedby peoplesuchasparentsof ateenagerwho want
to be surethata certainlimit is not exceededduring the billing period. In costcontrol,

dataaboutthe sendeitis implicitly needed.Thisis because¢he customers accountneeds
to beveri ed sothatthe costof the new transactiorwill not causethe accumulateatost
to gooverthepre-setimit. If thelimit would be exceededthecustomeis notallowedto

sendthe messageAn appropriatebarringmessagevould be displayedin this case.The

contentf the barringmessagshouldbe con gurable.

5.1.4 Reply-Charging Scenario

The reply-chaging scenariois explicitly speci ed in the MMS functional description.
In reply-chaging the senderof the MM messageas chaged for the cost of the reply
MM message. In other words, the recipientcan reply at no cost. The sendermay
indicate specialrestrictionsfor the reply MM messagesuchas latesttime of delivery
andsizeof messageThereply MM messagenustbeto the original MM messageThis
is controlledwith the MESSAGE-ID header The original MESSAGE-ID is indicatedin
thereply messageThe MMSC will only acceptonereply-chagedreply to the original
message.The reply mustbe text. Furtherrestrictions,which may be alleviatedin the
future, is that the senderandthe recipientmustbelongto the sameMMSE. Forwarded
MM messagearenotto supportreply-chaging atall. [ETS2002]

Reply-chaging canbe usedin scenariosvhereit is necessaryo asksomethingrom the

customer This canbe, for example,a con rmation for a purchasevhosevalueexceeds
somelimit setby legislation,or aqueryfor somesecrefpasscod¢o enablesomeservice.
For example,the customercould usesomeservicewhich requiresa con rmation in the

form of a 4-digit passcode.In this case,the customernitiates the serviceby sending
a servicerequestusingthe usualmethods.Whenthe servicereplies,the reply-chaged
messagenstructsthe userto reply with the passcode.The usercanthenreply to the

messagevith the passcodewithout having to payfor the necessargxtramessageThus,
reply-chaging can be usedwith a servicewhich requiresinteractvity from the user

without the userhaving to separatelypayfor eachintermediatenessage.

As reply-chaging is partof the MMS functionaldescription jt needsno additionaldata
to be gatheredor the billing. However, servicesusingthe reply-chaging functionality
may needadditionaldatato chagefor theoriginal messageBecausef this, it is prudent
to gatherasmuchdataaspossible.
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5.1.5 SpecialBilling Scenarios

Somebilling scenariosnight requirespeciallogic. For example,a compairy could offer
subsidizednessagericesduringanadwertisingcampaignIn this caseall messagesent
during sometime periodwould be free. In this case the dateandtime of the message
areneededor thebilling. Therecanalsobe scenariosvheremessagesentto a certain
recipientaddresswill befree. Naturally, in this case the senderandrecipientaddresses
areneededAn extensionof this scenarias a"friend-ring”, in which messagesentto the
peoplewithin thering aresubsidizedluringa certainperiodof time. Gatheringdataabout
dateandtimeis relevantalsohere.Also, anoperatorcouldgive the rst 50 messageBee
for someonevho signsup asa customerThis casels somavhatanalogouso the prepaid
scenarioHowever, unlikein the prepaidscenariotheusercancontinueto sendmessages
even after the numberof free messagebave beenexhausted.The additionalmessages
would bebilled normallyin theregularbill.

5.2 Management

Using a mediatorcan undersomecircumstance®e bene cial from the point of view
of systemmanagement.When using multiple MMSCs from different manufcturers,
their managemennterfacesmight not be ableto interwork. Evenif they caninterwork,
managemeninformation and capability will not be available from a single point. An
SNMP-capablemediatorcan offer managementrom a single point and integratewith
existing legag/ systemsaswell asnew MMSCs. Thedownsidefor this approachs thatit
requiresmuchwork, asa numberof possiblynon-standarthanagemerinterfaceswould
needto beimplemented.Also, the approachmight not be feasiblefor thoseMMSCs or
legagy systemswvherethe managemenfunctionality is noneistentor closelytied to the
insidesof theproductghemseles. Althoughcornvenientfrom asystemarchitecturapoint
of view, a singlepoint for managemendlsoeffectively createsa single point of failure,
which maybeundesireable.

A better management-relatedpproachis a mediatorwhich provides a userfriendly
con gurationandmanagemerinterfaceaimedat serviceproviders.An exampleof thisis
the ServiceProvider Portal(SPP)componentwhich is a partof the Intellitel Messaging
Gatevay. [Int2002d Although SPPworkswith SMS messageanda non-MMS-capable
IMG, it is worthwhile to examinethe architectureand functionality on a high level and
think of how suchanapproactcouldwork in MMS world.
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The SPPallows the serviceprovider to managevariousparametersf the SMS services:
keywordsused(e.g. SMS messagebaginningwith the keyword WEATHER would send

a weatherreportto the user), servicetype, status,accesdists and price. The actual

messagesentby theuseris deliveredusingHTTP or SMTPto a network entity indicated

by auserde ned URL (Uniform Resourcé.ocator)addressBy usingthe SPRtheservice
provider doesnot needto know the technicaldetailsof the underlying Short Message
Service.[Int2002c]

Figure9 illustrateshow a serviceprovider could bene t from an MMS mediatorwhich
provides an MMS-capableSPP-lile portal for servicemanagemenand con guration.
Theportalis usedwith awebbrowser The MMS mediatorusestheinformationgivenby
theuser(theserviceprovideradministratorywhendetermininghow to handleanincoming
or outgoingmessageThe actualservicedatais locatedin the contentserviceelement.

Customer Operator Service Provider
‘F’”””””"‘
3 e }
o Web !
N ! Browser 3
MMS L ‘
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g 3 3 Content |
L_//' Service |
| |

Figure9: ManagingMMS serviceswith anMMS-capableSPP-lile portal.

Such portal architectures,which are aimed at service providers, can extend the
functionality of the MMSC by enablingfasterand easierservicecreation. Also, as
the serviceprovider can managetheir own limited, but sufcient, setof con guration
parametersvith a userfriendly interface, it removes the needfor the operatorto act
as a "proxy” betweenthe con guration requestsfrom the service providers and the
con gurationfacilities of the mediatorsoftware. Thusserviceprovider self-provisioning
functionality in the mediator takes extra work away from the operator Offering
con guration and managementunctionalitiesfor the service providers add value to
the mediatorby steeringaway from basicprotocol conversionsinto more higher level
functionalities namely the domainof services.
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5.3 Statistics

For statisticgpurposesit is necessarto rst nd outwhatkind of statisticaarewantedand
whatarerelevant. After that, the datarelatedto the choserstatisticsneedso belogged.
Differentkind of statisticalapplicationgequiredifferentsetsof datato log. For example,
from a network managemenpoint of view it might be relevantto know the amountof

traf c in sometime period,whereafrom a marketing point of view the amountof users
for someserviceis morerelevant.

If it is notknown beforehandvhatkind of statisticsareneededandloggingof all datais

doneasa precautiontheamountof loggeddatacanbe overwhelming.Thus,possibilities
to trim down theamountof loggeddatais needed.The most e xible way to achieve this

is duringrun-timeoperationg.g. by usingdynamiccon guration directveswhich affect

the behaiour of the statisticlogging component. In demandingervironmentswhere
high availability is essentialthe changingof the con guration directvesmustnot cause
downtimein the entiresystem.Also, theinactiity time for singlecomponentshouldbe

aslittle aspossible.

The mediator can also render aggrgate statistics. Theseinclude, for example, the

total amountof messagérafc in bytes,the total numberof messageswvith the type of

"Adv ertisement’andotheraccumulatingattributes. If the mediatoris unableto process
aggreate statistics, the usefulnesss someavhat diminished. This is not too critical

an issue,asthe gathereddataprobablyneedsto be post-processedith someexternal
programaryway. The externalprogramcanbe a sophisticatedlatamining application
or asimplescriptwhich parseghelogsfor the statisticswhich the mediatoris unableto

provide.

The 3GPP speci cation describingchaging datafor applicationservicesde nes that
parametersuchasmessagsize,durationof transmissionsendewisibility andmessage
submissioriime areto beusedwvhengatheringdatafor CDRs.[ETS2002d[Thedocument
de nes chaging only in MM1 andMM4 interfaces,but canneverthelese usedasan
inspirationalhelp when de ning what statisticaldatato gather Someof the de ned
parameterare well suitedto be gatheredalsofor statisticalpurposesgvenif they are
not collectedfrom the MM1 andMM4 interfaces.
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5.3.1 UsageStatistics

For usagestatistics,suchas”16-20 yearolds sendthe mostimageson Friday at 19-21
o'clock”, dataabouteachsenderneedsto be cross-referenceavith an existing user
databaselt is assumedhatthe userdatabaseontainssomepersonainformationabout
the user suchasdateof birth. This informationis not to be usedto track individual
usersbut computestatisticsand usagepatternsand possibly do servicebarring. For
example,an underagepersonis deniedaccesdo adult-orientedservices. Aside from
personalnformation,thetime whenthe messag&assentis alsoa crucialdatum.

This kind of informationis valuablefor marketing purposedor mary reasons.First, it

gives accurateand up-to-dateinformation aboutthe market behaiour and conditions.
Secondjt canbe usedto bettertarget adwertisementgo the target groups,with the aim
of pumpingup the usageeven more. Third, specialcampaignscanbe usedto bring in

non-subscriberg’ho belongto the samedemographigroup(s)asthe stereotypicaheary

users. Otherkind of usagestatisticsare also possible. From a technicalpoint of view,

having up-to-dateusagestatisticscan be of help in improving network utilization. In

generalusagestatisticsanswerthe questionswho” and”when”.

5.3.2 Traf c Statistics

Trafc statisticsare used to answerquestionssuch as "what part of the trafc is

adwertisements’and "how big is an averageMM message”. Trafc statisticscan also
shov how big a partof the messageare personto personmessagegequestfor some
serviceandrepliesfrom a service. Also, the contentand natureof the messagesanbe
discovered. Thesedataincludes for example,the numberof imagesin the network, size
of anaveragemage,the numberof sentsound les andthe percentagef usersutilizing

the MMS streamingcapability (if supportedy the network).

Likeusagestatisticstraf ¢ statisticscangiveinsightto andaid marketing-orientedisage.
Fromatechnicalpointof view, traf ¢ statistics)ik e usagestatisticscandiscoverpotential
bottlenecksand thus help improve network utilization, e.g. via messageorioritization.
Messageprioritization works by preferring some message®ver others, allowing the
preferredmessage® bedeliveredandprocessetbeforethanthe non-preferrednes.
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5.4 Content Transcoding

Mobile terminalsare small and lightweight so that they can easily be carriedaround.
A small form factor and a limited power supply placesrestrictionson the capabilities
available in the terminal. For example,the small memorysize limits the size of the
messagetheterminalcanhandleandthe processoim theterminalis notmeantfor heary

all-purposecalculations)imiting the compleity of the messagesThe sizeof the screen
in the mobileterminalis oftensmallandlimited in the numberof coloursit candisplay

Dueto thesdimitations,it mightnotbepossibleo scaleahugeimageto asmallerversion
astheoriginalimagemightnot t completelyinto thememoryatall. Also, scalingavideo
clip attheterminalis a computationallyintensve andmemoryconsumingask. To spare
themobileterminalfrom having to do thesegagantuarcomputationatasks,the content
can be modi ed to be suitablebeforeit is sentto the terminal. This is what content
transcodingaimsto do. The purposes to adaptthe contentto t the hardwarepro le of
theterminal. The burdenof adaptations thentakenfrom the mobile terminalandgiven
to anotherdevice, which is ableto processdatamuchfasterand hasmary timesmore
memory

Contenttranscodings concernedvith taskssuchasreducingthe numberof coloursin
a picture,thus makingthe imagesmaller(at leastwhenan indexed format suchas GIF
is used). Also, theresolutionin a video clip andthe samplingrate of anaudioclip can
be reducedso thatthe les becomesmaller The device doing the contenttranscoding
hasto know the parametersf thetargetterminal. For this, the contenttranscodeshould
have accesgo thepro le of the mobileterminal. Theterminalcapabilitypro le is given
to the MMSC by the MMS User Agent andis storedinside the MMS User Databases
[ETS2003. Thus,thecontenttranscodeneedsaccesso the MMS UserDatabasesr has
to implementsomeothermethodof receving theterminalpro le.

A realizationof a contenttranscodecould utilize the MM3 or MM7 interfaces.In both
casesthe contenttranscodervould actasa lter, receving a messagéandthe terminal
pro le), transcodinghe content,andthensendingthe transcodednessagdackto the
MMSC. An MMS-capablenediatorcanfunctionasacontentranscodeaslongascertain
requirementareful lled. For example,the contenttranscodehasto befastandhave a
largememoryandsufcient massstorage Otherwise mary userssendingsimultaneously
a large amountof messagesequiring contenttranscodingwould createan accidental
denialof serviceattackagainsthe contenttranscoder
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Evenif afully functionalcontenttranscoders not built, implementingeven somebasic
contenttranscodingfunctions can add value to the mediatorproduct. If the mediator
is capableof receving e-mail messagefrom the Internet,for examplewhenactingas
a bidirectional EAIF to SMTP gatavay, the possibility to transcodeamageswould be
especiallyhelpful. The usercould usea digital camerato sendan imagedirectly asa
mail messageyithoutthinking aboutthesizeof theimage.Themediatoruponreceving

the messagegould eitherusethe terminalpro le informationor it couldusethe”lowest
commondenominatorfor theimagedCMG2002],makingtheimagesmallenoughto be
accessedith any mobileterminal.In any casetheextentof thetranscodindunctionality
shouldbecon gurable,becaus¢he MMSC mighthave adedicatecdontenttranscoderin

which casethe MMSC will take careof thetranscodingandthe original messageshould
be passedntactto the MMSC.

5.5 Positioning

The HLR, an elementof the GSM network architecturecontainsinformationaboutthe
currentlocation areaof the mobile terminal. This informationis neededin order to
localize the userin the worldwide GSM networks [Sch2000],and enableroamingi.e.
usingthe terminalin networks otherthanthe homenetwork. If the messagemediator
can interface with the HLR, it is possibleto add location-avare functionality to the
mediator In practice interfacingwith the HLR requiresknowledgeof MAP. Companies
which alreadyposses$§S7knowledgehave likely alreadydevelopedsoftwarefor MAP
connectvity. Othercompaniesvill needto usemoreeffort, but this paysoff in theend,
aspositioning-basederviceshave hugebusinesgotentialandassuch,supportingthem
in themediatorcanaddmuchvalueto the mediationprocessandto the productitself.

AlthoughHLR positioningis notasaccuratesthatprovidedby GPS(GlobalPositioning
SystemYyecevers,HLR locationareadatahastheadvantageof beinganintrinsic property
of the GSM network. Thus,HLR locationareadatais alwaysavailableregardlessof the
handsetcapabilities. On the other hand, GPSrecevers are often implementedin the
handset®nly. In orderto getmoreaccurateGPSpositioningdatafrom a GPS-enabled
handsetthe handsetvould have to inform the network of the locationuponreceving a
requestor locationdata.Thiskind of functionalitywould requirechangeso thehandsets
andthe network. As time goesby, methodgo pinpointthe locationof the handseusing
GPS-capabldandsetand otherschemewill surelybe developedandstandardizedin
themeantimeHLR positioningcanbe used evenif it lackshigh accurag.
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Support for positioning functionality in a mediator will bring new dimensionsto

the services and the possibilities available. With positioning conceptssuch as
time/location-basedilling would becomea possibility. This would make it possibleto

chage differently the messagesentduring eventswith muchpeople,suchasconcerts,
festivals and sportsevents. Theseeventsare often concentratedn one well-speci ed

geographicahreawith well-known startingandendingtimes. Fromthe point of view of

the user the changesn billing would be transparent.Therewould be no needfor the

usersto registerbeforehandasidefrom possiblelegislation-de nedprocedurego grant
the operatoraccesgo theuserslocationdata.

Also, receving a colour mapimageof the currentlocation,or multiple imagesshaving
the path to the chosenlocation, can be done using positioning data and accessto a
cartographicatervice. Sucha servicewould be especiallyusefulto peoplewho do not
know the surroundingavell and neednavigation assistancee.g. tourists,truckersand
peoplefrom outof town. Combiningthe navigationassistancserviceto a databasabout
local businessewould allow queriessuchas”whereis the nearesChineseaestaurantor
"whereis thenearespharmag”. Suchaserviceassumingt is simpleandeasyenougho
use,would aid local businessedjig andsmall,aslong asdataabouttheir line of business
andlocationis up-to-dateandreadily available.

5.6 Advertising Campaign Gateway

It is possibleto modify or addnew partsto the messagasit goesthroughthe mediator
if themediatoris ableto extractdatafrom or modify the MMS messageslo accomplish
this, the mediatorneedsto implementsuitablecodecroutines. The codecconsistsof

routinesfor the WAP WSP-209MMS encapsulatiofWAP2002] and also in practice
the WAP WSP-230WSP codec[WAP200] routines,which are usedby the WSP-209
encapsulationAlso, the SMIL partof the messagenay needto be modi ed in orderto

implementproperdelayandotherpresentatioparameter$or theaddedcontent.

If the mediator acts as an unidirectional gatevay, it sufces to implement either
encodingor decodingfunctionality, dependingn thedirectionof the gatevay. Decoding
functionalityis enoughfor agatevay whichrecevesMMS messageandsendsnessages
usingsomeotherprotocol. Likewise, for a gatevay which only sendsMMS messages,
andrecevesmessagessingsomeotherprotocol,encodingfunctionalityis sufcient.
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The EAIF to SMTP gatevay implementatiordonein this thesishasroutinesto addan
extra partto the outgoingmultipart SMTP messageThe extra partis a simpletext "This
MMS messagédroughtto you by Intellitel MessagingGatavay!”. This partis the rst
thing the userseesuponopeningthe mail messageGenerally addinganimage,text or
soundto the multimediamessage&ould be usedto implementan "advertisingcampaign
gatevay”. Suchagatevaywouldaddasponsoredbgo (still image),slogan(text) or jingle
(sound)to the messagend mark the modi ed message$o be subsidizedn the billing
data. This allows for cheapemessageto the userandvisibility to the compary paying
for theadwertising.

From the point of view of the user the usageof an adwertisingcampaigngatevay has
to be completelyvoluntary The userhasto understandhatthe contentof the messages
will beslightly modi ed. However, sincethe adwertisingparty payspartof the message,
the costof the messages reduced,which is advantageoudo the user Basedon this
informationtheusershouldthenmake a decisionwhetherto startusingtheserviceor not.
Making the systemvoluntary insteadof involuntaryis essential. Involuntary message
contentmodi cation, evenwith subsidizednessagerices,is likely to make customers
unhappy. Also, whatever the addedcontentis, it hasto be relatively subtlesothatit is
de nitely noticedbut nottoo muchor it will disruptthe messagingxperience.

Combiningthe adwertising campaigngatevay conceptwith other functionality can be
bene cial. For example,implementinga location-avare adwertising campaigngatevay
can have interestingapplications. The adwertisementchosento display could be the
nearestadwertising party at the location of the recever. If there are more than one
companiesavailable, asis the casewhenthe recever is e.g. at a shoppingmall, the
compary couldbechosersothatall companiegetequalshareof visibility, or sothatthe
highestpayingcompaly couldgetthevisibility with a higherprobabilitythanthe others.
The highestpayingcompaly mustnot getthe adwertisemenshawn all the time, asthe
otherswould be payingfor nothing.

Figure 10 illustrateson a conceptualevel how a location-avare adwertising campaign
gatevay works. The HLR is informedof therecipients location. The original message,
containingagreetingn thisexample is modi ed enrouteto containalsoanadwertisement
for acompary attherecipientslocation. Therearemultiple companiest therecipients
location. Althoughcompaly B hada smallerprobability of beingselectediueto cheaper
pricing of the service it wasselectedhistime.
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Figure10: Location-avareMMS ad\ertising.

If the adwertisingcampaigngatevay functionality is implementedadditionalmarketing
researchs neededo nd outthe properpricing structurefor the messagesentvia the
gatevay. It is unlikely thatcompaniesvould bewilling to pay mary timesthe price of a
regular MMS messaggust to getvisibility. Sanepricing anduseracceptancés the key
to success.

The adwertising campaigngatevay hasa certainanalogyto the "free e-mail” services
suchasHotmail. In thoseservicesthe useris givena free e-mailaddresswvhich canbe
accesse@nywhereusinga web browser Small commercialsare placedto the end of
themessagesAlso, uponsigningup, the userhasthe option of receving adwertisements
from the partnersof the service. Thus, with the help of paid adwertisementsan e-mail
serviceis providedto theuseratno cost.

5.7 MMS Voting

Reply-chagingis a billing scenariovhereareply to a messageés free of cost,assuming
certainconstraint® arehonored Reply-chaging is idealfor situationsin which feedback
from theuseris required.Sincethereply is free of chage,theonly thingareply requires
from the useris someof her time. This makes reply-chaging well suitedfor voting

8E.g. thereply messagés notsenttoo lateandis areply to the original message.

53



andgallup’ purposesasthe usermight nd it easierand more corvenientto respond.
Reply-chaging is not an MMS-only specialty It could just as well be implemented
with SMS messageddowever, reply-chagingis de ned in MMS functionaldescription.
Therearealsootheradwantagesvith MMS messages.

The differencebetweenSMS voting and gallup applicationss that MMS offers diverse
mediaformatsandlarger messagesWhereasSMS s enoughfor a reply consistingof a
simpleanswefrperhap®only onecharactein length,SMSis ill-suited for the presentation
of the actualquestion.For example,if a personwereto votein a songcontest,t would
be necessaryo hearthe songbeforehandn e.g. television. With MMS messagethe
parts of eachcontestansong (or a video of the performance)ould be shortclips in
the messagétself. This would make it possibleto vote for the artist anywherewithout
having to sit by a television. Otherkind of contestsg.g. beautycontestswhich place
heary emphasi®n visualrepresentatiorganalsobene t from voting implementedvith
multimediamessagesThe usercould actually seethe contestantasimagesembedded
into themessage.

Implementingvoting logic to an MMS-capablemediator is relatively simple. The
mediatorhasto be capableof originatingan MMS messagepossiblydo reply-chaging,
associatéhereplies(identi ed with somekeyword) asvotesandstoretheresultsfor later
use. Additional functionality might be the offering of graphicalrepresentationsf the
resultsasthey arereceved. Suchgraphicalrepresentationsould be shavn during the
voting to addto the excitementof thevoters.

For gallup purposesextra logic is needed.If therearemary questionst is pointlessto
senda hugelist to the user The gallup logic could breaka long list of questionsnto
subsetscontainingtwo or three questions,and handlethe aggreation of the answers.
The gallup logic needsto ensurethat the questionsubsetsare distributed suitably The
distribution could be an uniform distribution so that all questionsget an equal share
of answersfrom users. Alternatively, the questionscould be distributed in suitable
"tournaments”,where eachpair or triplet (or a larger subset)chosenamongthe set of
all questiongs comparedagainsteachother The tournamentpproachs motivatedby
the tournamenselectionmechanismsisedin evolutionary algorithms[Ban1998]. The
distribution methodusedin the gallup logic depend®n the natureof the questions.For
example,if the point of the gallupis to nd thetop threecompaniedrom a setof 100
companieshasednsomesubjectvecriteria(e.g. mediavisibility, or thequestiorwhere

9"Gallup” is preferredover”polling”, asthelatterhascertainconnotations.
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would you ratherwork”), thenthe tournamentpproachcould work. For otherkinds of
questionswhich requirethe userto answermary individual questionsn orderto give
meaningfulresults,it might not work. It is up to the galluplogic implementatiorof the
mediatorto anticipatevariouskindsof scenarios.

Whatevrertheapproachmightbe,voting or gallupfunctionalitycanbeimplementedo add
valueto the mediator Evenin their rudimentaryform suchfunctionalitiescould prove to
be useful. Voting and gallup questiongenderedwvith multimediamessagesffer much
morechoicefor presentinghe questionsasvisualandauralmediacanalsobesentto the
user

5.8 Digital Photosto Mailbox

There are high expectationsthat digital photostaken with a camera-equippeIMS
terminalwill becomeakiller applicationfor MMS. [Mob200Q MMS to mail corversion
is relatively basicfunctionality. Creatinga mediatorwhich is capableof sendingdigital
photosto an e-mailbox requiresthatthe mediatoris capableof sendingmail messages,
i.e. SMTP capabilityis required.Also, sincethereis a corversionfrom WAP WSP-209
encapsulate®MMS messagf/VAP2002]to amail messagehemediatothasto beableto
decodehe MMS messagandthenencoddt asa MIME multipartmail messageAs the
decodingandencodingcanwork with arny supportednediatype, the mail messagean
alsocontainmediaotherthanstill images.Also, the MIME contenttypesarethe samein
boththe WSP-209%ncapsulatedhessageand mail messagesyhich easeshe mapping
from/to MMS messaget/from e-mailmessagesgegardlesf the mediaformatsused.

An SMTP interface can often be bought along with an MMSC. However, it is not
mandatoryto buy such functionality Even if the operatoralready has an existing
SMTP-capableMMSC, investingin an MMS-capablemediatoris worthwhile if it can
offer more functionality. Also, the mediatorcould be offered cheaperthanthe SMTP
interfacefrom the MMSC manugcturer

Being able to sendMMS messageto a mail box is corvenient. Ordinary textual
MMS messagesan then be seenas "mobile e-mail”, which can be sentat ary time
from ary placethe mobile terminalcanconnectto the network. The picturesandsound
containedwithin MMS message®ffer even more power of expressionthan ordinary
textual messagedf thereis alsocapabilityto receve e-mailasMMS messagesnstead
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of just sendinghem,atransparenffrom theusers point of view) bidirectionale-mailing
functionality is achiaved. Even if the e-mailing functionality is unidirectionat®, the
systemis useful,asit allows basice-mail connectvity with an MMS-capablehandset.
Theimplementatiordonefor this thesiswasacomponentvhichimplementshe MMS to

e-mailcorversionfunctionality.

0Thatis, e-mailmessagesanonly be sentor received (but not both)asMMS messages.
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6 Implementation

The MM7 interface was not speci ed in a detailedenoughlevel in the early MMS
functional description documents. Although the speci cation was lacking, Nokia
providedawell-speci edprotocolfor theMM7 interfaceof theNokia ArtuseMMSC. The
choicefor usingNokia EAIF protocolwasmostlybecauséhe EAIF protocolwasseemas
thefastestvayto getusableMMS capability Theimplementatiordonefor thisthesiswas
aunidirectionaEAIF to SMTPgatevay, implementedasanintellitel Messagindsatevay
messagenediatormodule.Unidirectionalityin this casemeanghatonly thosemessages
originatingfrom the mobileterminalaresupportedin SMSterminology this meandviO
messagesln EAIF terminology the gatevay functionsin application-terminatedhode.
Fromthepointof view of theMMSC, thegateavayis aVAS applicationrwherethemessage
0 w stops,hence’application-terminated”.

Theimplementatioowasdonewith CVOPS(C Virtual OperatingSystem).The existing
HTTP protocolinterfacemodulewasusedto implementthe transportpart for the EAIF
implementation.The existing SMTP protocolinterfacemodulewas usedfor the SMTP
interfacingfunctionality Dueto the modulardesignof the Intellitel Messagingsatavay,
theexisting protocolinterfacemodulescouldbere-usedjuiteeasily Mostof thetroubles
encounterewvith theimplementatiorwereultimatelyrelatedto scarceanddif cult to nd
documentation.

6.1 CVOPS

CVOPS is a library, tool and run-time ervironment for implementation of
communicationgprotocolsusing the C and C++ languages.CVOPS provides, among
otherthings,timers,routinesfor internalcommunicatiorbetweenCVOP Sentities,utility
routinesandaninterpreterfor amacrolanguagevhichall aid in thecreationof protocols.
In CVOPS, a protocolis implementedusing so-calledvirtual tasks,or "vtasks”, which
are”objects” consistingof a statemachineandthe dataandfunctionsusedby the state
machine. The virtual taskscommunicataisingmessageassing. CVOPStakes careof
deliveringthesemessaget theintendedecipientor recipients A protocolstackconsists
of oneor morevirtual tasksin eachprotocollayer. [Cel200]

CVOPSis displayedona conceptualevel in gure 11. Thevirtual tasksaredisplayedn
theupperpartof the gure. CVOPSitself andtheservicegprovidedby CVOPSarevisible
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Figurell: CVOPSconceptuahrchitecture[Cel2001]

in themiddle partof the picture. CVOPSrunsover the underlyingoperatingsystemand
usesthe servicesprovided by the operatingsystem. The gure shows only a very high

level view of CVOPS .For example thedifferentvirtual tasktypes(entity andconnection)
arenot shawn.

6.2 SMTP Module

The SMTP protocol interface module was partly written by the authorfor a previous

version of the Intellitel MessagingGatavay. Due to internal requirementsand

extensibility, the protocol interface was implementedin two parts: a "driver” part

which implementsthe actual SMTP protocol and an "adapter” part which commands
the driver part and interfaceswith the Intellitel MessagingGatevay. Despite the

architecturalduality, the SMTP protocol interface module can be seenas one module

which implementsSMTP functionality The situation is analogouswith the HTTP

protocol interface module, which hasa similar internal structure. The SMTP module

supportgheminimal SMTPimplementatiorasspeci edin RFC2821j.e. thecommands
EHLO, HELO, MAIL, RCPT DATA, RSET NOOR QUIT andVRFY [Kle2001].

The SMTP modulesupportsalsobase64encodingwhendealingwith MIME messages.
Otherencodingmethodssuchasquoted-printablearecurrentlyintegratednto theSMTP
module. However, the integrationwas not completeat the time of the EAIF to SMTP
gatevay implementationandthusthereis no supportfor the quoted-printablendother
encodingmethodsan the gatavay.

58



Multipart MIME messagewerenot properlysupportedn the SMTP moduleduringthe

implementationof the EAIF to SMTP gatevay. This is mainly dueto the reasonthat
therehasnot beenmuchneedto supportsuchfeatures.The multipart functionality was
originally dueto beimplementedbut wasabandonedueto time constraintsTherefore,
theimplementedSMTP to EAIF gatevay hasto do a little maneuer to getaroundthis

restriction. The outgoingmessages not givento the SMTP modulein multiple parts
internally Instead,a propermultipart mail messages formed at the EAIF part of the

implementation.This way the multipart message&anbe transferrecasa pair containing
theheaderandthemessagéody In thiscasetheheaderslreadyincludetheappropriate
MIME header¥, andthe messagdody containsthe multipart messagé attened” into

onepart. Relevantboundarie@ndheaderarewritteninto thesinglepartmessagéwhich

wastransformedrom the original multipartmessagefior eachmultipartelement.

All in all, the SMTP module provides transparenRFC2822functionality The EAIF
module need not concernitself with the intricacies of SMTP protocol or message
encoding,exceptfor the workaroundfor the restrictionsin handling multipart MIME
messages.

6.3 EAIF MessageMediator

To interfacewith a Nokia MMSC, an EAIF protocolinterfacewasimplemented.EAIF
is the MM7 (VAS application)interfacefor Nokia MMS Centers.EAIF usesHTTP 1.1
with persistentonnectionasthe transferprotocol. The MMS messageareembedded
insidetheHTTP request.

Fromthepointof view of the MMSC, the VAS applicationconnectedia EAIF canwork
in threeapplicationtypes:terminating,originatingor lItering. Thelastoneis actuallya
combinatiorof the rst two. A terminatingapplicationis suchthatamultimediamessage
is deliveredto the VAS applicationand the messagewill go no further, i.e. the VAS
applicationis anendpointfor themultimediamessageAn originatingapplicationis such
that a multimediamessageomesfrom the VAS applicationto the MMSC. A ltering
applicationrecevesa multimediamessagérom the MMSC, thusactingasaterminating
application afterwhich the VAS applicationmodi es the messag®r extractsdatafrom
it, andthensendsthe messagdackto the MMSC. [Nok2003 Figure12 illustratesthe

1Such as CONTENT-TRANSFER-ENCODING, MIME-VERSION, CONTENT-TYPE with proper
boundaryetc.
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applicationtypesusedin EAIF. The numbersllustratethe sequencef the messagem
thecaseof ltering applications.

)
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< — Filtering application
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Figure12: EAIF applicationtypes.[Nok2003 Augmented.

Terminating and Itering applicationscan work in two modes: synchronousand
asynchronous. In synchronousmode, a responsefollows immediately the original
request. Thus, synchronousapplicationscan only handleone requestat a time, per
connection. An asynchronousnode allows a responseo come at a later time. In
this case, the original messageis identi ed using a messageidenti er inside the
X-NOKIA-MM SC-MESSAGE-ID messagdeader Many asynchronousnessagesan
besentsequentiallyasthereis no needto wait for theresponsaftersending[Nok2003
The implementedEAIF protocol interface is capable of working in synchronous
terminatingapplicationmodeonly. Suchamodeis sufcient for aunidirectionalgatevay.

EAIF messageareHTTP POSTrequestswith the multimediamessageasthe payload
of the message. The mandatoryHTTP headersare HOST, CONTENT-TYPE and
CONTENT-LENGTH. Also, becausethe EAIF protocol is closely coupled with the
MMSC, andthe MMSC needsto interactwith the VAS application,there are certain
extensionheaderausedin the HTTP POSTmessagesAll of theseheadersstart with
the stemX-NOKIA-MMSC-. Table4 summarizeshe headersaandthe meaningof each
header

Themessagéodyis encodedisingthe WAP WSP-209MMS encapsulatiofWwAP2002],
which speci es MMS-speci ¢ extensionsto the WAP WSP-230encoding]WAP2001].
This binary encodingof the actualmessageontentsis the sameas usedin the MM1
interface. EAIF supportswo WAP WSP-209protocoldataunits (PDU): M-SEND-REQ
and M-DELIVERY-IND. Theseare encodedwith values’MultiMediaMessage”and
"DeliveryReport”, respectrely. The type of PDU is indicated as the value of the
X-NOKIA-MMSC-MESSAGE-TYPE header [Nok2003 In a unidirectional EAIF
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Table4: HTTP extensionheadergor EAIF. [Nok2002

| X-NOKIA-MMSC- | Meaning |

MESSAGE-ID Uniqueidenti er for themessage

STATUS Processing status for messages
from asynchronouspplicationsto
theMMSC

CHARGING Tariff classnumberfor billing

CHARGED-PARTY De nes whether the sender or
recipientis chaged

To Recipient

FrRom Sender

MESSAGE-TYPE EAIF protocolmessagéype

VERSION EAIF version

to SMTP gatevay it was sufcient to implementhandling for the M-SEND-REQ (or
"MultiMediaMessage”only, astheimplementatioractsasaterminatingapplicationand
no delivery reportindicationsaresentto the MMSC.

6.3.1 Functional Description

Thestructureof theEAIF to SMTP gatevayis describedn gure 13. Note,thattheword

"IF” in the pictureis amnemonidor "interface”. A concisedescriptionof the processs

thatthe MMSC sendsanEAIF messagewhich goesthroughtheHTTP protocolinterface
moduleto the EAIF protocolinterfacemodule. The messagés decodedandan SMTP

messagés formedin theEAIF module. The SMTPmessagés thenpassedorwardin the

systemandeventuallyit endsupin the SMTP protocolinterfacemodule whichtransmits
themail messagéo a mail sener, whereit will endupin therecipients mail box.

A slightly longer, but moredetaileddescriptiorbeginsasfollows: rst, theMMSC sends
anEAIF protocolmessagever HTTP to the VAS applicationcon guredin the MMSC.
This VAS applicationis the EAIF to SMTP gatevay. The TCP/IPModule takescareof
soclet-level TCP/IPcommunicationlt passeshereceveddata,i.e. aHTTP requestfo
the HTTP Driver moduleusingthe TCP/IPinterface. The HTTP Driver takescareof the
HTTP protocolandinterpretsherecevedHTTP request.Then,the HTTP Driver passes
thedecodedequesin aninternalformatto theHTTP Adaptermodule.
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Figure13: EAIF to SMTP gatevay architecturaktructure.

The HTTP Adaptermodulenormally passesnessageto the IMG Coreusingthe IMG
Core interface. The HTTP Adapter also transformsmessageacknavledgementsto
successfuHTTP returncodeswhich are passeddownward” backto the HTTP Driver.
In orderto nothave to usethe HTTP Driver directly usingthe HTTP interface,the EAIF
protocolinterfacemodulewasimplementedassuchthatit is placedbetweenthe HTTP
Adapterandthe IMG Core. This was the "path of leastresistance”,and offered the
simplestapproachof making the EAIF module capableof using the available HTTP
functionality Also, this way the EAIF modulewill not have to dealwith HTTP return
codesasnormalHTTP failure/succeseeturncodesarecompatiblewith EAIF.

The EAIF moduledecodeshereceved WAP WSP-230encodednessagandtransforms
it into a multipart (or single part, if sucha messages receved) MIME message.The
MIME messagés thengivento theIMG Corein a properformat. Usinginternalrouting
mechanismsthe IMG Core passeshe MIME messagéo the SMTP Adapter which is
similar to the HTTP Adapterin the sensehatit takescareof interfacingwith the IMG
Coreandoffersauniforminterfacefor the processewho wish to usethe SMTP protocol
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interface module functionality The SMTP Adapterthen passeshe messagealready
in properformat, to the SMTP Driver, which takes care of the SMTP protocol level

intricacies. The SMTP Driver connectdo the properMTA (Mail TransportAgent, i.e.

mail sener), andconductsan SMTP messagéransaction.After this, the messagegoes
throughproperSMTP mechanismgocal deliveryto theuseror possiblerelayingforward

to othermail seners)to arrive atthe mail box of theintendedrecipient.

The recipientmay thenview the multimediamessagen her MUA (Mail User Agent,
i.e. mail program). Thereis a caveathere: unlessthe MUA canshov SMIL les, the
multimediamessagavill notdisplayin the samefashionasit doesin an MMS terminal.
However, all the partsof the multimediamessagesuchassoundsjmagesandsoon, will
be displayedasnormalattachmentsind canbe viewed separately Appendix1 shavs a
multimediamessagasa mail messagésidea MUA.

TheEAIF to SMTPgatevayalsotakestheliberty of addingashorttext to thebeginningof
mail messageThis messageeads'This messagd®droughtto you by Intellitel Messaging
Gatevay!”. The messagaieednot be textual. It might be a usercon gurable picture
or a small bannercommercial. Suchfunctionality is easyto implementin the EAIF to
SMTPdirection. However, in the reversedirection(SMTP to EAIF) the situationwould
be slightly different. If theimageor text is to be a part of the multimediamessagehen
routinesto modify the SMIL partof the multimediamessagearerequired. If the SMIL
partis missingin the original messagei,e. the messages a singlepart messageanda
presentatioliffering from the handsetiefaultsis required theremustberoutinesto add
avalid SMIL part. Note,in this caseaddinganimageto anoriginally singlepartmessage
will resultin atotal of threeparts:the SMIL part,the new imageandthe original single
part. Thus, the original single part messagéecomesa multipart message.This only
appliesto the bidirectionalcaseandthe casewhenSMTP messagearetransformednto
MMS messagesAs the SMIL partis optional,it canbeleft out whenaddingcontentto
anoriginally singlepartmessageln this casethe handsetvill presenthe multiple parts
asit seest.

With very little or no changesthe EAIF to SMTP gatevay could be madeinto a
(unidirectional)mediatorbetweenthe external interfacesof Nokia and EricssonMMS
Centers.If thefunctionalitiesrequiredby bidirectionaloperationj.e. theencodingparts
of the codecandchangego the protocolautomatonareimplementedhenthe gatevay
canactasa properly two-directionalgatavay betweenthe two externalinterfaceswith
smallchangego the EAIF protocolpartandthe overall programlogic.
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6.3.2 WAP WSP-209Codeclmplementation

The WAP WSP-209codec[WAP2002] de nes an encodingfor MMS encapsulation.
In practice,it usesthe WAP WSP-230encoding[WAP2001] extensvely. Thus, the
implementationof the WAP WSP-209 codec required also to implementthe codec
routinesde ned in the WAP WSP-230document. Note that when talking aboutthe
WAP WSP-209codec,the meaningis collectively the implementatiorof both the WAP
WSP-209and the WAP WSP-230codecs. The implementationof the codecwas a bit
octetstreamscanningstatemachinewith oneoctetlookahead.Thelookaheads needed
for sometypes,suchastext strings. For eachpossibleencodedype,aroutineto decode
the giventype waswritten. The decodingroutinefor eachtype thusbecamea function.
Theoctetstreamandvariousotherinternaldatawerepassedn a context area(a struct).

The high-level functionality of the statemachineis asfollows: the statemachinescans
the octetstreamrepresentinghe encodednessageDependingon thetype atthe current
position,e.g. DATE-headerthe statemachinedecodeshetypeandmapsthe octet(s)into
anRFC282Zompliantmail headename.Thestatemachineghencallsadecodingoutine
for thetype. Thedecodingroutineextractsanappropriatenumberof bit octetsaccording
to theirtype,andmapsor corvertsthevaluerepresentetly the octet(s)into anRFC2822
compliantmail headewalue.Integersandothernon-tectual valuesarecorvertedinto text.
Whendatapartsareencounteredthey arebase64-encodeahdaddedto the aggreated
mail messagéody.

Dueto currentlimitationsin the SMTP protocolmodulein handlingmultipartdatapassed
to it internally, the EAIF protocolinterfacemodulehadto form a propermail message
by itself. As the statemachineworked its way throughthe octet streamrepresenting
the messagethe decodedody datawasplacedinto a CVOPSFRAME [Cel2001]data
structure. The decodedheaderswere placedinto an internal headerstructure. After
handlingtheentirestreamthecontentsf thetwo datastructuresvereaproperRFC2822
multipartmail messagewith headerandbody storedseparately

6.3.3 Implementation of MMS Addressing

To dealwith MMS addressess simpleaddressewriting functionalitywasimplemented
totheEAIF to SMTPgatavay. Theaddressewriting mapsMMS addresse® SMTP mail
addressedlt is possibleto mapthe senderandrecipientin bothMO andMT directions.
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SincetheEAIF to SMTPgatevayis unidirectionaln application-terminatechode which

correspondso MO directionin SMSC protocol parlance the MT direction mappingis

currentlyunused.No messagearesentin the MT direction. Therewriting functionality
wasalreadyimplementedn the SMSC protocolinterfacemodules,and hadbeenmade
into library routinesfor modularitypurposesTheimplementatiorof theaddressewriting

usingthelibrary wasthereforerelatively straightforward.

The addressrewriting can be done separatelyfor eachof the MMS addresstypes:
mail addressesPLMN numbersand IPv4 andIPv6 addressesThe free-formtype can
also be used. The type is basedon the value of the /TYPE= parameterwhich is

given after the MMS address.[WAP2003 If the parametelis missing,the addresss

assumedo be a mail addressTherewriting functionalityis controlledvia con guration
parameter@ the systemcon guration le. Thepurposeof addressewriting is notto do
ne-grained mappingof e.g. phonenumbergo e-mailaddressesn anindividual basis,
but insteadto do a morecoarsepr high-level, mapping.For example,all phonenumbers
beginning with 42 could be madeto map into the domain ALPHA.OPERATOR.COM,

and the phone numbersbeginning with 69 could be madeto map into the domain
BETA.OPERATOR.COM.

The rewriting works usingregular expressions.Therearetwo con guration parameters
peraddresgo rewrite: the matchingparameteandthe rewrite parameterlf the regular
expressionn the matchingparametematchessuccessfullythe addresss replacedwith
therewrite parameterSubmatchesanbe used.For example,a matchfor ~040-(.+) and
rewrite to \1@GAMMA.OPERATOR.COM would resultin mappingthe PLMN number
040-12345678 to 12345678 @GAMMA .OPERATOR.COM. Herethe\l denoteghe rst
groupedmatch,i.e. the rst partin parentheses theoriginal regularexpressionlf there
weretwo or morepartsin parentheseshe rst partwouldbe\1l, thesecond2 andsoon.

Theaddressewriting functionalityis not capableof mappingindividual MMS addresses
to individual mail addressesThis could be remediedby implementingsuitabledatabase
lookup routinesto the EAIF to SMTP gatavay. Before a more elaboratemechanism
of mappingthe addressesxists, it is recommendedhat an external MTA be usedin
conjunctionwith the gatavay. The externalMTA likely hasmore capablemechanisms,
suchas databasdookups, for mappinge.g. a phonenumberto an e-mail addresson
anindividual basis. Therearealsootherreasonsfor example,if thereis a needto add
mail routing headerdo the messageit cannotbe easily donein the gatavay, assuch
functionalityhasnotyet beenimplementednto the SMTP protocolinterfacemodule.
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6.3.4 Limitations

The EAIF to SMTP gatevay has certainfunctional limitations, the biggestbeing the
unidirectionality The gatevay can act only as a terminatingapplication, processing
messagewhich originatefrom the MMSC. The gatavay cannotreceve mail messages,
encodetheminto anMMS messag@andsendit to the MMSC asan EAIF messageThe
gatevay only worksoneway. However, the otherlimitationsarenotasmajor.

Supportfor bidirectionalmessagingn the EAIF to SMTP gatevay would requirethe

encodingfunctionality in the WAP-209 codecpart of the gatevay to be written. The

currentunidirectionalfunctionality requiredonly decodingfunctionality in the codec.
Also, for bidirectionality modi cations to the part of codeinterfacingwith the SMTP

protocol interface module needschangeswith regard to the handling of multipart
messagesT heroutineswhich encodeanddecodemultipartmessages) away coherent
with the overall designof the Intellitel MessagingGatevay exist but have not yet been
integratedinto the EAIF to SMTP gatevay. The previously mentionedssuesequirethe

mostwork. The communicatiorpartrequiresmuchlesswork, asthe stateautomatorof

the gatevay implementations simple. The otherlimitationsarenotasmajor.

Becausethe gatavay is unidirectional, thereis no coding functionality in the WAP
WSP-20%odec.Thedecodingunctionalityof coursas implementedasaresomehooks
for thecodingparts,but theactualcodingroutineshave notbeenimplementedHowever,
it shouldberelatively easyto extendthefunctionality of thecodec,asthecodingroutines
arequite symmetricako theimplementediecodingoutines.

The codecitself is not very robust, but this is mostly due to the structureof the WAP
WSP-209encodingitself. If the codeclosessynchronizatiorwith the stream,even for
one bit octet, the rest of the streambecomegyarbageand the automatonscanningthe
streamis likely to decodetrashor crashaltogether This wasnoticedwith sometotally
broken les generatedby the Nokia Mobile InternetToolkit version3.1[Nok20024. The
reasonwhy the les broke was that the toolkit had default valuesfor someheaders,
which were always displayedin the editor, but were never actuallywritten into the le
correctly Openingthesaved le causedhedefault headewaluesto beseenin the editor
again,giving afalseimpressiorthateverythinghadbeensased correctly A workaround
for thesekind of broken les wasnot implementedasit appearedoo complex to x.
However, a workaroundwas madefor anotherbug, which was causedby the toolkit
puttinga zero-lengtrheademamewith anemptyvalueinto the stream.
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The addressrewriting functionality is not powerful enoughto do mappingson an

individual basis. This limitation can possiblybe circumwented,or at leastdiminished,
by using an external mail sener with the gatevay and doing more detailedaddress
mappingthere. For further development,implementinga dedicateddatabasdor the

addressnappingfunctionalityis a moreelegantsolution.

TheX-NOKIA-MMSC-CHARGED-PARTY headeis notyetsupportedThisheadewas
introducedin a later versionof the EAIF speci cation[Nok2002, whereaghe original
EAIF to SMTP gatevay implementatiorusedthe previous versionof the speci cations,
which lackedthis headerAdding supportfor this headeis trivial.

The main reasondor theselimitations weretime constraintsand otherworkload. The
bugs in the MMS example messagesrom Nokia also contributed to the confusion
during implementation. Also, originally the implementationwas meantto be an
experimentalimplementation. However, the prototype eventually becamean actual
gatevay implementation.

6.3.5 Testing

Unit testing[Pre2000Q of the implementatiorwas donein two phases.The rst phase
wasmainly focusedon the WAP WSP-209codec,beforeary networking codehadbeen
written. The testcasesverevariousexamplemessagefrom the Nokia Mobile Internet
Toolkit 3.1. All testcasesverevalid messageslthoughsomeof themessagesontained
unintentionalminor errors. For this versionno deliberateattemptswere madeto test
totally invalid messagesr messagewith valuesnearor overtheacceptablealueranges.
After the codecwasfoundto be working with the testmessagesmplementatiorof the
networking codewasstarted.

Another set of unit testingwas conductedwhile the networking code was developed.
This testingfocusedon getting the networking code stateautomatorto work correctly
with theinternalmessage# hasto handle.Additional bugsin the WAP WSP-209codec
werefound and x ed at this phase.After the automatorwasdiscoveredto be working,

an integrationtesting[Pre2000]phasewas begun. During the integrationtestingphase
a testingernvironmentfor the EAIF to SMTP gatevay was built. This ervironmentis

describedn gure 14.
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Figurel4: EAIF to SMTP gatavay testingernvironment.

The MMS messagesisedduring testingwere the example message$rom the Nokia
Mobile InternetToolkit 3.1[Nok2002a].Attemptsto createnew MMS messagewith the
toolkit wereunsuccessfulAfter mary deluggingsessionsthe createdles werefound

to be broken. Despitemary attemptsa correctlycreatedle could not be createdwith

the Nokia Mobile InternetToolkit, andthusno moretime waswastedin futile attempts.
It wasdecidedat this point to work with the example les only, asthey were correctly
created. Also, additionalMMS messageles from Nokia EAIF Emulator[Nok20023

wereused,asaninspectionrshavedtheseles to becorrectlycreated.

An EAIF protocol messageavas createdby embeddingan MMS messagensidea le

containingthe EAIF headers.This le wasin turn embeddednsidean HTTP protocol
message. The result was an EAIF protocol messagea le containinga valid HTTP
requestwith EAIF-speci ¢ extensionheaderandanMMS messag@énside. This le was
sentusingthe NETCAT utility 12 to the HTTP sener partof the EAIF to SMTP gatavay.
The requestwas handledby the HTTP part, and given to the EAIF part. The whole

2pavailablefrom @stale Researchabs, http://www.atstale.com/research/tools/.
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gatevay processvasrun with delugginglogginglevel. Thelog le waswrittento a le
which wasconstantlyiewed. Also, the EAIF partwrote variousdehugginginformation
to thescreenasit wasrun undertheinteractve "development’modeof CVOPS.

After receving anddecodinghe EAIF messagéhe mail messagevassentby the SMTP
part to an external mail sener, which was the ZMailer MTA [Aar2003. The MTA
did suitableaddressnappingsfrom testaddresseto real addresseso thatthe message
couldbe deliveredto anactualmailboxvia the compaiy-wide mail sener. Themessage
couldthenbeviewedusinga MUA, andeachpartof the messageouldbe moreclosely
inspectedor correctness.

After integrationtesting,whenthethe EAIF to SMTP gatevay wasfoundto beworking,
the testingdepartmentassimilatedhe EAIF to SMTP gatavay into their smole testing
[Pre2000]procedures.Smole testingmeansthat the softwareto be testedis integrated
into the daily "build” (a completepackagedoroduct)andthentestedas a part of that
build. The testingenvironmentdescribedn gure 14 wasalsousedduring the smole
testingphase.While smole testing,the gatavay wasrun asone of the processesinder
the control of the managementunctionsof the Intellitel MessagingGatevay. In this
phase somebugsandissueswerestill discorered,someof which were x ed but some
whichwereleft asoutstandingssuego be x edin futureversions.

6.3.6 Outstanding Issues

Testinguncoveredsomeissueswhich couldnotberesohed. Oneof thesewasamemory
leak, althoughit was not certainwhetherthe memoryleaking would stabilizeat some
point. An attemptto analyzethe memoryleakwasconductedisinglnsure[Par2002]and
Valgrind [Sew2002] but without successThis leakingof memorywasespeciallyisible
whenrunninga masstestwith large, over 150 kilobyte messagesThusit appeargo be
relatedto the messagédself, or its handling,but the ultimatecausevasnotfound,despite
comprehensie examination.

Also, with extremely slow links and large messagesome problemswere noticed.
Thesecould be remediedsomeavhat by increasingthe timeoutsof varioustimersin the
componentsalongthe ow of the message.For example,with over 170 kb messages
andfull delugginginformationbothto log les andto the screenit takes minutesfor
the messagdo ooze throughthe system. This resultsin the SMTP part timeouting
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andkilling the connectiorto the mail sener uncleanly which canhave adwerseeffects.
Withoutdehugginginformationto thescreerthemessageeliveryis nearlyinstantaneous.
However, this doesnot remove the problematicbehaiour if the network connectionis
extremelyslow andthe endpointsareslow to answer

A Nokia EAIF Emulatorexists, but it was not usedduring testingfor variousreasons.
Testingwith the Nokia EAIF Emulatorshouldbe conductedat somepointin the future.
Also, a possibility to run testsin a live ernvironmentmight be especiallybene cial. This
would requireaccess$o a NokiaMMSC andan MMS-capablemobile phonefrom which
to sendthemessage.
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7 Conclusions

TheMMS functionalspeci cationemphasizethe usageof openstandardskFor example,
the mediaformatsusedin multimediamessagefiave MIME-compatible mediatypes.
This propertystemsfrom the useof WAP in the MM1 interface. TheHTTP andSMTP
protocolsalreadywidely usedin the Internetwere also to be usedwithin the MMS
network architecture gspeciallyat the MM3 interface. The requirementdgor the MM7
protocol interface were not speci ed conclusvely, which resultedin the creation of
non-interoperabl& M7 protocolimplementationgmongthe largestmanufcturers.

In the early versionsof the MMS functional speci cation, the MM4 protocol was
also ambiguouslyspeci ed. This resultedin at least Nokia specifying and creating
a proprietaryMM4 implementationfor their MMSC. Thus, also the MM4 interfaces
becamenon-interoperableamong the major manufcturers. This situation and the
problemswith interoperabilitysuggestedhat a mediationapproachsimilar to thatused
in the SMS networks would be the solution. The emphasisin such a mediatoris

in corversionsfrom one protocol to another Aside from protocol corversions,an

SMS mediatoralso often providesaddedfunctionality suchasbilling ticket generation,
managemerfunctionality, statistics securityfunctionality, load balancingetc. However,

it is not enoughto bring a mediationsolution motivated by the problemsin SMSCs
directly to the MMS networks.

Although the rst signswere different, now the manufcturersseemto be committed
to interoperability This meanghat eventuallythe MMSCs cancommunicatevith each
otherusingtheMM4 interface.An interoperabléM4 interfaceis essentiain orderto do
MMS roaming,andthis factaddspressuréo make interoperabléMM4 implementations.
For VAS applicationsusingthe MM7 interface the situationis still somevhatunclear If
themanuhcturersvantto bring interoperabléviIM7 interfacesto the marketandsucceed
in it, therewill be lessneedfor a mediatorsolutiondoing MM7 protocol corversions
from oneinterfaceto another Moreover, if the manubcturersadoptSQAP asthe MM7
interfaceimplementationtherewill beasingle”universalprotocol”whichcanbeusedoy
ary partyto accesan MMSC. This is a non-desireablscenaridor mediationproducts
focusingonly on protocolcorversions.

Even if the MM7 interfacesremain non-interoperablea mediator solution relying
on protocol conversion betweenthe different MM7 interfaceswill not necessarilybe
commerciallyattractve. This is becauseherearealreadymary existing SMS gatevays
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which can be madeMMS-capablewith little effort. Thus, mary companiescan make
suchMMS-capablemediatorswhich arein this casemoreor lessclonesof eachother
More differentiationis neededor commerciakattractveness.

Straightprotocolcorversionslo have acaseattheMM3 interface. They canbeutilizedto
arti cially enlagethe setof externalapplicationprotocolsthe MMSC cancommunicate
with. However, the numberof MM3 interface protocolsis in practicelimited, asvery
exotic or unpopulamprotocolstendto die away astime goesby. Thelesstherearedifferent
andoftenneededMM3 protocolsthemoretherewill beproductswvhich offer all of these
protocols,eventually leadingto a situationwherethe market is lled with practically
similar products.Again, a mediatorproducthasto offer somethingnorethanthe others
to standout from the massesandbring justi cation to MMS mediation.In otherwords,
the mediatorhasto addvalueto the mediationprocesstself. The basicideaof adding
valueto messagenediationis to breakfreefrom thelevel of protocolcorversionsandgo
to a ’higher stateof mediation”,wherethe messageontentandthe domainof services
is dealtwith. This kind of value-addingunctionality shouldbe an integral part of the
mediator

Variouswaysto addvalueto MMS messaganediationin multioperatorervironments
were proposed. Theseways includedbilling mediationwith variousbilling scenarios,
content transcoderfunctionality managemenand service provider self-provisioning
functionality, gathering of statistical data, MMS voting applications, positioning
functionality, addingadwertisementso a messageintegration with HLR (for location
services),integration with existing Internet seners and a location-basedadwertising
scheme. Note that theseare not MMS-speci ¢ as such, but could be implementedat
leastpartly with SMS messages.However, with MMS the usability and practicality
is greatly enhanced.For someservices,suchas voting applications,the messagean
be self-contained. The usercan get all relevant information from the MMS message
itself without having to rely on television or other mediato obtain information which
the messagdormatis unableto present.For instancean SMS messageannotproperly
presentaudiovisual media. Simple small monochromatiégmagesand monophonicring
tonesareuselesdor sucha purpose.Thus,althoughpossibleup to somedegree,some
servicesarenotvery practicalwith SMS.

MMS messagesanbe largerthan SMS messageandthey integratewell to messaging
formatsusedin the InternetandWWW. Programmabilityin the handsetsllows partsof
theservicelogic to bedistributedto the 3G handsetsgreatingnew kinds of applications.
However, the informationthat the handsetgprocessanddisplay hasto be obtainedfrom
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somavhere.To fetchthisdata,the3G handsetanuseWAP, GPRS(GeneraPacketRadio
Service),or someothermethod. Dependingon the natureof the service,it canalsobe
implementecentirelyasanMMS VAS service.

DespitetheprogrammabléandsetdMIMS VAS serviceshavetheirplace.Thisis because
by installing a customapplicationto the handsetthe useris committingto a long-term

useof the service.Eachapplicationtakesmemoryspacefrom the handsetandmemory

spaceis a premiumin a mobile appliance. Thus, the useris likely to install only such

applicationsthat shetruly nds useful. For a userwho only occasionallyusessome

service,usingtheserviceasanMMS VAS is easieyif thereis suchachoiceavailable.

The implementationrdonefor this thesiswas a unidirectionalEAIF to SMTP gatevay.
The gatevay allows an MMS messagédo be sentinto an existing e-mail address.The
gatevay canalso act as a Nokia to EricssonMM7 interface bridge with very little or
no changes.Ilmplementinga bidirectionalgatevay will requireencodingfunctionality
for the WAP WSP-209codecand somechangedo the protocol stateautomaton. The
implementationdoesnot only do protocol corversions. To add value to the message
mediation,the implementatioralso dealswith messagesThe receved binary encoded
MMS messagés transformednto a singlepartor multipart MIME mail messagéormat,
andtheresultingmessagés modi ed to containa smalltextual adwertisementAlthough
beingin text formatin theimplementationtheaddedadwertisementouldverywell have
beenmanimageor asoundclip. Neverthelesssomeaspect$rom theadwertisingcampaign
gatevay scenariowereutilized in theimplementation Althoughthe implementatiorhas
limitations, it canbeconsidereduccessful.

The implementation shavs that IMG offers a solid base from which to build

an MMS-capableproduct. However, there are recommendationgor further IMG

development.in theshortrun, the SMTP protocolinterfaceof IMG shouldbedeveloped
furtherto eradicateany bugsstill presentandaddmissingfunctionality. In orderto make
the interface more robust, testing should focus on conformancewith various real-life
MUAs and MTAs. The EAIF to SMTP gatevay should be developedfurther to add
functionality requiredby bidirectionaloperationandthe Nokia-EricssorMM7 protocol
corversion. Also, in the longerrun, IMG needsa compliantSOAP interface. This will

allow IMG to interfacewith futureversionsof majorMMSCs. Thebiggestmanufcturers
arelik ely to startsupportingSOAP onthe MM7 interfacenow thattheMM7 interfacehas
beenspeci edthoroughlyenough.t will take sometime for theimplementationso catch
upto thefunctionalspeci cation. Thistime canbeusedo implementthe SOAP interface.
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Also, routinesto modify the MMS messages¢i.e. the WAP WSP codecsanda SMIL
parser/compilerare de nitely needed.A simple scripting languagewould bring more
e xibility and more powerful ways to con gure IMG in scenarioswhere message
modi cation is done. For example,IMG could be instructedto add an image as the
rst partof the messageasthe last part of the messagedo any othercorversions,etc.
Con guring suchfunctionalityis cumbersomevith thecurrentline-orienteccon guration
le format.

IMG alsoneedsa simpleservice-oriented\PI (Application Programmingnterface)so
thatits capabilitiescanbe usedasa messagingblack box” by invoking the API calls
from a programminganguage For example,simplerequest-responseccesso anHLR
andsendingor receving of SMS or MMS messagesvould be good candidategor the
API functionality If the SOAP interfaceis implementedfor MM7, the API can be
realizedusingSOAP. The adwantage®f SOAP arethatit is simple,easyto useandalso
architectureandlanguageneutral.

If amediatorproductis to succeedn theMMS world, it hasto addvalueto the mediation
process. This way there are justi cations for the investmentsy the operator Also,
value-addingunctionality in the mediatormay enablenew servicesto be createdmore
easily Thevalue-addingunctionality canalsobe a new servicein itself. Whatever the
MMS functionality of IMG will eventually be, somemethodof value-addingnessage
mediationschemeshouldbe implemented.The methodsproposedn this thesiscanbe
usedas-isor asastartingpointfor innovation. At thevery least,investingtime andeffort
to build functionalityto helpin real-timemessageontentmodi cation is suggestedIn
conclusion,implementingeven the most rudimentaryvalue-addingunctionality to the
mediatorcan be bene cial, asit may provide the groundwvork for a newv kind of MMS
killer application.
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Appendix 1. Example MMS Messagan a MUA

The Market UpdateMMS example messageshovn asa mail messagenside a MUA.

The SMIL partcannotbedisplayedn the MUA, hencetheicon-onlyrepresentationThe
imagespntheotherhand,areshovn asinline attachmentsTheshortblurb addedoy the
EAIF to SMTP gatavay is shavn asthe rst partof the messageTwo images,a Nokia
logo andthe Market Updatelogo, arefollowedby the stockdata. The partsaredisplayed
in the orderthey appeain theoriginalMMS message.

Eile Edit WView Folder Message Settings Help

NG 34 869 R0 XEm=

Falders % Subjact (Status) Sender
Mail = Stk Update mms-editord@inte|lite].com
| L inbex =
ﬂa otk I_:,
i o]
i sent—mall . - [
L. f s K a0 KN I3
gﬂdrafts %I s-De live ry-Re port: Ho |-
Lo . %Mms-Read-Raply: Mo =
g %Inb&lllh&l Content-Type: multipart/ie lated; type="application/smil";
y | star="<prasantation-part-"; boundar="khzQ46pUVawmmugn K pdleGzWdete 1C"
+ 2 - MIMEVersion: 1.0
. @user Contznt-Disposition: inline
E:'J X--EAIF-Recipient: +1LTYPE=PLMHN
[E'ﬂ Jel-EAIR-Sender: mms-ditord ool kit
H E‘:] XolMessage-ld: 012210302 130ashbhdsbbd saHUUHAAzsdd s8i2 Ln2 Lednds
:;' %el-EAIFVersion: 1.1
Eﬂ Xe|-Recipiznt: jani.numaine n@intelitel.oom
E_:] X--Sender: mm s-2ditord ool kit
Hel-RoutingInfo; HTTP to EAIF gateway: http - 2aif _f
EE:; XWP: 180 :
Eﬂ From: mms-=ditord inte|litz|.com r
F:? Tojani.numminznd@intellitoom :
T Message-Id: -20021003132446 25FDEEES C @ mail.intzllite|.com
E"J Wirus-Scannad: by AMaViS perl-l r
g This MMS message brought to you by Intellite] Messaging Gateway!
=5 :
L 7 % :
R | £
E‘l—ﬂ defaults. smil :
En'-J Erought to you by: _J-é
- ConNNECTING PEOPLE 1
F?-] nokia.gif 1
EE update jpa ?
E::‘] Your personalized stk alert;
Mokia 1527 +.13 :
DJIA 930785 +37.02 =l
S&P 003 43 +8.70 —
[




Appendix 2. Example MMS MessageasMail Message

The Market UpdateMMS example messageas a mail message.The mail messagas
a multipart MIME messagevith the binary partsbase64-encodedlhe messages the
sameasin appendixl.

From mms-editor@intellitel.com Fri Jun 28 23:20:44 2002
Return-Path: <mmes-editor@intellitel.com>
X-Sieve: cmu-sieve 2.0
Received:  from localhost (localhost [127.0.0.1])
by mail.intellitel.com (Postfix) with ESMTPid B847BEE3D
for <jani.nurminen@intellitel.com>; Thu, 3 Oct 2002 16:24:48 +0300 (EEST)
Received: from toolkit (xxxxx.intellitel.com [10.0.1.119))
by mail.intellitel.com (Postfix) with  SMTPid 25FD8EE3C
for <jani.nurminen@intellitel.com>; Thu, 3 Oct 2002 16:24:46 +0300 (EEST)
X-Mms-Message-Type:  m-retrieve-conf
X-Mms-Transaction-ID: 1234

X-Mms-MMS-Version: 1.0
Date: Fri, 28 Jun 2002 20:20:44 -0000
Subject: Stock Update

X-Mms-Message-Class: Personal
X-Mms-Priority: Low
X-Mms-Delivery-Report: No

X-Mms-Read-Reply: No

Content-Type: multipart/related;
type="application/smil";
start="<presentation-part>";
boundary="MxzQ46pUVAwmrugnKpX0zGzWdeWelC"

MIME-Version: 1.0

Content-Disposition: inline

X-I-EAIF-Recipient: +1/TYPE=PLMN

X-I-EAIF-Sender: mmes-editor@toolkit

X-I-Message-Id: 012210302130ashbhdsbbdsaHUUHAAcsdds9i21n2103n0 S
X-I-EAIF-Version: 1.1

X-I-Recipient: jani.nurminen@intellitel.com

X-I-Sender: mms-editor@toolkit

X-I-RoutinglInfo: HTTP to EAIF gateway: http -> eaif

X-I-VP: 180

From: mms-editor@intellitel.com
To: jani.nurminen@intellitel.com

Message-ld:  <20021003132446.25FD8EE3C@mail.intellitel.co m>
X-Virus-Scanned: by AMaViS perl-10
X-UID: 2630

--MxzQ46pUVAwWmMrugnKpxX0zGzwWdeWelC

Content-Type: text/plain; charset=is0-8859-1

Content-Disposition: inline

Content-Transfer-Encoding: 8bit

Subject:

This MMSmessage brought to you by Intellitel Messaging Gateway!

--MxzQ46pUVAwWmMrugnKpxX0zGzwWdeWelC



Content-Type: application/smil

Content-ID: <presentation-part>

X-Wap-Content-URI: http://orig.host/defaults5.smil
Content-Location: default5.smil

Date: Fri, 28 Jun 2002 20:19:35 -0000
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="default5.smil"
Subject:

DQo8c21pbCB4bWxucz0iaHROcDovL3d3dy53My5vem cvMjAWMSOTTUIMMJAVTGFuZ3VhZ2UiPgoK
IDx0ZWFkPgOKICA8bGF5b3VOPgOKICAgPHJIVb3QthG F5b3VO0l HdpZHRAPSIZNT lilGhla  WdodDOi
MTQOIIAVPgOKICAgPHJIZ2IvbiBpZD0iSW1hZ2UilH dpZHROPSIxNzYi 1Ghlaw dodDO0iM TQOIiBs

ZWZOPSIwliBOb3A9IJEiIC8+DQogICA8cmVnaWoulG  [kPSJUZ Xh0liB3 aWR0aDiMTc2l iBoZWIn

aHQO9IJEONCIgLz4ANCIAgPC9sY XlvdXQ+DQogPC90ZW FkPgOKI CA8Ym9leT4NCi AgIDxwY XI+DQog
ICAgIDxpbWcgc3JjPSJ1cGRhdGUuanBnliByZWdpb2  491kitY WdIliAv PgOKIC AgPCOwKI+DQog
ICA8cGFyPgOKICAgICA8dGV4dCBzcmM9InF1b3RIcy 50eHQil HJIZ2lv bjoivVG V4dClgL zANCiAg
IDWvcGFyPgOKICAgPHBhCj4NCIAgICAgPHRIeHQgC3  JjPSJhZ C50eHQIIHJIZ2 Ivbjoiv  GV4dClg
Lz4ANCiAgICAgPGItZyBzcmM9Im5va2lhLmdpZilgcm VnaW9uRSJIbWFnZSIgLz 4NCiAgl DwvcGFy
PgOKIDwvYm9keT4ANCjwvc21pbD4NCg==

--MxzQ46pUVAwWmMrugnKpxX0zGzwWdeWelC
Content-Type: text/plain

Content-Location: ad.txt

Content-ID: CID1

X-Wap-Content-URI: http://orig.host/ad.txt

Date: Fri, 28 Jun 2002 20:19:35 -0000
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="ad.txt"
Subject:

QnJvdWdodCBObyB5b3UgYnk6

--MxzQ46pUVAwWmMrugnKpxX0zGzwWdeWelC
Content-Type: image/gif

Content-Location: nokia.gif

Content-ID: CID2

X-Wap-Content-URI: http://orig.host/nokia.gif

Date: Fri, 28 Jun 2002 20:19:36 -0000
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="nokia.qgif"
Subject:

ROIGODIhhwAyALP/AP///zBnzgEvy1GE1Jy/5Hih3c 798e3x+ 7rS7d/q 9vX4/R plyQAAAAAAAAAA
AAAAACH/COFETOJFOKISMS4wAt7tACH5BAAAAAAALAAAACHRBIAAAT/ EMhJq7046827/ 2AojmRp
nmigrmzrvnAsz3Rt33iu73zvZ4GgcHjIKlaBAgUxWD gFOKjUu RggKAUKAXNACWA7PCaBOLK6la

EMgc1G1IYE2nxwFz6Z2SWNC3AH5SShgJdXsodVEDX8YipCLj 1KMFYZrC2h4ao QXeXQGZAFkFW96
AJeRKQmMbIBUIdMATN1Cdr5ALogsWpIFtBKqqW7QCIR LAa4itU bYUgogkJ8GZpY7liwfZ2 tvZBWrD

ashea82TzBfXUc9QuSIgC+nglafxoRUQUOCUAANOOR TEyuGDNDVuUURQg+NExBnDgLzX/L hgUoE9S
v3esMASOcFEKK2IC/2SZWGNuUOASHAOJFDCxIsGO8j RspDCwitBJAsgJ ICIhXZ SMKFVydIMUTuZ
NCgA1LRUWsKbdKgFhTjOW9FiIAOI9JROggFyfNYWHM FTwIdMABRYo07gBKDFGMRsLJIkT4 BoCBAro
JQAyl4AmyEsaFA7BWytywUIzaVAIWq0mzweyMfGgXXO E09jS4H RxYsoWAHSKDKd-YggKfk uMt8OLF
p2KG8dhpoksotmgBR3dSRgzp4W1/V8faFpD5KiHUvw HploIBV u+Gv+mAeWvhb@jYe5y2 +5zwdYP
pSkMhxJnfDAy1HKkhD1DEZ4Gayiw4fxwiPIW4pyQgQB 5pAan06 kXVxf83 +BWXAWbHPd tl815AB

EBgAwWIQUUmMjAbKZx4yBN24WiADcNafiBgj+UaOKJIKJ qowlQYpljKAQok OKKL97ERgB86ubgfGzjS

yBFFUBkzowYbeuCgLB/+mM0cOQJIwAQ9f5UYAIwSsBd®Coeynl wBX7GefEzfGMcSUN64AWQUBGLBa
YP7hYSVD/RRhyABNBLFAKFU2wch+QnTRZIph3niY CP2UAWWB@CDgCIFpMIolF uwcYABj DghYxAF
JDBHAgWx0RAjagaSiQID7BHNEVXx60w2EQL7BSDGG2MFADIWIBgI/Sg3 gRO7ZtJEL0o6Wi ccVbCTw
HjB+ATLHBDbxIdP/Af7RO0FfCt1YIzcJIKDEjbMIQJ gSYOaGmQFN;jICo BZ7KsQCnrhZgg KauDrCF
H34YG9Jn3kpgk625InFVYH3dO0A8CnIDhZsCe4vbjz  gKixuvK ORZwWWIHDAFFSrgdOAfGA Xt6oar4d



MsulXgEFAEtGyyY8mzfHKDRLLrD25PAXRZLQzwBgaGorcU5Sd LFCH7bTTyhsKE AqQLHEgoGy+hli2s
hFrerjYdOwgtLACMfBmixFdKLCaq0XtdveJYKBjsRC UFVLGAK2gdODa ykoYbi 5RBNGFmMOCk2YQ
ZrUBbQBNdFKIpN3agqQSfVQCAdBHQmSsIIP4b7KPnkIF du+eWYZ75D+ac d+7556 CHLvrop JMeAQA7

--MxzQ46pUVAwWmMrugnKpxX0zGzwWdeWelC
Content-Type: imageljpeg

Content-Location: update.jpg

Content-ID: CID3

X-Wap-Content-URI: http://orig.host/update.jpg
Date: Fri, 28 Jun 2002 20:19:36 -0000

Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="update.jpg"
Subject:

19j/4AAQSkZIRgABAQEAIgCWAAD/2wBDAAMCAGICAGMCAgIDAVMDBAYBAQEBAGBgUGQgKCgkl
CQkKDA8MCgsOCwkJDRENDg8QEBEQCgwWSEXIQEWAEBBDAQMDAW@ENGEBAIQCWKLEBAQEBAQ
EBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQREI¥FAR)BAQEBAGBD/WAARCAA+AMDASIA
AhEBAXEB/8QAHWAAAQUBAQEBAQEAAAAAAAAAAARERgCIC QOL/BQAIRAAAGEDAWIEAVUFBAQA
AAF9AQIDAAQRBRINMUEGE1FhByJxFDKBkaEIIOKxwR/S0fAkM2JyggkK FhcYGRolJicoK SoONTY3
ODk6QORFRkdISUpTVFVWV1hZWmNkZWZnaGlgc3R1ddeXqDhIWGh4iJ ipKTIJ  WWI5iZmgKjpKWm
p6ipgrkztLW2t7i5usLDxMXGx8jIytLTINXW19jZ2u Hi4+TI5 ufoberx 8vP09f b3+Pn6/ 8QAHWEA
AWEBAQEBAQEBAQAAAAAAAAECAWQFBgCICQoL/BQAARIECRQDBACBAQAAQ3IAAECAKEEBSEX
BhJBUQdhcRMiMoEIFEKRobHBCSMzUVAVYnLRChYKNEBBRcY G RomJygpKjU2Nz g50kNERJZHSEIK
U1RVVIdYWVpjZGVmZ2hpanN0dXZ3eHI6goOEhYaHil mKkpOUIZaXmJmaqOkpaangKmgsrOOtba3
uLm6wsPExcbHyMnKOtPU1dbX2Nna4uPk5ebn60ng8v P09fb3+ Pn6/9oA DAMBARAXEAPwWD9U6K4
T4IfHD4Y/CN7aHx74mj06e8jMIvCYndpF3hOqgquWz  VBYqCTg/H4h+Mmh7Sfgx ¢/G7TLe XUNFiOo
avEjsLZpICAckv8BAdABzOOQPIDZALs9yPaRu431W53 9FeBfss ftVWn7T y+Ir3S fDMOmMW@CiyC+
aV5Gd5lwUeKNgMQ7g2MHdjtmvc7vUINSGRL/AFC2tm k+4JpVQtIMnmhpxdmFORGrFThsy 1RVLWNZ
Orw/pN3rut6hBZafY QtcXNzM4WOKNRIMJI9AK8h8Y/t  k/s5eCY tObUviX pllPgk Tz29tZy CSYRKSG
eRSR5QBVgQ+05B440BJvYcpxgrydjlbU/FXhnRdV03 Q9X8QadZajrLvH p9pcXKRy3bKMslkJy5Al
Zj1HrWrX5t+PvHFIrn7c3wh8baf44TxD4d8VSi50hr fdHFFZi YotuObc B42R8tjJaRie2 PZvgF+1
38TfiD+0hrXwV8eeDLPTUgS5dloVdbiwalblIEwYD5S uBnkFnNQqcZFW4WO0c1PFKUNGStr Zdb6Xv5
X6f1b6+pCQASSAByYSa+T/H37e9lY/EnxB8M/g18I9e  +I9x40OR m8S6rZy GHTIMZ70Mgjk LsulgeA
MgcFsGuO+If7XN98ev2fddl+G3hvxB4cRtttrOtks9 rp0OJING +ZGhkOXEPKTiVWJIC5y owcti62
KpOE+bdJuyT1t27n2vper6TrikmpaJgdpgFplWVLIil mWWNip&Aykg4l IPoQay /Gvjvwr 8PdH/tz
xbagWVqg0ghj+RnklklJ2ligsxwrE4AHAUk4AJHzn/AM E6PF+v+IfgPplh  qWhTfY4IFvY9b LsI765u
JZXnhCMidaFgAzKWU7hgggga37eviiwndG+DsXiHWL u/t9djv  Gt/Dz2N wipVup YXjcklW ygjdsgD
JOOArncGoLn5Xt5GcsRJI4V143J2v710r+el 7fLUTHQ f2v/i2cv  EmvWPhBvidp7 6rqMM1xBbNHKpa
0JGd23FdmAgMchucHFdb4J+NXww+lupPo/g7xXDgF6 KLTmA280LFFKhi Bli5xv TIHI3DP WvnjShv
9kXwx8lvBsXxc8YaeNY8e+JbLz/td9+9fT7F1LIbRb shCynLk cndt6Dn w/8A4J 7+LLD4c aV8eviN
eaFc6q2iHTdsVnCDM+Z7yOTH9xC0aF2PAWPcchaOVQ®@ugvblY Omp296PHOV+5+I1FfHW n/8FNvh
DgWhWd3Z+E9fu9YaEzahptqoYWYDFR+8cKXyVOBsDOQCMV78D/ANoD4dfH/w AJSeLfA 2ot5dg3
I3trc4Sa0bn/AFgBIAO1sHOMqw4KKCXCUVdo2p4mlV  lywkm9z Ommqg6MirqWTh gDyPrXy p8Y/wDg
0oF8CvDdnr3hHWT8SLGTxZbwMIpO1pNLZCYfwCVUYMAIQgMpYrnizXP/ APBODD®rnirwr 8SfiN4x
1u5urm68RSWU1zey8+XA0sqs7EAbvLUU3N7AcAKAcr tdg68fa Kmtb3/A +zaKwvDvjvwR4 vkmi8Ke
MNE1p7¢c4mXT9QiuDH/VBGOPxgHx/8QfCPWwW8MXXjDXrMOm6ZaD5pH5aR8EhELEs5wcAe hPQEL1Js
2krs60iuU+F3xFOn4r+B908eaFZXdrY6n5phjugm8q kjJuyjM pU7cggk EEGuro2CLUIdb BRRRQM+
JP8AQQqlplhL8EVD+qXVpHPJa+ILVACvZGN5Y94BBBx hckA9s9 gR8f/ED x58UvDmIWf7Mf j3xvM/g
aa50zVrwée/2m4tLCcIKKPIDFf3gIGdoZMEA|c32v/ wVKg839nLT2+UFfEQIgk A4ljmcd e3yY/Gv
0J/2Gda+NGleDvi74E8dWGMWXjDwZoMOu2V7GxJaGRLNGUVEbSHIX nI3YPy 7waUVzbHk4gnKd
aXsviSTI9U7gz2XT1MvBAZIMON9n79t/Wfhho9+83hH  x7psdzo U8kpdZY3hSa3bceWPIiF Mnu4HLE
14j8d/hf408R/tm+19K1/Tdb+Jeu3Gs3V3ZRabrDj+ zbAxsba CKIKVjK B4tx6K Yzkr8xH r/7ZWga
N8NVH3wXb4WTXV3r/wAP7e00eUnAM1vaGMROOhOCIMVIzwQD/DwalgX xO+EP7Sdx+0b8 L/Dzeld
K+lluzZpdLIt5Jru2zMrZeJoYsuDvVHYEEKYhXBYErTSu 1LuvxJgq ScFKira LTdtfd euy3s+n /DHT/sh
fELXP4plzxF+xx+0V4flpY2sRJIZ2urLIBPEOeJTDHI G3MmOCRBrYGzjg 15f+xv 8Asz/DH 4ifFv4z
eA/GVpdNd6LPHa6bMrgPZ2kNww2IMY CucEjAwNu3bg VEVAW+I7 X3xA/ abOn9q XxH4Ytt HaGa2hg
OuedbWKLT1URyhomLSpKUZ+WySrMMDivYfgT+zH8V\hn+0J4r +Mepal4dfTT/AB hczHUrG F5JHEWH
MYh+QAHelTIm6BxgkgOm7X1/4cunTcnFcraTalWvKl fW+uj+Z 8wftz/C SfAN+NPgrdaT+C 20y6Jc2



ds+maPfSENJFdyzysIJN3Cq25856L6eva/sJéndd+Fn  xC8c/Bv xl4bv7H 4uaoty OniPWb0 3FzgDhW
kEBdgMDgyAqBv25Ix5bPIKftHfspN+0HA4t8N+JLrxw NKh8MgdO2+wNRK/ucvmUOsO0fVXA2kH7oll
yc5Xx6/Y98BfFXW/DPjvxL8RtR8O+INGtUSNQ1SDyl  f7YjCAE zKQAHyMrgAHa QVWKnmépM1VGr
CrkVPRaaaWatbTqrw8j4B8CfFPxqvw51H9jv4e6e2k  +P/iV4u kttflid  1jWxsA iLcGR87 tzEMSx4
laRRknFfaPxBuPg/8lv2ctc/Zp8BXct/dWPhmaee9t 4PMhlli VZI3nmTIEpRS5 HO1dgyMbD554S/
4J2+JfFfxI8feNPivr19Z21/evLompaffKZxGJIP3Sp t5C+XIm 3nJdgfv bg+g/h n+zB8MPhn4f1PQ
ralvNZOs2k1jfXOq3DTySW8w/exrn7iuQC20WIXJO1 cNuHxdexNOGIVgSS5VpzPe3pbe9d tW/PU81
/wCCad3Hcfsm+GbYXCvJaySILHVDGF2VJICh9OXJAPYVO/8Ag qglo+qN4 A8CelLobd59MOLX1kvIAy
gjdFIC3sVhkH0J7V9Q/BH4AfD74AaNf6L4Ctrpl9Su PtFxJcz b2YjOle AFAG5WLZIY534 x2Pi7wj
4d8d+Hr3wr4rOuLUNLvO8ueCTIlzzkEEcqwIBDAgggE ~ VHMIPmMRuUjKeH9 ILR2se feHvjt8 K7r4LWn
j2HxrotppseiiV/NukUwOKkWDGUzu3BgVxjIxxnivjT /gnTqll  J8Kfj9r Iplkkd ytzcQI1 2vIGn9o
AEofmAPoema+gtl/4J0/s9aRfRzRW+tyWUcvmixa/l hP+yVAChe3yBSOxFZvin 91z4S/s 5+CvilL8
T/Cb6ok1xot/Ba2Uk5e00S6XyxGv8biImZUUMTY2TIj  ugvdtaL 3MW6/N@Viko3 69LPXY81/4JWWP
gQeBviLgt2mjnXdalmW7vhKUad9PK43Pu58rzDKP7t  fN+h6xr /gjwl+0 J448By zZWPhLWROk27w5
WNbaacyxkHp/x72zxtjkeYT1YZ9G/Y6/Yx1b4gfCO6 vLv4peP PAgXV3PRaapZ6e viwalau wchHIwQ
eQykEKQOARX3Qv7LHwntfgTefs/aXpUIlt4fvICrzMw lUWUOCtyzMPmMKIXp5GMMAHFVKEMNKhO
tRg77J2fe6sv67niml/DX4R+HvBAgN5NrEnhLRrsX3 hX+2NQritkeT7d 10aQGQItMOQMEBEGz1zX
gPw+j8N6D/WS61TS/EGUz6PJ4x1swW4aty3mXsqSQ5g JBzskS2 ZGPPBxHQD6dL /wT++PU/ga7+Ck
vX7jPw9dzJHZ+bODMFbesUkYAwjMBuUAc4zuJkbOZPF H7CXxTvi2SdL+E 48Sade +IfC+qj U9JtIGI
13+QtAOhwHcyRiTIwMFkzyHBePfqPIrPaFrRa6b6bW  d/TY+ONGS8KFEf9 mLw94Y¥+Ntn8Nd S8Fpc3i
TW3iGzM8ImODRISEcgkHPmMFGcs+1X85gAV5r7G/4KC +JP+E0/ Zk8F+P5LqdT4n igtYtEM 0OggivLg
An7QdjKHeNt0IDhIPnHgda4745L+3N8Uv2f4Pg3gXw  ufTool4d YdRv7bS5Lma4VBcwoNrMTvdFDOk
WBx2NR(ftf6V4kuPgJ8AtL1PWOrFIYRPLBgMMIs8c8T  qYtu5GA KN+7DpuxwWJIxt JFIJvmT03MIKPsZ
wTIZxW915dfx1d7a+fsX/C8dQ/ZB/Z98J6PPodz4w8 TeKFgPg7wjZMBJaQSwxBN8s4QFgrP8xUs
xbaC20sKL/trfHj4TeMNDB8OftLfB/wAP6SfEcazWot 4fIM3Nx bRsX+aTJI48sj BwCf4x0 ryvOu74
pTfCT90ovAT/FzZRrO01G2h0CK40jSrt/JIfczRmSMkP GuSoLEA_3I15x3f 700i/D vwfbv+1 Z+0I8Rt
P8X/ABM8UZulitHN9HoduAG8gKBASjRKPmMfaAn3Rzy 0Wu+Zgq9%qg5nTi6 MZcvLZJIvXSyld 9Xfbe/m
feuiarFrujWwoOtQWt1bR39vHcpDdQmKaMOoYLIh5Vhn  BB6Girq sHUOVRIkcYorE 9E8/8Aj J8DvVA/X
10ax8PePkvZ90sbk3S20EWWOVYhT94rKQ2AzY44yfU 1yls2l+ DrGz+Cf wTjeNn klaa9km aSOzDsX

kIY8Fup2rwvYZ4HtlJgdcU7uliPZw5ue2ul+tj541r 4HeJJtS WFESLKW5xJHq 8tyA75/ wBZLJ1f
cfTIAHGT1qgvol74bt/Emp+Pm06M6F4VjSCxitogrXc SyFIl/2  iGbcenH XFfR7KrAqwBB4IPeontL
R4pIHtYW;jl4dCgKvOR3pFnznr+t67qVjc+Obv4l29u k6vLZ6N BgOomjB JCLth2 gEDuVPTk88dXN4

z8W6V80OtHOOS9u7nx|rSj7IkW1pkiJ4eQsD274B5HI wa9S/4R Xwvsflf  8I3pez +79jjx+ WKfH4a8
OxX66pFoOnpelSVuFtkEg+jYzQB5rr9n498GaBa61r IXWdI7R FNXGLKNIk7Rx 5ALk9MsffGOnDa
Ve674z8f3Nzd6ULXXLNGJINLS/by4bNAolk27G3vsGR  kADrwcV 71rPgzw 14hvYNQ1nTBdT2xBhZ5X
AQjoQoYDPVisbxP8M7PWdWfxNo+oy6XrcirHIrG6RQ gGOlywXOMDnNI46d6A0XM4i3WhWdzpMmv2
2v3dpMftegX9wtpZWORXFGWUVMQQeFX8hWvpHxB8YIBqOteF LePR7ZDINR85r VWUc/Kk4DntgkD
NVID+BWkeHdQTVNKB8R6IBchMPKI4GhcfvFS6Nsz6Cr+vfC2XX rzTornx RezaTayie5s7p mnN3ID/
ABMWAVcYGOAACNGTQBV8F+MPHXjnV49SXSI0zwySZAKitlcY 7EuQQhRIUz90t db4p8Xa P4Vsmnv
762S5dT9mtnkled+yqqgscnuFOK1fJ+z2hgsYo4/L| 2wpjCLg cDA6CvH/BWIeMPDuv6r4 g8YeB9Q
1nVriQtb3sMsDrFHz8gBnG3j057UAbumeOPIVLFLqu  s+ENMOZSI08x7n ULprUx r3yvzse /VVzxOr
S8N+JtN+K+IXItf+DHMOCdmh8y+RJLe7Ckf8s25lyP QgEdciu A8Qa9L4rkmi1v4 m217ofh vTHBttG
KOsu0zc4GSF390g6272zUQjXei+JbpfHnibxXWNCt7f  FtpWjaT dETKIijA GOAkkg4/dgdTy OIAHVME
EFrBHbWOKQwxXKEjjRQqooGAABWAB2qSvB/BPjDxjpH iqg80yeP WdATfUB/xLdJv7 ndPFHncJZ3bPID
b26nPTpXS+LPH3j7w1fWWmJB4fvtR1BtqgaZZec9yik  H59503A65KgelAHqdFeC6f42Hg/ V1T4h+J
tU1XxA6bzpmnRFoLRCuQGVdqyNjJPXHIxwDXp2h+Jd F8RaPHr2I3qvzS 5x14Kb SDghg2MHNAGpUF
3Y2V+iR31nBcpGeyossYcK46MAehHY1maV4z8Na5fy abougdf TQ/6026 NJHHxn5pANoz2ya2gAPn
fAhfsUfDX4pfHb/hdfja6m1LdYrZPpckZA2LEY9izB wUjOdxULndkhhk iug8A/ shfAz4c an/AGp4
e8MSZWVJoreabNvGyHKfulCg+08qHDbTyMHmvaKKpTklZMxlh gM3zSim731V9f K+wUUUYsFFFFA
BRRRQAUUUUAFFFFABRRRQAUUUUAc4/gDw3ca8nilili#1CFi 0MIzcO6 xdeFTOOAZPGPBrXtNHO
iwlaex0gzt5H+88UCox+pAg5RQBxupfC3Qb7xDP4pt  NQ1bTNSIF2yy2V 15e7jH OQfbpjp 9a53UPg
/gmlaHfr408RzNrmpSg3Wo03z5neLBzGsgBZQeO5zjr  XqglFAHh uo/DPxB qdrZeG 5fA+laX ANr32uw
3P2i4YKoLFc4fLHjByPw5qvdTRXnhaWyaO58NeBtGO MyRkX+pSDnKbh8uSc5GT+HT3gsL VVA3hPX
dSGr6zosN7dLH5StMzOFX2UnaD7gZoA8p8E6pgllpr nwJo990 9jO5ZLf TrITO2 35Q0t1d kQg8dED
H15r0XwPD8SYDMPG1zp88D5MBQj7Qns+xFjP1FTWHxBDaZtF noKCNWBE80kk QP+4zFf OrpwABg
DigBaKKKACIiigD/2Q==



--MxzQ46pUVAwWMrugnKpX0zGzWdeWelC
Content-Type: text/plain

Content-Location: quotes.txt

Content-ID: CID4

X-Wap-Content-URI: http://orig.host/quotes.txt

Date: Fri, 28 Jun 2002 20:19:37 -0000
Content-Transfer-Encoding: base64
Content-Disposition: attachment; filename="quotes.txt"
Subject:

WW091ciBwZXJzb25hbGI6ZWQgc3RvY2sgYWxIcnQ6DQpOb2tpY SAXNS4yNyArLj EzDQpEXIBIDkz
MDcuODUgKzM3LjkzDQpTJIAgGOTKzLjQzICs4Ljc5IA ==

--MxzQ46pUVAwWMrugnKpxX0zGzWdeWelC--
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Appendix 3. SMIL PresentationPart of MMS Message

TheMarket Updatemessageontainsa SMIL presentatiopart. Thepartis shovn below.
In an MMS handsetthe partsareshavn in the orderde ned by the SMIL part. Notice,
that this order differs from how the partsare settledsequentiallyin the original MMS
message.The picturein Appendix 1 illustratesthis property For example,the stock
guotepart(quote.txt)appeardastin the original messagewhereaghe SMIL de nesthat
it mustbedisplayedasthe secondoart,immediatelyafterthe Market Updatelogoimage.

<smil  xmlIns="http://www.w3.0rg/2001/SMI L20/La nguag e">
<head>
<layout>
<root-layout width="352" height="144" />
<region id="Image"  width="176" height="144" left="0" top="1" />
<region id="Text" width="176" height="144" />
</layout>
</head>
<body>
<par>
<img src="update.jpg" region="Image" />
</par>
<par>
<text src="quotes.txt" region="Text" />
</par>
<par>
<text src="ad.txt" region="Text" />
<img src="nokia.gif" region="Image" />
</par>
</body>
</smil>



