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Mobile messagingusingtheShortMessagingService(SMS)hasbecomea phenomenal

success.Currentlya successorto SMS is emerging. This serviceis calledMultimedia

MessagingService(MMS). MMS messagescancontainvariousimage,text andvideo

formats. Although mediationproductssuch as the Intellitel MessagingGateway are

neededto connectnon-interoperableSMS Centerprotocolstogether, the SMS-centric

mediationapproachis not reasonablefor anMMS-capablemediator. An MMS-capable

mediatorhasto addvalueto themediationprocessitself in orderto thrive andbecomea

successfulproduct.

This thesis explores the problematicsof MMS mediation with special emphasisin

developing an MMS-capablemediatorfrom an existing SMS mediatorproduct. The

reasoningfor the needof value addition is explained. Ways to add value to MMS

mediationare proposed. Someof theseproposedvalue-addingschemesare usedin

the implementationpart, which is a mediatorcomponentmeantfor connectingto the

MM7/VAS interfaceof theNokia MMS Center.
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Mobiili viestintäänkäytetystälyhytsanomapalvelusta(Short MessagingService,SMS)

on tullut ilmiömäinen menestys. SMS-palvelulle on tulossaseuraaja,jota kutsutaan

monimediaviestipalveluksi(MultimediaMessagingService,MMS). MMS-viestit voivat

sisältääuseitaerilaisia kuva-, ääni- ja videoformaatteja. Vaikka yhteensopimattomia

SMS-keskuksia yhdistämään tarvitaan Intellitel Messaging Gatewayn kaltaisia

sanomanvälitystuotteita,ei tällainenSMS-keskeinenlähestyminensanomanvälitykseen

ole MMS-kykyisen sanomanvälittimen kannalta järkevä ratkaisu. MMS-kykyisen

sanomanvälittimen täytyy lisätä arvoa itse sanomanvälitysprosessiin,jotta tuotteesta

tulisi menestyksekäs.

Tässä työssä käsitellään MMS-sanomanvälityksen ongelmallisuuksia. Erityisesti

painotetaan MMS-kykyisen sanomanvälittimen kehittämistä olemassaolevasta

SMS-sanomanvälitintuotteesta, sekä selvitetään syitä arvonlisäyksen

välttämättömyydelle. Työssä esitetään myös erilaisia arvonlisäystapoja

MMS-sanomanvälitykseen. Eräitä esitetyistäarvonlisäystavoista käytetäänkäytännön

osassatoteutetussaNokian MMS-keskuksen MM7/VAS-rajapintaan kytkeytymään

kykenevässäsanomanvälityskomponentissa.
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1 Intr oduction

Few if any people could have foreseenthe successwhich becameof a pager-like

messagingadditionbuilt into GSM(GlobalSystemfor Mobile Communications)phones.

This technology, dubbedSMSfor ShortMessageService,wasnotplannedfrom thestart

to becomea gold mine for mobile telephoneoperatorsworldwide. Nevertheless,SMS

messagesenjoyeda hugedemand,andthemarketblossomed.

Due to mostly businessreasons,many non-interoperableSMSC(SMSCenter)products

weregraduallyintroduced.The SMSCscould not communicatewith oneanother, and

thuscouldnotsendmessagesbetweentwo SMSCsunlesstheSMSCswerefrom thesame

manufacturer. Therewas, however, demandfor interoperability. The interoperability

issuecould be solved by using a messagemediator, i.e. a messaginggateway which

understandsseveral SMSC protocols. [Sir2001] Using sucha mediatorSMSCsfrom

differentmanufacturerscouldinteroperate.

As timewentby, SMSmaturedandmany servicesbecameavailable.However, SMSwas

not well suitedfor transmissionof imagesor sound,or othernon-textual media. Some

handsetmanufacturersintroducedtheir own methodsfor achieving messageswith richer

media. Nokia did this with their proprietarySmartMessagingconcept,andsometime

later Ericssonfollowed with a more openEMS (EnhancedMessageService). These

technologieswere noncompatible,althoughboth usedthe UDH (User Data Header)

functionalityof SMS.[Mob2000]

Meanwhile, developmentof a technologyknown as MMS (Multimedia Messaging

Service)wasstarted. The aim of MMS wasto bring colour images,soundsandvideo

clips to thehandset,offeringunparalleledrichnessof mediaandexpressivepower. As 3G

(3rdGeneration)mobilenetworkswerebecomingcapableof deliveringdatafasterto the

users,it madeperfectsenseto providesuchanew kind of messagingservice.

Although the MMS speci�cations, written by large manufacturers and operators,

emphasizedcommitmentto opennessand interoperability, it seemedthat the lessons

learntfrom SMSwereforgotten.It becameclearthattwo MMSCs(MMS Centers)could

not interoperateif they werefrom differentmanufacturers.Eventheprotocolinterfaces

aimedat externalapplications(e.g. a mail server andothersuchlegacy servers)were

incompatible.Theseproblemscouldbe �x edwith an MMS-capablemessagemediator,

i.e. implementingMMS protocolinterfacesto anexistingSMSmessagemediator.
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But is doingsuchastraightforwardportof anSMSmessagemediatorto MMS capability

a reasonableapproach?Is it enoughfor a successfulproduct? The argumentis that

it is not. MMS speci�cationshave continuouslyprogressedtowardsincreasinglevels

of interoperabilityvia standardprotocolsandtechnologies.The demandfor a protocol

interfaceconverterof todaymight be obsoletenext month. A betterstrategy is to build

anMMS-capablemessagemediatorcapableof morethanthebasicprotocolconversion.

The mediation functionality should be extendedto the domain of messages.Other

functionality shouldalsobe implementedto make the MMS mediatortruly usefuland

to standout from themasses.This thesisexaminesanddiscussessuchwaysto addvalue

to MMS mediation.

This thesisbegins with a glimpseof the history of mobile messaging.The conceptof

SMS mediationanda concreteexampleof an actualSMS mediationproduct(Intellitel

MessagingGateway) is examined.A tour of MMS is takenwhile at thesametime issues

relevant to mediationarestudied. Ways to addvalue to MMS messagemediationare

proposed.Finally, animplementationutilizing someaspectsof theproposedvalueadded

functionalityis explainedandexamined.
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2 Evolution of Mobile Messaging

The evolution of mobile messaginghasbeendriven towardsmore and more capable

terminals,richercontentin messagesandnew kindsof services.Thischaptertakesaquick

look at thedevelopmentof mobilemessaging.Thedevelopmentpathstartswith pagers,

followedbySMS.It wasn't until SMScamealongthatthemobilemessagingreallystarted

to bloom. While waiting for MMS to appear, EMS wasproposedasanenhancementto

SMS.However, EMS did not manageto convinceall mobileterminalmanufacturersand

thusbecamea featurefoundonly in somemobileterminals.Theemphasisandhopesin

themessagingbusinessis now shifting into MMS. It now seemslikeSMSwill behereto

stayandis likely to co-exist with MMS for a long time. However, asMMS enablesnew

kind of messagingsolutions,servicesandproducts,old technologiessuchaspagerswill

graduallydisappearfrom themarkets.

2.1 Pagers

A pageris a radiodevice capableof simplemessagingfunctions. Thepagerdevice can

beone-way, two-way or one-and-halfway, which is functionallyin betweenthe�rst and

secondtype. One-way pagersareonly capableof receiving messagesfrom the paging

network. Thereis nocapabilityof acknowledgingthereceivedmessages,thusthenetwork

cannotbecertainthepagerhasreceivedthemessage.[Mot2000]

One-and-halfwaypagerscanreceivemessagesandareableto acknowledgethereception,

but they cannotsendany messagesotherthantheacknowledgementbackto thenetwork.

For thesepagers,thenetwork canknow that thepagerdevice hasreceived themessage.

Two-waypagerscanbothreceiveandsendmessages.[Mot2000] Thesedevicesresemble

mostthecurrentSMScapablemobileterminals.

Creatingservicesfor pagersis not sostraightforward. For example,roamingin ordinary

pagernetworksis dif�cult, assomepagersmayuseacertainhardcodedfrequency which

cannotbe changedwithout reprogrammingthe pager, or replacingthe pageraltogether.

Also, one-way pagerscannotinform thepagernetwork of their location. If thenetwork

cannotknow thelocationof thepager, it is not possibleto do roaming.[Mot2000] Lack

of supportfor properroaminglimits the serviceswhich canbe created.However, it is

possibleto make a nationwidepagingservice. In the USA (United Statesof America)

thishasbeenaccomplishedwith theuseof satellites.[Gar1998]
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Otherthantheaforementionedpagertypeswith differentnetwork connectioncapabilities,

there are different kinds of pagerswith differing messagetype and length support,

different form factors, different screencapabilitiesand so on. As the messaging

capabilitiesof pagersare very varied, it limits the servicesthat can be created. For

example,a one-way pagercapableof showing only numericmessagesoffers very little

room for creatingservices. Also, the lack of interactivity in one-way pagersis a big

hindrance.Thereis nowell-de�nedminimalsetof capabilities,andpagersmaybelimited

in the protocolsandnetwork architecturethey support,thuscomplicatingthe situation

evenfurther.

Althoughpagershave limited supportfor creationof differentkind of services,they suit

well theiroriginalpurpose,whichwasto offer anoti�cation of acallerby e.g.displaying

a numberin thepager, or sendinga simplemessagewithout having to call therecipient.

Pagersweresuccessfulin theUSA andAsia. In Europe,however, pagerdevicesturned

outnot to betoopopularwith theexceptionof UnitedKingdom.Pagersareslowly going

away in favor of GSM phonesandotherdevicescapableof moreadvancedmessaging

techniques.[Gar1998]

2.2 SMS

SMS hasbeena part of the GSM infrastructuresincephase1 of the GSM standards,

enactedin 1990. The SMS de�nes mechanismsfor relaying short messagesbetween

two single points in a GSM network. Thereis also a broadcast2 versionof SMS, but

lack of pro�table usagescenarioshave hinderedits usage.SMSis similar to thepaging

service,with theexceptionthatSMSalwaysallowsfor bidirectionalmessaging.[Sir2001]

Especiallyin NorthernEuropemobilemessagingbecameaphenomenalsuccesswith the

adoptionof mobilehandsetswith SMScapability.

The length of a short messagewas initially constrainedto 160 characters,chosen

from a set of 7-bit GSM alphabet. The length stemmedfrom limitations in existing

telecommunicationsnetwork protocol implementations. [Sir2001] By using the SMS

concatenationfeature,multiple SMS messagescan be ”chained” together, effectively

makingit possibleto sendmessageslongerthantheusual160characters.[Mob2000]

2ThesameSMSis sentto all terminalswithin somebasestationarea.
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Later versionsof the GSM standards,phase2 and phase2+, have further enhanced

the capabilitiesof SMS, althoughfrom a point of view of the user, little haschanged.

An exampleof theseenhancedcapabilitiesis the previously mentionedmechanismto

concatenatemultiple SMS messagestogether. Yet anotherexampleis the STK (SIM

Application Toolkit), with which the applicationstoredin the SIM (SubscriberIdentity

Module)cardcanusetheME (Mobile Equipment)via variousmechanismswhich have

beende�ned in the STK speci�cation. The mechanismsincludee.g. commandingthe

ME proactively (displayingtext, playinga tone,initiating a voicecall etc.),downloading

of the ME pro�le to the SIM, creationof menus,call controlmechanisms,autonomous

parsingof SMSmessagesandsecuritymechanisms.[ETS2000]

SMSmessagesutilize theunusedcapacityof GSMsignallingchannels.Becauseof this,it

is possibleto sendor receiveSMSmessagesduringdataor voicetransmission.[Sch2000]

The SMS supportscon�rmation of delivery. This allows the SMSC(ShortMessaging

ServiceCenter)to know whenthemessagehasbeenreceivedat themobile terminal. In

casethe mobile handsethasbeenturnedoff, the shortmessagewill be deliveredwhen

thehandsetcomesbackonline. Thesefeaturesalonemake SMSsuperiorto mostpager

solutions.

Nokia has further enhancedSMS with their Smart Messagingtechnology. Smart

Messagingis basedonthemobilehandsetinterpretingcertainmessagesin aspeci�c way.

This allows e.g. picturemessagesandringtonesto be deliveredto the handset.Smart

Messagingis Nokia-speci�c technology, but othermanufacturershave developedsimilar

technologies,suchasEMS,of theirown. ThesetechnologiesuseSMSmessageswith the

UDH (UserDataHeader)facility of SMS.[Mob2000]

Althougha capabilitysuchaschangingthe ringtoneof the handsetmay seempointless

andvain, suchpersonalizationof thehandsethasbecomevery popular. Fromtheuser's

point of view, beingable to downloadnew ringtonesaddsvalue to the handsetin two

ways:thehandsetwill havearingtonewhichsuitstheuser'spreferences,tastein musicor

lifestyle. Also, theringtoneis likely to bedifferentfrom otheruser's ringtones,allowing

the handsetto be distinguishedfrom other handsetsin crowdedplaces,e.g. in public

transportationsandstores.

SMSalsosupportsextra featuressuchascompressionof messagesandbinarymessages.

[Mob2000] Someof the most commonandgenerallyconsideredto be useful services

(becauseof many users)arefor exampletheSMSweatherserviceandSMSticketservice

for local masstransitsystems.
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2.3 EMS

The EnhancedMessageService(EMS) allows messagesto containsimplemediasuch

as melodies,pictures,sounds,animations,formattedtext and normal text. EMS uses

the sameSMS Centersandthe signallingchannelasSMS to provide the EMS service.

[Mob2000] Technically, EMS usesthe UDH facility of SMS by encodinge.g. text

formattinginstructionsto theheaderpartof themessage,andtheninterpretingthisheader

in acertainway in themobilehandset.

Comparedto SMS,EMS enablestheshortmessagesto have morecomplex contentthan

regularSMS.In otheraspectsit is quitesimilar, asthesameinfrastructurewhich is used

with SMS can be usedwith EMS messages.[Mob2000] However, EMS requiresthe

handsettosupportEMSmessages.A widesupportfor EMSwouldlogicallyhaverequired

all (or almostall) handsetmanufacturersto implementEMS.However, Nokiadecidednot

to go with EMS at all [Mob2000], but insteadchoseto focustheir attentionon MMS.

Nokia's reluctancy to supportEMS waspartly becauseNokia hadalreadycreatedtheir

proprietarySmartMessagingtechnology, which workssimilarily to EMS andin a sense

competeswith it. Lackof supportfrom Nokiawasasetbackfor EMS,whichwasseenas

an intermediatephasetechnology, an ”appetizer”beforeMMS wasto arrive in a usable

form.

EMSallowstext to bedisplayedwith differenttypefaces,font sizesandalignments.EMS

also supportsmonochromaticpictures,which are from 16x16 pixels to 96x64 pixels.

Prede�nedsoundswith nameslike ”Ding”, ”TaDa” and”Notify” arespeci�ed. Thereis

alsosupportfor user-de�ned sounds.Prede�nedanimationsdescribingvariousemotions

are storedin the handset. User-de�ned animationscan be sent from one handsetto

another. [Mob2000]

2.4 MMS

Mobile messagingtechnologieshave continuouslyprogressedtowardsmessageswith

more expressive power. Whereasplain SMS offered only short textual messagesand

simple pictures, ringtonesand soundswith manufacturer-speci�c extensions,MMS

allowsusingthemyriadof mediaformatsalreadyusedin theInternet.
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Although SMS was originally meantto be a pager-like facility in GSM, it turnedout

to be much more succesfulthan pagerservices. EMS was introduceddue to purely

business-basedreasonsin an attemptto follow the successof SMS.EMS tried to bring

moreto SMSbut it wasn't reallyaworthwhileideato haveboldanditalic text andbigger

fonts, astext is just text, even if it looks a bit different. MMS doessomethingnew by

combiningimages,soundandtext in onemessagingformat.

It has beenpredictedthat still imageswill becomethe biggestapplicationof MMS

messagesdue to built-in (and external) camerasin mobile handsets.[Mob2000] The

cameraallows the userto act as a contentprovider. This is an excellent premisefor

the operator: as the content is createdby the usersthemselves, less investmentfor

operator-mandatedcontentcreationis needed.Also, asthe imageshave obvious value

to their creator, it is likely thattheuserwantsto sharesuchimageswith his socialgroup.

Sendingimagesback and forth createsmessagetraf�c, which createsrevenuefor the

operator(assumingthe operatordoesmake a positive amountof money per message).

Thevolumeof MMS messagesis expectedto surpassthevolumeof theSMSmessages.

This kind of vision is why still imagesare thought(and hoped)to be the the biggest

applicationfor MMS messages.

MMS allowsalsostreamingcontent.Streaming,if supportedby thenetwork, canbeused

for exampleto view news broadcastsor movie trailers. If the camerasin handsetswill

supporttaking picturesrapidly, or properlysupportdigital video, thenMMS streaming

could be usedto view a video clip of whoever had left sucha video messageto the

answeringmachine.This capability, althoughcertainlypossiblewith MMS, but unlikely

to appearamongthe�rst wave of services,morethansurpassestheearly1990sattempts

at makinga consumervideophonewhich utilized POTS (Plain Old Telephony System,

theordinarytelephonenetwork).

Although in theoryMMS messagescould be very large in size, in practicethis is not

so. Also, the set of supportedmedia formats is limited. Most of the limitations of

MMS messagecontentdependsnot directly on the handsetsthemselves but making

sure that the messagesinteroperatebetweenthe handsets. This interoperability of

messagesmeansthata Nokia phonecansende.g. a digital imageto an Ericssonphone

without trouble. To ensureinteroperability, majormanufacturers3 have createdanMMS

conformancedocument.[CMG2002]Thedocumentspeci�esinteroperabilityissuessuch

as the maximummessagesize that is to be supportedby all terminals,the minimum

3CMG, Comverse,Ericsson,Logica,Motorola,Nokia,SiemensandSony Ericsson.
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set of supportedmedia formats and the speci�cation of the limited subsetof SMIL

(SynchronizedMultimediaIntegrationLanguage)languageusedin MMS terminals.For

example,thedocumentspeci�esthathandsetsmustsupportmessagesat leastup to 30kb

in size.TheMMS architectureandtheoverall systemwill bedealtwith in moredetail in

chapter4.

2.5 Futur e Dir ections

What lies in the future is largely unknown, but conclusionscanbedrawn by examining

the evolution of mobile messagingboth at the level of the contentand the technology

itself. Mobile terminalshave becomemoreandmore lighter andare �lled with more

features.Batterylife hasincreasedover theyears.Theform factorsof mobileterminals

have developedtowardsbiggerandmorecolourful screens.In somecases,the headset

can be connectedwith a wirelesslink (e.g. Bluetooth)to the handset. New kinds of

applications,suchasgames,have becomepossibledueto theincreasedprocessorpower

andmemoryavailablein the handsets.The samemobile terminalwhich canshow text

andsoundcanalsoshow streamedfull-colour video.

Wirelessnetwork technology, which is what ultimately enablesmobile messaging,has

becomefasterandmorecapable.For example,thepossibilityof streamingcontentallows

thehandsetto view contentthatwouldotherwisenever�t thelimited memoryandstorage

spaceof the handset.Although the handsetsdevelop all the time, so doesthe media.

Streamingwill beusefulevenwith deviceswith largermemoryandstoragespace.

Wirelessconnectivity will be especiallyfast in placeswhere it makes sensefrom the

businesspoint of view to investin suchinfrastructure,i.e. in metropolitanareas,malls,

airportsandothersuchplaceswhich arecontinuouslyvisited by many people. On the

otherhand,in placeswith many people(andthusmany handsets)mobilehandsetsmight

be able to build an ad-hocnetwork and thereforeavoid using the elementsof network

infrastructure,like messagingcenters,as such. In sucha case,the available network

bandwidthcouldbepreservedfor thoseapplicationswhich truly needit, andmessaging

to handsetswithin the sameareacould be doneby using the ad-hocnetwork. Mobile

messagingin ad-hocnetwork might alsohavesomeinterestingpeer-to-peerapplications,

suchasamobilehandsetservingsomegloballyrelevantdatato otherhandsets(e.g.latest

news).
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Thedevelopmenthasbeengoingtowardsmorecomplex media:from plain text to simple

imagesandanimationsto bigger, morecolourful picturesandactualvideo. Will sur�ng

the Internetsoonbe possiblefrom the mobile handset,just like it is doneat a desktop

machinetoday? Will sur�ng using the mobile handsetwork without any proxiesor

other machineswhich dumb down the content,and will therebe compromisesin the

renderingof thewebpages,e-mailsandothercontent?Whenlooking at theevolutionof

mobilemessaging,sucha scenarioof an all-encompassingInternetaccessasit is today

seemsplausible.However, Internettechnologiesarenot in a technologicalstandstill,but

alsodevelopconstantly, andmobiletechnologieswill keepon laggingsomewhatbehind.

Despitethis,mobileInternetaccessispossiblealreadytodaywith aPDA (PersonalDigital

Assistant),a mobile phoneanda dialup. Bringing web sur�ng and the Internetto the

mobilehandsetis somethingof a Holy Grail of mobilemessaging.Indeed,whoever can

makeit happenwith total freedomof sur�ng andseamlessaccessto many kindsof media,

will surely�nd anenormousamountof customerswilling to payfor theconvenienceof

anomnipresentInternetaccess.

In conclusion,the future of mobile messagingis going towardsmorecomplex content

and more capablehandsets,whereasthe messagingat network level is going towards

standardizedprotocols. Handsetaccessto the network is evolving towardsan IP-based

solution. Making messagemediationproductswhich enhancebasicmessagemediation

capabilityby handlingthecontentof messagesin variouswaysaddvalueto themediator

product. This is becausebasicmessagemediationitself is becomingan off-the-shelf

productandtheevolutionof messagingis goingtowardsmorecomplex messages.These

factsmake it necessaryfor themediatorto enhancethebasicmediationfunctionalityby

handlingalsoat leastsomepartsof thecontentdomain.
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3 MessageMediation

What is mediation?A dictionaryde�nes the word mediationas”to effect by actionas

anintermediary”,”to actasintermediaryagentin bringing,effecting,or communicating”

and”to transmitasintermediatemechanismor agency” [Mer2002].In anutshell,message

mediationis thescenarioin which someelement,calledthe”mediator”, is located(in a

logical sense)betweentwo elements,receivesmessagesfrom theotherelement,possibly

doessomethingto themessageitself or extractsinformationfrom themessage,andthen

passesthemessageto theotherelement.The receiving andsendingelementcanbe the

same,in whichcasethemediatoractslikea �lter .

Messagemediationis needed,for example,whentwo elementswant to sendmessages

but do not usethesamemessagingprotocol,or whentheelementsdo not usethesame

messagecontentrepresentation.The messagemediatoractsas a ”translator” between

thesetwo elementsand makes it possiblefor the elementsto communicatewith one

another. Figure 1 illustratesthe basicprinciple of messagemediation. In the picture,

servers A, B and C usenon-interoperableprotocols. The servers are connectedto a

messagemediator(solid lines). The mediatorunderstandsthe protocolsusedwith all

servers. The mediator routesand converts messagesfrom one protocol to another,

creatingin essencetransparentlogical connectionsbetweenthe servers (dashedlines)

which actuallygo throughthemediator. Althoughnot shown in thepicture,themediator

cando many otherthingsbesidemoving messagesfrom oneplaceto another.

Server A

Server C

Server B

Mediator

Figure1: Principleof messagemediation.

In this thesis,anindividualprotocol-to-protocolgateway is calleda messagemediatoror

gateway. A collectionof messagemediatorsis calledagateway. Thegatewaycanalsobe

referredby thenamemessagemediatorwhenit is seenasa blackbox which, on a high

level, functionsjust likeanindividualmessagemediator:protocolmessagescomein and

outcomesmessagesusingpossiblyadifferentprotocol.
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3.1 SMS MessageMediation

Messagemediationis neededin SMSwhentheelementswhicharetrying tocommunicate

with oneanotherarefor exampleSMSCsor valueaddedserviceproviders. Oneaspect

of SMSmessagemediationis to ensurethatthenetwork infrastructurecanwork together,

i.e. that SMSCsfrom different manufacturersand the protocolsusedby the SMSCs

interoperate.SMS messagemediationcan also be usedto better integratethe SMSC

to theoperator'sexistingsystems.

Additionally, throughanSMSmessagemediationdevice interfacesfor contentproviders

can be provided. Theseinterfacesare often quite simpli�ed to easethe programming

of new services.For example,the HTTP (Hypertext TransferProtocol)protocolcould

beusedasan interfacefor contentproviders[Sir2001],makinganSMSto besentwith

a HTTP POSToperation. SMSC protocolsare not the bestprotocolsto offer directly

to contentproviders due to the overall complexity and low-level technicaldetails of

the protocols. Offering a simpli�ed interfacefor contentproviders is also a matterof

convenience,which leadsto fasterdevelopmenttimesfor services.

Provider
Content

POST
HTTP

Inter-SMSC messaging

SMSC-neutral messaging

S
M

S
C

-n
eu

tr
al

 m
es

sa
gi

ng

SMS Message

MediatorSMSC A SMSC B
CIMDEMI

Figure2: An illustratedcaseof SMSmessagemediation.

Figure 2 illustratesan SMS messagemediationcase. A solid line denotesan actual

connection,whereasthe dashedline denotesa logical connection. The mediator

connectstwo non-interoperableSMSCstogether, allowing inter-SMSCmessaging.Also,

SMSC-independentmessagingis enabledto the contentprovider. The contentprovider

alsohassimpleaccessto the SMSCsusingthe HTTP POSToperation.EMI (External
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MachineInterface)andCIMD (ComputerInterfacefor MessageDistribution) areused

in the illustration to denotenon-interoperableSMSCprotocols.TheseareactualSMSC

protocolswhichwill bediscussedin thenext section.

The justi�cation for SMS messagemediationstemsfrom four facts: SMSC protocols

betweenmanufacturersareincompatible,SMSCperformanceis limited andthe billing

andsecurityfunctionalitiesof theSMSCsnearlyalwaysneedimprovements.Thesefacts

areexaminedin detailnext.

3.1.1 Incompatible SMSC Protocols

Therearemany SMSCmanufacturersaroundtheworld. Many of thesehaveaproprietary

SMSCprotocolwhich is primarily supported.Someof the SMSCssupportadditional

protocols,but this functionality is usually a separatelypriced item, and operatorsare

reluctantto pay for those. [Sir2001] This createsthe situationof incompatibleSMSC

network protocolsbetweenmajorSMSCmanufacturers.An SMSmessagemediatorcan

actasanintermediatebetweentwo SMSCs,convertingoneprotocolto anotherandthus

makingtheseSMSCscommunicatewith oneanother.

Although therearesomesimilarities,therearealsomany differencesamongtheSMSC

protocols. For example,EMI 4 from CMG, CIMD from Nokia, SMPP(ShortMessage

Peer-to-Peer)from LogicaandOIS(OpenInterfaceSpeci�cation)from Semaareall alike

in thesensethatthey canuseTCP(TransmissionControlProtocol)andX.25asthebearer

protocol. As for the differences,CIMD andEMI have no time zoneinformationin the

timestamps,whereasSMPPand OIS do. EMI needstwo connectionsto the SMSC,

whereasCIMD usesone connectiononly. SMPP supportsone or two connections,

for one-way and two-way connections,respectively. Unlike other protocols, SMPP

can function in transceiver mode,which enablesit to useoneconnectionfor two-way

traf�c. UnlikeCIMD andEMI, SMPPhasnoseparatemessagefor deliverynoti�cations.

[Sir2001]

4Also calledUCP/EMI.UCPis UniversalComputerProtocol,anETSIprotocol[Sir2001].
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3.1.2 Performance-boundSMSC

Therearelimits asto how many messagesasingleSMSCentercanhandle.SMSCenters

are expensive, and naturally the operatorswill try to get along with as little of these

centersas possible. However, having too few SMSCshandlinghigh-volume message

traf�c is disastrous.For example,during eventssuchasNew Year, peopleoften send

SMS greetingsto family and friends. If the messagescannotget throughin time, the

usersarereluctantto sendsuchmessagesatall. Naturally, theoperatorcannotgetmoney

from unsentmessages.

Thereasonsfor performancelimitationsdo not necessarilystemfrom thehardwareused

in the SMS Centers,but it is sometimesthe SMSC protocolswhich are at fault. For

example,theEMI protocol,whenusingsynchronousstop-and-wait windowing, sendsa

messageandexpectsto geta replyalongthesameconnection.[Sir2001] If thereis much

traf�c andthenetwork latenciesarehigh, eachmessagereservesa connectionfor some

time. Oftentheconnectionsto theSMSCarelimited, sothatoneserviceprovider is not

allowedto do many connectionsto theSMSC.This resultsin a lossof throughputof the

messages,eventhoughtheSMSCcouldhandlemoremessages.AddingmultipleSMSCs

will nothelpthesituationmuch.A messagemediatorcanhelpin thissituationby making

it possibleto do loadbalancingbetweenmultipleSMSCs.Also, priorizationof messages

can be done,basedon e.g. the senderor recipientnumber. For example,the service

numberof theoperatorcanbegivena higherpriority thanregularmessages,so that the

operator'sservicenumberrepliesvery fastafteramessagehasbeensentto it.

3.1.3 Billing Issues

The datagatheredby old SMSCsmight not be enoughto allow the billing of value

addedservices. [Sir2001] An SMS messagemediatorcan createbilling tickets from

themessageswhich passthroughthemediator, thuscircumventingthelimitationsof the

SMSC.If theoperatorhasmultiple SMSCs,theremight not bea singlepoint andsingle

formatfor thebilling data.Thismakesbilling dif�cult to doin practice.A betterandmore

scalablesolution than somekludgish script-hackis to usean SMS messagemediator,

whichcanactasasinglepoint from whichthebilling datacanbegathered.Also, anSMS

messagemediatorcangatheralwaysmoreinformationandpossiblyintegratebetterwith

existingbilling systemsthantheSMSCis capableof.
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3.1.4 Security Issues

An SMSCmight implementprotocolswhich have minimal accesscontrol functionality.

This is one of the reasonswhy operatorsprefer not to allow direct connectionsto

SMSCs.An SMSmessagemediatorcanhelpin this problemby offering moreelaborate

authenticationandaccesscontrolmechanisms,possiblywith encryptedcommunications

andsupportfor differentencryptionalgorithms.Thesecurityargumentappliesespecially

to the interfacesoffered to content providers and other non-operatorthird parties.

[Sir2001]

3.2 Intellitel MessagingGateway

Theaforementionedproblemswith SMSCscanberemediedwith asuitableSMSmessage

mediator. Mediationin generalis oneaspectof theconceptof network convergence.The

vision of Intellitel is network convergence,and the company hasfocusedon enabling

convergencebetweendifferentnetworks [Kem2001]. Thus, creatingan SMS message

mediatorwasasuitablebusinessopportunityfor Intellitel.

Intellitel MessagingGateway (IMG) is Intellitel's solutionto SMS messagemediation.

Thegateway is built over theIntellitel ONE5 platform,which offers,amongotherthings,

high availability mechanisms,systemdoubling and ticket generation. Management

functionalitiesare provided via SNMP (Simple Network ManagementProtocol)anda

WWW (World Wide Web) interface. Intellitel MessagingGateway has installations

aroundtheworld.

An overview of IMG canbeseenin �gure 3. The interfacesusedwith applicationsand

contentor servicenetworksarelocatedin theupperpartof thepicture. Theseinterfaces

areHTTP(Hypertext TransportProtocol)andSMTP(SimpleMail TransferProtocol).At

thebottomof thepictureareinterfacestowardswirelessnetworks,with SMSCprotocols

andtheir correspondingvendors.Thesupportednetwork interfacesarebasedon TCP/IP

or X.25. Thearchitectureof thegatewayis modularandnew network interfacestosupport

new protocolsor network technologies(shown as”NEW” interfacesin the picture)can

be addedrelatively easily. Tickets for billing can be createdusing the SDR (Service

Detail Record)interfaceandtransferredto thebilling systemusingthebuilt-in FTP(File

TransferProtocol)mechanism.

5Despitetheinitial appearance,ONE is notanacronym.
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Figure3: Overview of theIntellitel MessagingGateway.

3.2.1 Existing Functionality

In addition to the content or service interfaces, network interfacesand the SNMP

managementinterface, IMG has additional functionality [Int2002], some of which

will be examinedhere. Someor all of the functionality describedhere is required

in a carrier-grademediatorproduct. For this reasonit is relevant to observe these

functionalities.

For theprogrammer, thegateway offersfunctionalitysuchaslibrariesfor con�guration,

logging, alarms and statisticsthrough the underlying Intellitel ONE platform. The

con�gurationfunctionalityis usedto readcertainuser-con�gurableparameters.Logging

is usedto give informationabouttheprogramexecutionin theform of log �les. Alarms

canbeusedto monitor certainevents,suchasrejectedmessages.Alarmscanberaised

in trouble situations,therebynotifying the administratorsto be aware of the situation.

Statisticsis usedto provide informationaboutthe amountof messagetraf�c, message

typesandsoon.
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The billing facility is usedto generateSDR ticketsfrom traf�c logs. A �e xible parsing

tool allows the customizationof the information included in the tickets for better

integration into existing billing systems. [Int2002] It is likely that someamountof

customizationis neededto the parsingtool, as there is no well-de�ned billing ticket

standardandthustheexistingbilling interfacescanbeverydifferentfrom eachother.

IMG supportshot stand-byclustering,whereinthesystemis doubledandtheotherside

runsactive while theothersideis in stand-bymode.If anirrecoverablefault is detected,

a systemswitchover is done.During a switchover, theactive andstand-bysideschange,

thepreviously active sidebecominga stand-byside,andthesidewhich wasin stand-by

becomesthenew activeside.[Int2002] Theadministratorscantheninvestigatethenature

of thetroublewhich causedtheothermachineto fail, while theservicesprovidedby the

gatewayrununinterrupted.Theswitchovercanalsobedonein acontrolledfashion.This

canbeusedwhentherearee.g.hardwareupgrades.

Theingressandegress�o w of SMSmessagescanbecon�guredusingtheroutingfacility.

[Int2002] The messagescanbe routedbasedon the protocolused,the �rst word of the

message(keyword),or via aregularexpressionmatchof thesenderand/orrecipient.With

theroutingfacility, it is trivial to implementsimplegatewayingsuchasSMSmessagesto

HTTPrequests,e.g.from OIS to HTTPandviceversa.

Loadbalancingis usedto balanceMT (Mobile Terminated)messagesinternally in IMG

whenmultiple logical SMSCconnectionshave beencon�gured via the routing facility.

Thepurposeis to control themessage�o w andspreadit evenly to reducethepossibility

of bottlenecksituations.Thebalancingalgorithmcanberoundrobin or somethingmore

sophisticatedbasedon information from messagequeuelengths,transmissionlatency

timesandconnectionstates.[Int2002b]

Additional functionalityprovidedby thegateway which is only mentionedhereincludes

persistentstorage facility, distribution lists, support for Nokia Smart Messaging,

SSL-protectedconnections,throughputlimiter and support for con�gurable message

segmentation.Any TCP-basedconnectioncanbe con�gured to useSSL to protectthe

connection.[Int2002b]
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3.2.2 Existing Protocol Interfaces

IMG hasexisting protocolinterfacesfor theaforementionedSMSCprotocolsto provide

connectivity to theSMS networks. Also, thereareserviceandcontentinterfaceswhich

provide HTTP andSMTP protocol functionality. Thesetwo protocolsarecollectively

called contentprotocols. The architectureof the protocol interfacesis modular. New

protocol interfacescan be written andbasically”plugged” into the system,as long as

variousconventionsneededby the differentsystemcoreprocessesareheeded.Table1

showstheprotocolinterfacenames,their typesandversions.TheFTPinterfaceusedwith

SDRticketsfor billing purposesis notaprotocolinterfaceassuch,but apartof thebilling

relatedmechanismsof themanagementtools.

Table1: Protocolinterfacesof theIntellitel MessagingGateway. [Int2002]

Name Type Versions
SMPP SMSC 3.3and3.4
OIS SMSC 6.0

CIMD SMSC CIMD2
UCP/EMI SMSC 3.1.2,3.5and4.0

HTTP Content 1.0and1.1
SMTP Content Minimal RFC2821
SNMP Management v1, v2candv3

As thereis supportfor differentversionsfor certainprotocols,it is alsopossiblein some

casesto do a protocolconverterfrom old to new andvice versa.This functionalitycan

be useful in situationswherethe new protocol is not backwardscompatible. It is also

possibleto do protocolconversionbetweencontentprotocols,i.e. betweenSMTP and

HTTP.
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4 Multimedia MessagingService

Multimedia MessagingService(MMS) is a logical progressionof SMS.WhereasSMS

offerstext-only shortmessages,MMS messagescancontainmany kindsof media,such

astext, imagesandsound.Thischapterexaminestheinnerworkingsof MMS in detail.

There is hopewithin the telecommunicationsindustry that MMS will becomeas big

a successas SMS was. Indeed, manufacturersand operatorshave placed heavy

expectactionsto thesuccessof MMS. AlthoughMMS provides,from atechnicalpointof

view, a new kind of depthto mobilemessaging,technicalmeritsarenot themainreason

why operatorsareviewing MMS astheir saviour. The operatorsareunderpressureto

succeed�nancially. This pressureoriginatespartly from the salesof UMTS (Universal

Mobile TelecommunicationsSystem)licenses,for which the operatorshave paid huge

amountsof money. The pressureto succeedmay make operatorsblind to the feedback

receivedfrom users,especiallyif thefeedbackis negative. If somethingtruly worthwhile

is not provided to the user, thereis a risk of turning MMS into anotherWAP (Wireless

ApplicationProtocol).

The problematicsituation with WAP was nicely summedup in a report by Mobile

LifestreamsLtd. [Mob2000]:

Thatis why nobodyin theWAP valuechainis makingmoney - theWAP

handsetvendorsaregiving thenetworksvolumeproductssothatthenetworks

candumpthemon the market at heavily subsidizedpricesto try to build a

critical massof handsetusers.Meanwhiletherearesomany WAP Gateway

vendorsthat theplatformsaregiving away free. Thecontentprovidersgive

their contentaway free becausethereis no way for them to make money

from it unlessthey doadealwith anetwork to list thatserviceontheirportal

which thenetworksexpectto bepaid for. Theventurecapitalistsandinvest

bankersthatallow theseuneconomicsto continueby suspendingall logic and

rationalecanfuel thesefollies for a temporaryperiod,but it is fundamentally

impossiblefor anindustryto bea long termsuccessif nobodyis makingany

money from it.

Also in the eyes of the consumer, WAP was a failure. This was becausedespiteall

the hypethat wasgenerated,from the point of view of an averageend-userWAP was
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amiserableexperienceof over-expensiveservicestiedto a”mobile portal” with aclumsy

userinterface. Sellingpuretechnologyto theendusersimply did not work. Few users

resultedin little revenue.Little by little thehypearoundWAP silently faded.However,

WAP itself hasnot died, but insteadhasa big role in MMS. For example,the coding

schemeusedwith WAP messagesis usedalsowith MMS messages.Also, the interface

betweenthemobilehandsetandtheMMSC is implementedwith WAP.

The biggestdifferencebetweenMMS messagesand the messagesusedwith existing

mobile messagingschemessuchas SMS are the numerousmediatypessupportedby

MMS. Themediatypesshallbeexaminednext.

4.1 Media Types

Messageswith picturesareexpectedto be amongthe biggestusesfor MMS messages,

andthis makesthemediatypesfor still imagesespeciallyimportant. Thepicturesneed

not comeonly in theMT direction,becausesomeof thelatestMMS phones,suchasthe

Nokia6650,haveabuilt-in digital camera[Nok2002c], makingit possibleto senddigital

imagesalsofrom MO (Mobile Originated)direction.

Otherthanstill images,thesupportedmediatypesincludevideo,audioandplaintext. For

example,the MMS ConformanceDocumentde�nes that MMS messagesshall usestill

imagecodingformatssuchasGIF87a(GraphicsInterchangeFormat),GIF89a,WBMP

(WirelessBitmap) and baselineJPEG(Joint PhotographicExpertsGroup) with JFIF

(JPEGFile InterchangeFormat)astheexchangeformat. For text, theencodingformats

are us-ascii,utf-8 and utf-16 with explicit Byte Order Mark. [CMG2002] For audio,

the format to be supportedis AMR (Adaptive Multi-Rate) [CMG2002] althoughthe

3GPP(3rd GenerationPartnershipProject)documentspecifyingMMS Media Formats

and Codecsspeci�es also MPEG-4 (Moving PicturesExpertsGroup) to be usedfor

non-speechaudio.

It shouldbe noted that the MMS conformancedocumentrefers to an outdated4.5.0

versionof theMMS functionaldescriptiondocumentwhenspecifyingthesetof supported

mediaformats.AlthoughtheMMS conformancedocumentis notanof�cial speci�cation,

it re�ects theviews andcommitmentsof themajormanufacturers.Therearedifferences

betweenthe mediaformatsin the latestMMS functionaldescriptiondocumentandthe

conformancedocument,althoughbasicallythemediaformatsarenot too different.
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All of thesemediaformatsarestandardformatswhich arealreadyusedin the Internet.

By using suchstandardformats,interoperabilitywith the contentavailable in existing

systems(e.g.Internet)is mademucheasier.

4.2 Structure of a Multimedia Message

An MMS messageis an octet stream,composedof one or more parts. The encoding

of the streamis speci�ed in WAP-209MMS Encapsulation[WAP2002]andWAP-230

WSPspeci�cations[WAP2001].On a high level, themessageconsistsof MMS headers

followedby oneor moresubparts.Eachsubpartcontainstheir own MMS headersanda

multimediaobject.[WAP2002]Figure4 illustratesthestructureof themessage.Overall,

the schemeis similar to MIME (Multipurpose Internet Mail Extensions)multipart

messages.Contraryto MIME messages,thebodypartof eachelementis abinarystream

without a specialencoding. As there is no specialform of encodingfor the content,

thereis no CONTENT-TRANSFER-ENCODING headerapplicable. Thereis, however, a

CONTENT-TYPE header, which speci�es the mediatype and, indirectly, also how the

bodypartis to behandled.

Start

MMS headers

Message body

image/jpeg

text/plain

audio/wav

presentation
(optional)

application/vnd.wap.mms�message

SMIL

Figure4: Modelof MMS dataencapsulation.[WAP2002]Augmented.
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Therecanbeaspecialpartcalledthepresentationpart,which is implementedasasubset

of the XML-based (ExtensibleMarkup Language)SMIL 2.0 language. [ETS2002a,

CMG2002] SMIL 2.0 is a W3C Recommendation. SMIL can be used to create

interactive multimediapresentationsby specifyingthetemporalbehaviour of theoverall

presentation,associatinghyperlinkswith mediaobjectsanddescribingthe layoutof the

presentation.[W3C2001] A moreconcreteexampleof anactualSMIL presentationpart

is givenin Appendix3.

The presentationpart controlsthe presentationof eachof the multimediaobject parts.

For example,if the MMS messageconsistsof threeimages,thenthe presentationpart

couldtell theMMS handsethow long eachpart is shown in orderto achieve a rendering

resemblinga slide show. [WAP2002,CMG2002] The presentationpart is optional. If

thereis a presentationpart, it hasto be the �rst part of the message,or alternatively,

the positionof the presentationpart mustbe setwith theStart-parameter. If thereis no

presentationpart,theMMS UserAgentimplementationin theMMS handsetdetermines

how the mediaobject is handled.[WAP2001] For example,somehandsetsmight show

a picture for a short time only, whereassomemight display it until a button hasbeen

pressed.

Therearetwokindsof messages,thoseconsistingof only onepart,andthoseconsistingof

many parts.Thesemessagesarecalled,respectively, singlepartandmultipartmessages.

Single part messagescontain one object only, for example, an image. Single part

messagesdo not have a presentationpart at all. Thus the presentationof the single

part dependson how the MMS handsetchoosesto interpretit. The situationis similar

for multipartmessages.For multipartmessageswithout a presentationpart,eachpart is

shown accordingto thelogic in theMMS handset(e.g.eachpartsequentially).

When the multimediamessageis a multipart messageand thereis a presentationpart

available to control the displayingof the message,the multimediacapabilitiesof the

handsetareutilized fully. Althoughfull SMIL offersquitea lot of controlover themedia

objects,at �rst theMMS handsetswill supportonly a simpli�ed subsetof SMIL, which

limits thecomplexity of themultimediamessages.It is likely thata morecomprehensive

SMIL supportwill beaddedlater. [WAP2001, CMG2002]
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4.3 Ar chitecture

The Multimedia Messaging Service consists of MMS elements and Multimedia

Messaginginterfaces. A collection of MMS elementsproviding full Multimedia

MessagingServiceto theuseris calledanMMS Network Architecture(MMSNA). This

includesinterworking betweenMMSCsof differentoperators.WhentheMMS elements

are undercontrol of a single administration,suchas an operator, and interworking is

not done, the collection of such elementsis called an MMS Environment (MMSE)

[ETS2002]. TheMMSNA consistsof morethanoneinteroperatingMMSEs.

Figure5 shows the MMS referencearchitecture.The MMS elementsinsidean MMSE

communicateusing interfaceswhich are namedMM1 to MM8. The MMS functional

description[ETS2002]describestheseinterfaces,althoughnot all interfacesarede�ned

on a detailedlevel. This fact wasespeciallyemphasizedin the earlier revisionsof the

MMS functionaldescription.Oneof theresultsof ambiquitiesandlackof strict technical

descriptionof the interfaces was the emergence of non-interoperablemanufacturer

speci�c externalinterfaces[Nok2002, Eri2001].

Figure5: MMS referencearchitecture.[ETS2002]
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All MM-interfaces,exceptMM2 (whichis internalto theMMSC),connectfromtheMMS

Relay/Server to someMMS element,andthismakesMMS Relay/Server themostcentral

elementin theMMS architecture.NotethatanMMS Centeris not anactualelementof

thearchitectureassuch,but insteada logicalelement,whichconsistsof acombinationof

anMMS RelayandanMMS Server. If theelementsarephysicallyseparated,theMMS

RelayandMMS ServercommunicateusingtheMM2 interface[ETS2002].For anMMS

Center, theMM2 interfaceis internal.Dependingonthearchitectureof theMMS Center,

suchinterfacemaynotactuallyexist at all.

4.3.1 MMS Relay/Server aka MMS Center

The MMS Relay and MMS Server elementscan be physically distributed separate

elements. However, the MMS functional description deals only with the MMS

Relay/Serverasanaggregateelement.[ETS2002] It doesnotspecifytheseparationof the

MMS Relay/Server into MMS RelayandMMS Server elements.Thus,in practicethese

elementsarealwayscombinedto form anMMS Relay/Server, whichcan,for all practical

purposes,alsobecalledanMMS Center. In thisthesis,thepreferredtermis MMS Center,

althoughMMS Relay/Server is usedwhentalking in thecontext of theMMS functional

description,asthespeci�cationusesthetermMMS Relay/Serverexclusively.

The MMS Relay/Server is responsiblefor storageandnoti�cation, reports,andgeneral

handling and successfuldelivery of multimedia messages. Address translation is

also doneby MMS Relay/Server. The MMS Relay/Server may also generatebilling

informationin theform of CDR(Call DetailRecord)ticketswhenreceiving or submitting

messages,but this functionality is not mandatory. [ETS2002] The MMS functional

descriptionalsode�nesa non-exhaustive list of additionalfunctionalitywhich theMMS

Relay/Servershouldsupport.

Oneof thesefunctionalitiesis theoptionalsupportfor anetwork-basedpersistentstorage

of messages.Suchmechanismis calledan”MMBox” by theMMS functionaldescription.

The MMBox can manifest itself to the user as, for example, a web-basedinterface

allowing theuserto view andmanipulatethestoredMMS messages.[ETS2002]MMBox

canbeusedin situationswhentheuser's handsetdoesnot supportMMS. In sucha case,

theMMS messagescanbecon�guredto beautomaticallystoredinto theMMBox. Using

thesemechanisms,theusercaneffectively receiveandview MMS messages,evenwithout

MMS supportin handset.Theuserdoes,however, requireaccessto awebbrowser.
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As the MMS Relay/Server is a central point in the MMS architecture, it has to

implementall of the MM interfaces. However, the MMS functional descriptiondoes

not specify every MM interface in detail. The de�nitions of MM2, MM5, MM6

and MM8 interfaces are insuf�cient. The MM3 interface is describedbut lacks

details which may hinder implementationin some cases. All this leaves room for

manufacturer-speci�c implementationsand interpretations.Therefore,despitethe few

interfaceswhich are speci�ed in properdetail for technicalimplementations,a given

MMSC of somemanufactureris not modularnor standardizedenoughto replacethe

MMSC implementationof anothermanufacturer. In otherwords,whoever manufactures

theMMSC, de�nes andcontrolsthestructureandtechnicaldetailsof theentireMMSE

up to a largedegree.

DespitetheMMSE partlybeingamanufacturer-speci�c blackbox,therelevantinterfaces

to allow interworking betweenMMSEs have beenspeci�ed at a detailedenoughlevel

in thespeci�cation. The interworking betweenMMSEsis implementedusingtheMM4

interface,asshown in �gure 6. Accordingto theMMS functionaldescription,theMM4

interface usesthe SMTP protocol as the transportprotocol. [ETS2002] This allows

the creationof an MMSNA, as the MMSEs makingup the MMSNA can talk to each

otherwith a standardizedtransportprotocol.Many manufacturershave probablyalready

developedanSMTPprotocolimplementationin-housefor usein otherproducts.

MMS
User Agent

A

MMS

A
Relay/Server

MMS
Relay/Server

B

MMS
User Agent

B

SMTP

MM1MM1 MM4

Operator A
MMSE

Operator B
MMSE

Figure6: MMSE interworking. [ETS2002]Augmented.

Having a standardizedprotocolasthe transportprotocol is a goodthing from the point

of view of the manufacturers. First, the developmenttime for a new productcan be

madeshorterif therealreadyexistsausableSMTPimplementation.Second,interworking

betweendifferentMMSCsis likely to bemoreeasierto specifyandimplement,andthus

well-functioninginterworking is easierto achieve thanwith a protocolmadecompletely

fromscratch.Also,anSMTP-basedinterworkingcanusetheexistingMTA infrastructure,

althoughin practicea closednetwork is more likely. Had the interworking followed
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thesamemodelastheSMSCswith their proprietarynon-interoperableprotocols,MMS

messagescould only be sent througha chain of MMSEs whosecentral element,the

MMSC, hasbeenmanufacturedby the samecompany. Sincein practiceall MMSCs

cannotbe madeby the samemanufacturer(currentlyno company hasa monopolyon

MMSCs), mutually non-interoperableMMSCs could only hinderthe overall utilization

andadoptionof MMS.

4.3.2 MMS UserAgent

An MMS UserAgent is softwareresidingin anMMS-capablehandset.TheMMS User

Agent is capableof retrieving and handling MMS messages,and is also responsible

for negotiatingterminalcapabilities.The MMSC needsto know the capabilitiesof the

MMS User Agent (i.e. terminal capabilities)in order to do contenttranscoding,such

asscalingtoo large images,reducingcoloursof an imageor converting a stereophonic

soundsampleto a monophonicone. An MMS User Agent can also offer supportfor

thingslikeencryptionor modi�cation of receivedMMS messages,but suchfunctionality

is not requiredby the MMS functionaldescription.The only mandatoryfunctionalities

aretheretrieval of MMS messagesandterminalcapabilitynegotiation.[ETS2002]

The MMS functionaldescriptionalsode�nes a minimal setof mediaformatsan MMS

User Agent must support[ETS2002, ETS2002a]. Theseformats include e.g. textual

formats,suchasshortmessagesandplain text, andvarioussoundand imageformats.

In addition to this, the MMS conformancedocument[CMG2002] de�nes the ”lowest

commondenominator”for terminalcapabilities.Despitetheexistenceof suchadocument

and the apparentstrong commitmentto ensuringinteroperabilityof messagecontent

betweenterminals,therehavebeenproblemswith theSMIL partswhensendingmessages

betweenNokiaandEricssonMMS phones[Nok2002a]. It is likely thatin theearlyphases

of MMS adoptiontherewill be many suchtroublespots,but astime goeson they will

graduallybeeradicated.

4.3.3 MMS Databases

An MMSE contains,from anarchitecturalpoint of view, two databaseelements.These

databasesare the collection of MMS User Databasesand the HLR (Home Location

Register).TheMM-interfacebetweentheMMSC andtheHLR is MM5, andtheinterface
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betweenthe MMSC and the MMS User Databasesis MM6. The MMS functional

descriptiondoesnotde�ne theMM5 interfacein any moredetailthanspecifyingstandard

MAP (Mobile ApplicationPart) operationsto beusedwhenaccessingtheHLR. Thereis

nodiscussionaboutusingtheMM5 interfacein non-GSMnetworks. [ETS2002]

The MMS User Databasescontain information about the usersof the MMS Center.

Accordingto the MMS functionaldescription,the MMS UserDatabaseswill hold user

subscriptioninformation,accesscontrol information,terminalcapabilities,ruleshow to

handleincomingmessages(e.g. rejectmessagesfrom ”Bob”) andinformationaboutthe

server (suchasthe amountof availableserver storagespace)[ETS2002]. Although the

MMS UserDatabasescanconsistof morethanonedatabase,it is seenasonearchitectural

elementwhich is accessedvia theMM6 interface.

The implementationdetails of the MMS User Databasesand the associatedMM6

interface are not de�ned in the MMS functional description. The only mandatory

information needed with the MMS User Databasesis the previously mentioned

information.SinceneithertheMMS UserDatabasesnor theMM6 interfacearespeci�ed

in detail[ETS2002],it canbeexpectedthattheMMS UserDatabasesof differentMMSC

manufacturersareunableto interoperate.In practice,oneof thepossibilitiesfor anMM6

realizationmight be LDAP (Lightweight Directory AccessProtocol),which is an open

protocolfor accessingX.500directoryservices.[Yeo1995]

4.3.4 MMS External Servers

MMS ExternalServersaremachineswhich areconnectedto theMMSC usingtheMM3

interface. Thesemay include ”legacy servers” such as e-mail servers, SMSCs, fax

gatewaysandsoon. Thepurposeof supportingexternalserversin theMMSCis toprovide

theservicesof theexternalserversin someform to theMMS UserAgent,thusenabling

convergenceof legacy serviceswith theMMSE. [ETS2002]

4.3.5 MMS VAS Applications

MMS VAS (Value Added Service)Applications provide value addedservicesto the

MMSE users.[ETS2002] Thesevalueaddedservicescanbe, for example,weatherand

news services.An MMS VAS Applicationbehavesmuchthesameway asa �x edMMS
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UserAgent,althoughanMMS UserAgentmaybeunableto provide all thefeaturesthat

anMMS VAS Applicationcan[ETS2002].

MMS VAS Applications communicatewith the MMSC using the MM7 interface

[ETS2002]. The MMS VAS Applicationscan be a sourceor destination(or both) of

MMS messages.Whenthe VAS applicationis functioningasa sourceanddestination

simultaneously, it receives content,extractsinformation from or possiblymodi�es the

message,andthensendsit backto theMMSC.Usingsuchareceive-modify-send�ltering

mechanism,it is possibleto implemente.g. a contenttranscodingserver as an VAS

applicationandavoid building suchfunctionalityinto theMMSC itself.

4.4 Interfaces

Thereareatotalof 8 MM-interfaces,namedMM1 to MM8. Table2 showsanoverview of

theinterfacesspeci�ed in theMMS functionaldescription.Not all of theMM-interfaces

arewell-speci�ed in thespeci�cationor interestingwithin thescopeof this thesis.The

MM3 andMM7 interfacesareexaminedin moredetail thanthe others. The interfaces

andhow they settleinto theoverallarchitecturecanalsobeseenin �gure 5.

Table2: MM-interfaces.

MM-interface Speci�ed Protocol Note
MM1 Yes WAP Canbeexternalvia aWAP GW
MM2 No SMTP/HTTP Internalto theMMSC
MM3 Yes SMTP/HTTP
MM4 Yes SMTP
MM5 No MAP
MM6 No - Dependson themanufacturer
MM7 Yes SOAP 1.1 Wasnotspeci�eduntil v5.3.0
MM8 No - Dependson themanufacturer

As theMM1 interfaceis implementedwith WAP, therearetwo optionsfor manufacturers:

they canlicenseor make their own WAP stackandcoupleit tightly with their MMSC,

or they can use an external WAP gateway to implement the MM1 interface. The

WAP gateway canbe logically within theMMSC, but still architecturally(alsopossibly

physically)anelementexternalto theMMS Relay/Server part. At leastNokia usessuch

an externalWAP gateway with their ArtuseMMSC product. [Nok2002b] An external

WAP gateway is an easiersolution, as implementinga WAP stack from scratchis a
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non-trivial task. Luckily thereareeasierwaysto interfacewith theMMSC for message

mediationpurposes,namely, theMM3 or MM7 interfaces.

TheMM2 interfaceis internalto theMMSC anddependson the implementationof the

MMSC.TheMM2 interfaceis notde�ned in theMMS functionaldescription.In practice,

MM2 may not exist at all. The MM2 interfaceis uninterestingwithin the scopeof this

thesis,asthereis mostlikely no possibility to connectto andutilize theMM2 interface

for mediationpurposes.

The MM4 interface is used for interworking betweendifferent MMSCs and thus

connectingtwo MMSEs together. This enablesmessagesto be sentfrom oneMMSE

to another. Early versionsof the MMS functional descriptionsdid not specify MM4

in abundantdetail [ETS2001b]. It may be for this reasonwhy for examplethe Nokia

Artuse MMSC releaseMC1 did not initially supportthe SMTP-basedprotocol at the

MM4 interface, but insteadhad implementeda proprietaryprotocol basedon HTTP

[Nok2002b]. According to Nokia, speci�cations-compliantimplementationfor MM4

interfacewould be supportedin later versions.This wasin year2001,andthingshave

likely changedby now, althoughavailableinformationon thecapabilitiesof thecurrent

ArtuseMMSC is very scarce.In retrospect,whenthinking of waysto interfacewith the

MMSC, concentratingonotherinterfacesthantheMM4 provedto betheright choice.

TheMM5 andMM6 interfacesareusedto accessthedatabasesof theMMS architecture.

TheMM5 interfaceis usedby theMMSC to connectto theHLR. [ETS2002]Although

outsidethescopeof theMMS functionaldescriptiondocument,interfacingwith theHLR

canoffer interestingnew possibilities,asit givesaccessto e.g. locationdata.TheMM6

interfaceconnectsthe MMSC to the MMS UserDatabases.The implementationof the

MM6 interfacedependson the solutionthe MMSC manufacturerhaschosento useas

the realizationof the MMS UserDatabases.The MMS functionaldescriptiondoesnot

specifytheMM6 interfacein detail.

TheMM8 interfaceis usedto accesstheMMS Billing Systemelement.As with theMM6

interface,theMMS functionaldescriptionhasnothingto sayabouttheimplementationof

theMM8 interface[ETS2002]. However, it is of interestto notethat thereis a separate

interfacespeci�edastheMM8 interface,evenif this is only sothatthebilling systemcan

beexplicitly mentionedasa logicalelementof theMMSE. It shows thatthereis demand

for suchan externalbilling solutionamongthe companiesthat participatein the 3GPP

groupwhich createstheMMS functionaldescriptions.
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The MM8 interfacedependscompletelyon the MMSC implementation.If an operator

hasmultiple MMSCs which are from different manufacturers,how doesthe operator

guaranteeuniformity, with regardto e.g. managementandbilling? This is a casewhere

messagemediationcanaddvalueto theoperatorin theform of billing mediation,i.e. the

main purposebeingnot the mediationof messagesbut the provision of uniform billing

and managementinterfaces. To receive the messagesfrom the MMSC, the message

mediationsystemactingasa billing mediatorcanusetheMM3 or theMM7 interfaces,

if thespeci�cationsfor MM8 arenot available. Themediatorcanactasa message�lter

(or sink, if copiesof the messagesaregiven to the mediator)andexaminethe received

messagesto getrelevantdatafor usewith billing.

Of specialinterestwithin thescopeof this thesisaretheaforementionedMM3 andMM7

interfaces,whichareusedto interfacewith externalapplicationandvalueaddedservices,

respectively. Theseinterfaceswill beexaminedin moredetailnext.

4.4.1 MM3 - External Applications

Thepurposeof theMM3 interfaceis to allow existingserversandapplicationsto interface

with theMMSC moreor lesstransparentlyandpossiblywithout any modi�cationsatall.

The MMS functionalspeci�cation proposesa fax gateway, a voice mailbox, an e-mail

server andanSMSCasanexampleof theexternalapplicationswhich couldpossiblybe

connectedto theMMSC via theMM3 interface.[ETS2002]

Therearesomeambiquitiesin thespeci�cationof theMM3 interface.For example,ways

to convey messageclass,priority andsubjectarevery dependentof the implementation

of the external applicationprotocol. Naturally, the speci�cation cannotanticipatefor

all possibleprotocolsthat could be usedwith the MM3 interface,and this fact leads

to ambiguity in the speci�cation. Thus, the MMS functionalspeci�cationgivesonly a

descriptionof the high-level functionality neededby an MM3 interfacerealization,and

notadeeplytechnicalandcomprehensivede�nition.

Also, the scope of support for the various MM3 protocols is up to the MMSC

implementation.If theMMSC doesnotsupportcertainprotocolswith theMM3 interface,

thensuchexternalapplicationsdependingon thatprotocolcannotconnectto theMMSC

via theMM3 interface.Thisproblemcanbecircumventedby placingamediatorbetween

theMMSC andtheexternalservers,asillustratedin �gure 7.

29



E�Mail

SMSC

Additional external

applications

MMSC

MM3

e.g. SMTP
Fax Gateway

EMISMTP

SMTP

HTTP, ...

External applications

MMS Mediator

Figure7: MMS mediatorat theMM3 interface.

The mediatorat the MM3 interfacewould have to implementsomeMM3 protocol(s)

known to the MMSC (to connectto the MMSC) anda numberof externalapplication

protocols(to connectto theexternalapplications).Also, routinesfor conversionsof the

messagecontent,andthereforeparsingof themessageitself, would beneededfor some

combinationof protocols,e.g. from CIMD to an SMTPrealizationof MM3. However,

the moreexternalapplicationprotocolsan MMSC supports,the lessneedthereis for a

messagemediatorat theMM3 interface.

Any externalserver thatconnectsto theMMSC andcanreceivemessagesfrom andsend

messagesto theMMSC canactverymuchlikeaVAS application.Therefore,if needbe,

theMM3 interfacecanbeusedasfunctionallyequivalentsubstituteto anMM7 interface.

If it is enoughto have at leastsomekind of connectionto the MMSC, and the MM7

interfaceis notavailable,theMM3 interfacecanbeusedto ful�ll this task.

4.4.2 MM7 - ValueAdded Services

The MM7 interfacewasnot well de�ned in the early versionsof the MMS functional

description.Versionsbeforeandincludingv5.1.0did notspecifyanythingconcreteabout

the MM7 interface [ETS2001]. Version5.2.0 introducedthe primitives and message

sequences,but did not specify exactly the protocol to useas the transportprotocol of

theMM7 primitives,but insteadhadanambiguousstatement”this referencepoint shall

bebasedonexistingprotocolse.g.SMTPor HTTP” [ETS2002b].It wasin version5.3.0

of theMMS functionaldescriptionthattheMM7 interfacewasfor the�rst timespeci�ed
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to be basedon SOAP 1.1 usingHTTP asthe transportlayer [ETS2002c]. SOAP is an

XML-basedRPC-implementation(RemoteProcedureCall) andaW3CNote[W3C2000].

Due to ambiguitiesin the de�nition of the MM7 interfacein the early versionsof the

MMS functionaldescriptions,themanufacturersof theMMSCswith thebiggestmarket

shareshave madediffering implementationsof the MM7 interface. The speci�cations

for someof theseimplementationsareneverthelessavailable. For example,Nokia has

a HTTP-basedExternalApplicationInterface(EAIF) [Nok2002], whereasEricssonuses

an SMTP-basedimplementation[Eri2001]. Thesetwo interfacesarenon-interoperable.

Although previously the MMS functional descriptionhas been vague about which

protocol(HTTP or SMTP),to prefer, thereis likely alsobusinesstacticsat work for not

makingthetwo MMSCsusethesameprotocolfor MM7.

Due to non-interoperableimplementationsin theMM7 interface,thereappearsto bean

immediatemessagemediationneedto allow the VAS applicationsusingthe HTTP- or

SMTP-basedprotocolsto communicatewith eachother. However, althoughenabling

interoperabilitycanaddvalueto the mediation,it is not enoughfrom the point of view

of theoperator. If theMMSCscanwork togetherusingtheMM4 interface,thereis not

muchsensein usinga mediatorto connecttheMM7 interfacesof two MMSCstogether.

However, it canbeof greatuseto contentprovidersto beableto communicatewith both

NokiaandEricsson(andpossiblymore)MMSCsusingtheir MM7 interfaces.

If the future versionsof the MMSCs currentlyon market actually implementthe MM7

interfaceusing SOAP as speci�ed, therewill much lessneedfor mediationproducts

suchasIntellitel MessagingGateway to have their functionalitymigrateddirectly to the

MMS world. This is becauseSOAP is in itself a well-speci�ed technologywith free

and commercialimplementationsalreadyavailable [Apa2002, Mic2002]. Thus, basic

protocolconversionsarenot enough. Valueaddingfunctionality is requiredto make a

succesfulmediatorproductfor theMMS world.

4.5 Addressing

MMS supportsdifferentkind of addresseswithin the multimediamessages.Sincethe

addressingis especiallyrelevant in the elementsusing the MM1 interface,which was

implementedusingWAP, the speci�cation for the addressingschemeis doneby WAP

Forumandcanbefoundin theWAP-209MMS Encapsulationdocument[WAP2002].
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The addressingschemeallows for ordinary RFC822mail addresses[Cro1982], IPv4

and IPv6 addresses,phonenumbersand a an extendableaddresstype. [WAP2002]

The RFC822mail addressis usedas-isaccordingto the RFC. The otheraddressesare

separatedwith a /TYPE=<TYPE> post�x, where<TYPE> indicatestheaddresstypeused.

For IPv4 and IPv6 addressesthe type is ” IPV4” and ” IPV6”, respectively. For phone

numbersthenon-mandatory[ETS2002] typeis ”PLMN ” (PublicLandMobile Network).

Extendableaddressescanhavea freeformaddresswith anything6 in thetype�eld.

Table3 shows someexampleMMS addresses.Also, concreteexamplesof theusageof

the /TYPE parametercanbeseen.The�rst two addressesarephonenumbers.Thethird

oneis anRFC822mail address,andthelasttwoareIPv6andIPv4addresses,respectively.

Table3: ExampleMMS addresses.[WAP2002]

To: 0401234567/TYPE=PLMN
To: +358501234567/TYPE=PLMN

To: JoeUser<joe@user.org>
To: FEDC:BA98:7654:3210:FEDC:BA98:7654:3210/TYPE=IPv6

To: 195.153.199.30/TYPE=IPv4

Addressingalsoaffects the MM4 interface. The addressingon the MM4 interfacecan

be a mappingof the MMS Relay/Server domainnameto an IP addressusing normal

DNSoperations.In thecasetherecipientnumberis in MSISDNformatthemappingcan

be an DNS-ENUM lookup from the nameserver. The DNS-ENUM mechanismis not

mandatory, andif it is not available,hardcodedlook-uptablesor othersuchmechanisms

canbeusedto maptheaddresses.[ETS2002] In any case,theaddressesshouldresolve

to an IP addressfor the MMSC, so that the senderMMSC can relay the messageto

thecorrectrecipientMMSC. In thecaseof inter-MMSC traf�c, thesenderandrecipient

addressesarereformattedto includetheFQDNs(Fully Quali�ed DomainName)of the

appropriateserver.

OntheMM7 interfacetheaddressingschemesto supportareE.164(MSISDN)addresses

andRFC2822[Res2001]e-mailaddresses.Supportfor shortcodesis not mandatory, but

desired.[ETS2002] ShortcodesenabletheVAS-terminatingMMS messageto besentto

e.g.number400,or othershortcodewhich is easyfor theusersto remember.

6Limited to alphanumericcharacters.
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4.6 MMS Centers

Like in SMS,MMS hasdedicatedcenterswhich handlethemessagetraf�c. Someof the

interfaceswhich theMMSC offersor connectsto have beenspeci�ed in muchtechnical

detail. It is importantfor themanufacturerof theMMSC to implementtheseinterfaces

in a correctmannersothatsoftwareandhardwareinteroperabilityis guaranteedandthat

therearenotroublespotswithin theMMSNA. Themostimportantinterfacesin thisregard

aretheMM1 andMM4 interfaces.

Since the implementationof interfacesMM2, MM6 and MM8 are not speci�ed in

detail but left insteadto the manufacturers,thereis morefreedomandlesspressurefor

interoperabilityin theimplementationof theseinterfaces,thusgiving roomfor maneuvre

if timeor otherconstraintsbecomelimited whendesigningandimplementingtheMMSC.

Also, support for the interfaces MM3, MM5 and MM7 is optional. Thus, a

minimal-implementationMMSC must implementat least MM1 and MM4 interfaces

accordingto thespeci�cations.Becauseimplementinginterfacesfor externalserversor

valueaddedservicesis relatively easyandaddsvalueto the MMSC implementationin

the form of enhancedfunctionality, it canbe expectedthat mostMMSCs provide also

supportfor MM3 or MM7 interfaces,or both.

The threemanufacturershaving thebiggestmarketshareasof 25thof October2002are

Nokia,EricssonandCMG [Mob2002], asshown in �gure 8. As EricssonandNokia are

thetwo highestrankingmanufacturers,it is worthwhileto examinethemin slightly more

detail thanthe rest. Overall, it is dif�cult to �nd useful informationaboutthe MMSCs.

This is understandable,as certainsecrecy provides competitive advantage. However,

trying tobetoosecretiveaboutexternalserverandapplicationinterfacesis notproductive,

astherecanbeno productsthataddvalueto theMMSC if suchproductscannotconnect

to it. Without contentand serviceproviders there is lesscontentand fewer services,

andwithout contentandservicestherewill be lesscustomers,andwithout customersno

businesscanwork in thelong run.

4.6.1 Nokia Artuse MMSC

The product descriptiondocumentfor the Nokia Artuse MMS CenterReleaseMC1

contains,amongotherthings,a descriptionof the architectureof the ArtuseMMSC as
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Figure8: Numberof MMS installationspermanufacturer, includingtrial installationsas
of 25thof October2002.[Mob2002]

well asdescriptionsof functionalityprovidedby theMMSC. In thedocumenttherewas

alsothe mentionof an HTTP-basedNokia proprietaryprotocol for the MM4 interface.

[Nok2002b] It is unknown whether the issuesdescribedin the product description

documentarestill valid, andwhetheranMM4 interfaceimplementationcompliantwith

theMMS functionaldescription(i.e. basedon SMTP)hasalreadybeenadopted.

For theMM7 interfaceNokiahasspeci�edaprotocolwith thenameEAIF, anacronym for

”ExternalApplicationInterface”.EAIF is basedonHTTP1.1with persistentconnections.

The messagepayloadis an octetstreamencodedwith the mechanismexplainedin the

WAP-209 MMS Encapsulationdocument[WAP2002]. The payload is encapsulated

insidea HTTPrequestin bothdirections(i.e. messagesoriginatingfrom andterminating

to theexternalapplication).In additionto normalHTTP operation,therearea coupleof

Nokia MMSC speci�c headers,which dealwith recipientandsenderaddresses,message

typeandidenti�er, charging informationandMMSC statuscodeandversion.[Nok2002]

This thesisandthe implementationfocuseson a Nokia productbecauseIntellitel wasa

subsidiaryof Sonera,andSonerahasboughtits MMS solution(includingMMSC) from

Nokia.
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4.6.2 EricssonMMC

EricssonMMC usesan SMTP-basedMM7 protocol. [Eri2001] The EricssonSMTP

interface can function both as an external application interface as well as a VAS

applicationinterface. When sendingmessagesto the EricssonMMC via the SMTP

interface,certainmail headersbeginning with X-MMS- are usedto, for example,set

the expiry time andpriority of the message.It wasa pleasantsurpriseto notethat the

EricssonSMTPinterfacewassuchthat it allows the implementedEAIF-SMTPgateway

to bemadeinto a unidirectionalNokia-to-EricssonVAS interfacebridgewith little extra

effort.

Also, it is interestingto note that Ericssonchoseto usean SMTP-basedprotocol for

their VAS interface, whereasNokia choseto use an interface basedon HTTP. It is

unknown whetherthiswasintentional,dueto possiblydifferentintendedusagescenarios,

or theunfortunateresultof having two protocolpossibilitiesrecommendedin theMMS

functionaldescription. This situationwill correctitself if (or when) the manufacturers

implementinteroperableVAS interfaceprotocols.

4.6.3 Other MMS Centers

Other MMS Centermanufacturersinclude CMG, Tecnomen,Comverseand Logica.

There are somesmaller playerstoo, and also companieswith a product or products

similar to the Intellitel MessagingGateway with an addedMMS capability. First Hop

is an exampleof sucha company. Still, this thesisconcentratesmainly on the Nokia

MMSC, anddoesnotconcernitself with MMS Centersfrom othermanufacturers.

4.7 Curr ent Situation Among MMSC Manufacturers

It is dif�cult to predict the direction towardswhich the manufacturersare aiming to

develop their MMS Centers. Thereappearsto be a drive towardsinteroperability, but

it is not clearwhetherthis is the actualstrategy preferredby the manufacturers.In the

�rst versionsof theMMS functionaldescriptiontheMM interfaceswerenotspeci�edon

a detailedenoughlevel [ETS2001b,ETS2001,ETS2002b, ETS2002c]. This resultedin

themanufacturerscreatingtheir own interfaces,following thespeci�cationwhereit was
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reasonableandbene�cial for them. This situationis especiallygaudywith Nokia and

EricssonMMSCs,which haveanon-interoperableMM3 protocolimplementation.

The biggestproblemwith the availableMMSC materialis that it is marketing material

andit is not certainif thematerialcontainsfactsor is a sortof ”augmentedreality” view

of theproduct.It is noteasyto �nd factualinformationfor comparingdifferentMMSCs.

It is dif�cult to even tell if anMMSC actuallyfollows theMMS functionaldescription,

andmore importantly, if it does,which versionof the speci�cation! Nevertheless,the

biggestmanufacturersseemto beleadingtheshow with thesmalleronescomingin their

heelsandtrying to gettheir handson whateverbitsandpiecesthebig onesseemto miss.

4.7.1 Support for MM3 Interface

Sincethe MM3 interfaceis meantto interfacewith existing ”legacy” servers, it makes

senseto implementto theMMSC at leastthemostcommonlyusedprotocols,i.e. HTTP

andSMTP. However, supportfor MM3 interfaceprotocolsis notuniformamongdifferent

manufacturers.HTTP andSMTP seemindeedto be the mostabundant,althoughthere

existsalsosomesupportfor certainSMSCprotocols.If theMMSC hasbeendeveloped

by evolving anolderSMSgatewayproduct,supportfor anSMSprotocolor protocolsand

at leastsome”contentprotocol”(HTTP, SMTP)is anaturalconsequence.This is because

suchprotocolsareoftensupportedby SMSgateways;SMSCprotocolsto interfacewith

SMSCsandHTTPor SMTPto interfacewith contentproviders.

Theoperator'sneedsanddesiresdictatethelevel of supportfor additionalprotocolsatthe

MM3 interface.However, it might bethecasethatthemanufacturerof theMMSC is not

interestedin providing acustomizedsolutionfor supportingsomeobscureprotocol.This

kind of situationcanbe remediedwith a messagemediatorwhich understandsboth the

desiredprotocolandsomeMM3 protocolunderstoodby theMMSC.A messagemediator

is likely tobe,dueto theverynatureof thesoftware,moresuitedtoassimilatingnew kinds

of protocolsmorequickly andeasilythana complex MMSC product.

4.7.2 Support for MM4 Interface

TheMM4 interface,which is usedby two MMSCsto communicatewith oneanother, is

well speci�edin theMMS functionaldescription.[ETS2002]Thisis becauseMM4 hasto
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beinteroperableamongall MMS Centers.Otherwisetherewould no possibility to relay

messagesbetweentwo differentMMSEs,whichwould make roamingin MMS networks

impossible.Thus,supportfor MM4 is likely to beavailablein any givenMMSC. For this

reason,MM4 would beagoodinterfaceto implementinto amediator. By usingMM4 to

connectto theMMSC, themediatorwould appearto theMMSC asanexternalMMSC.

However, implementingfull supportfor the MM4 interfaceis an orderof a magnitude

largerundertakingthanimplementingsomeof theMM3 or MM7 interfaces.

Even if relaying betweenMMSEs might be endangeredby non-interoperableMM4

implementations,it is not certain if the different manufacturersactually even want

total interoperability. [Nur2002] If MM4 doesnot becomeinteroperableamongall

manufacturers,and the interfacespeci�cationsare available, a mediationsolution can

be createdto link two MM4 interfacestogether. If the interfacesare proprietary, and

speci�cationsfor themcannotbe found, thenmediationcanbemadeto work via MM3

andMM7 interfaces. Although sucha solutionmight be a little unorthodox,it should

be plausibleas long as the MM7 interfacespeci�cationsare known and/ora common

MM3 protocolis supportedamongthe two communicatingMMSCs. If MM4 becomes

interoperableand everyonestartsusing it as such,advancedvalueaddedfunctionality

(insteadof protocol conversions)in an MMS-capablemediator can possibly justify

investmentsby anoperator.

4.7.3 Support for MM7 Interface

There is not much distinction betweenthe intendedfunctionality of MM3 and MM7

interfaces. The actual realizationof MM3 can be proprietaryas long as it is ”based

uponexisting standardse.g.HTTP, SMTP” [ETS2002]andfollows theMMS functional

descriptionin otheraspects.Thereis no reasonwhy a HTTP protocol interfacemeant

primarily for MM3 couldnot beusedby contentprovidersfor two-way messagingwith

the MMSC. Although sucha trick is technicallypossible,a more robust solution is to

implementsupportfor aproperMM7 interface.

Currentlytherearedifferingimplementationsfor theMM7 interface.[Nok2002, Eri2001]

The situationis likely to changein the future, asmanufacturersgraduallycatchon to

thelatestversionsof theMMS functionaldescription.Accordingto theMMS functional

description,theinterfacefor MM7 shalluseSOAP 1.1astheprotocol[ETS2002].Having

SOAP asamechanismwith whichto interfacewith any MMSC is agoodthingfor content
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providersandprovidersof valueaddedservices.With a SOAP implementationthereis

nolongeratechnologicallock-upto acertainoperatoror MMSC manufacturer. In theory,

this soundslike a dreamcometruefor interoperabilityandeaseof use.In reality, things

aredifferent,asit is up to MMSC manufacturersto decidewhetheror not they want to

supportSOAP at all. Adopting SOAP canenhanceinteroperabilitytowardsconstantly

developingwebservicesandthusoffer a futurestrongsolution.

However, if MMSC manufacturersindeedstart to supportSOAP, there will be less

needfor sucha messagemediationsolutionthat Intellitel MessagingGateway currently

provides. This is becausetheMM7/SOAP interfaceis standardizedandbasedon XML,

thus making non-interoperableextensionsto the protocol itself practically impossible.

In this case,there is a strongneedto add value to the messagemediation,as simple

arbitration of messagesand protocol conversionswill not be enoughto justify the

investments.Even if MM7/SOAP will not gain widespreadadoption,addingvalue to

messagemediationis neverthelesswise,asit cannot only give a competitive edge,but

alsoenablewholenew productstobecreatedasanoff-shootof thevalue-addingelements.

4.8 Requirementsfor an MMS-Capable Mediator

CreatinganMMS-capablemessagemediatorrequirestheimplementationof oneor more

of the MM1, MM4, MM3 or MM7 interfaces. If thereis desireto communicatewith

theMMS UserAgentdirectly, thentheMM1 interfacemustbeimplemented.However,

implementingonly the MM1 interfaceis useless,as communicationwith other MMS

elementsis alsoneeded.Thus,if theMM1 interfaceis implemented,theMM4 interface

shouldalsobe implemented.This is becausethe MMS messagecomingvia the MM1

interfacemightbedirectedto arecipientin anotherMMSE. Thisalsoappliesin theother

direction,i.e. aninboundmessagecomingfrom anotherMMSE.

In practice,implementingan MM1 interfacedemandsmuchwork, as it requireseither

a built-in WAP stack or an external WAP gateway, both requirementswhich were

impossibleto ful�ll at Intellitel. Also, during initial researchabout the bestway to

make theIntellitel MessagingGateway suitablefor MMS messagemediation,theMM4

interfacespeci�cationof theNokiaArtuseMMSC wasproprietaryandnotavailablefrom

Nokia. [Nur2002]
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Basing a messagemediator on the MM4 interface alone is not a viable option.

Implementinginterfacessuchas MM3 and MM7 can add more value to the message

mediatoreven if the MM3 or MM7 interfacesare mutually non-interoperableamong

MMSCs. Also, ways to handlethe MMS messagesthemselvesare bene�cial. If the

mediatoris to handlethe MMS messages,by extractingdatafrom the message,adding

datato themessage,or removing datafrom themessageit needsto implementtheWAP

WSP-209and, in practice,WAP-WSP-230codecs. The MMS messagesare encoded

using thesecodecs[ETS2002,WAP2002]. If the mediatoris to alter the order of the

individual partsof themessage,or changetheaspectsof thepresentationin someother

way, SMIL decodingandencoding[W3C2001] routinesneedto be implemented.An

XML parseris alsoneededfor SMIL handling.

Other requirementsfor an MMS-capablemediatorare satis�ed mostly by the existing

messagemediator. These include logging, statistics, alarms, high availability

mechanisms,integration to billing systems,robustness,managementfunctionality and

othersuchfeatures.If thereis noexistingmessagemediatorproductonwhich to basethe

MMS-capablemediator, thesefunctionalitiesneedto be implemented.Securityaspects

mustalsobetakeninto account.For example,theconceptof CUGs(ClosedUserGroup)

can be useful in someservices. A CUG is a whitelist, i.e. it lists the personswho

areallowed to usecertainservices.The oppositeof whitelisting is blacklisting,where

certainusersarebannedfrom usingtheservices.Themediatorshouldprovidewhite-and

blacklistingcapabilities.

Therecan also be other requirements,which dependon the natureof the valueadded

functionality of the messagemediatorimplementation. For example, if a transcoding

implementationis realized,decodingandencodingcapability for the transcodedmedia

formatis required.Also, transcodingimplementationrequiresthecodecsneededto alter

theMMS messages.

Theoverall level of interoperabilitybetweenMMSCs in the future is yet unclear. If the

MMSCscannotinteroperate,thereis aneedfor amediationsolutionwhichcansomehow

link thesetwo MMSCs and contentproviders together. One possibility is to connect

two MMSCs togetherusing the MM3 or MM7 interfaces. This scenariois the best

for the messagemediationproductmanufacturersas therewill be a de�nite needfor a

mediationsolution,makingthesituationanalogousto whatit hasbeenin theSMSworld.

However, regardlessof theactualinterfaceswhich areimplemented,themostimportant

functionalityof themediatoris thekind of functionalitywhichaddsvalueto themessage

mediation.
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Implementingvariousvalueaddedfunctionalitiescanhave the sideeffect of spawning

new productsandbusinessopportunities.Someof the realizationsto addvaluemight

becomekiller applications,if there will be a strong demandfor such applications.

However, foreseeingthe killer applicationsand the demandsfor themcanbe dif�cult.

For example,who couldhaveknown thatthepossibilityto sendanSMSandseeit scroll

by on TV after a while would becomeso successful,especiallywhenusingthe service

costsmany timesthepriceof anormalSMS?
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5 ValueAdding Functionality

Thischapterexploresandsuggestsdifferentmeansto addvalueto messagemediation,so

that therewould bea marketablecasefor messagemediationin multioperatorMMSNA

regardlessof how theinteroperabilityissuesof theMM interfacesdevelop.

The implementationin this thesiswas an EAIF to SMTP gateway. Although acting

as a simple gateway doesnot add much value as such, there is neverthelessa valid

businesscasefor the gateway. Operatorswho have not purchasedor gottenan SMTP

interface bundled with their MMSC may �nd it desireableto purchasethe EAIF to

SMTP functionality cheaperthan the original MMSC manufacturercan offer. Also,

operator-speci�c customizationscanbe implementedwith lesshassleandalsopossibly

cheaperthanwhenworkingwith thebig manufacturers.

The EAIF to SMTP gateway implementationgatherssomeinformationaboutthe MM

messageswhich passthroughthe gateway. The datagatheredby the gateway can be

easilyextendedto containmoreinformation. The extracteddatacould thenbeusedfor

billing or to providestatisticsaboutthemessages.Indeed,analmosttrivial ideaof adding

valueis to gatherdatafor billing andstatisticspurposes.In practice,it mightnotbeknown

beforehandwhat kind of datais needed.In sucha case,thesetof gathereddatashould

includeall datathatis possibleto extract,to anticipatetheunforeseenusage.

Another way to add value to the mediatoris to implementfacilities for somekind of

services.This way the mediatorproductcando somespecialized(andpossiblywidely

needed)services”out of thebox”, withouttheoperatorhaving topurchaseordevelopsuch

servicesseparatelyat a greatercost,effort andlossof time. This chapteralsoexplores

somepossibleserviceswhichcouldbeimplementedin orderto addvalueto themessage

mediatorproduct. Yet a third way to addvalueis to implementexisting or totally new

kind of functionalityinto themediator, andcombinethis functionalitywith thepreviously

presentedwaysto addvalue(i.e. billing, statisticsandservices).

5.1 Billing

For billing purposesit is wiseto take aslargea setof dataaspossible,to anticipateeven

the mostspecializedfuture usage.Enablingrun-timecon�guration of the setof logged

dataallowsfor greater�e xibility whenbringingnew kind of servicesto themarket. If all
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thefacilitiesto log dataarealreadyin place,it suf�ces to recon�gurethemediatorinstead

of developingcustomapplicationsto gatherdatanecessaryto dobilling. This lessensthe

time neededto bring new servicesto the market. If billing cannotbe done,the service

cannotmakemoney.

MMS allows differentkind of scenarioswith regardto billing in messages.The MMS

functionaldescriptioncontainsdedicatedfunctionalityfor reply-chargedbilling, in which

thesenderof themultimediamessageagreesto pay for a reply to theoriginal message,

aslong ascertaincriteria,suchastheallowedtime window for reply, areobeyed. Other

scenarios,suchasprepaid,postpaidandcostcontrol, canbe implementedusingother

mechanisms.Thecharging datagatheredat MM1 andMM4 interfaces[ETS2002d] can

be usedasa roughguidelinewhendeterminingwhat datato gatherfrom the messages

andtransactionsoccuringat theMM3 andMM7 interfaces.

Sinceconnectingto theMMS UserDatabasesor othersuchdatabasesmight bedif�cult

or even impossible,it is bestfor thebilling mediatorto have a dedicateddatabase.The

dedicateddatabasehasmany bene�ts: �rst, it allows morecomplex billing logic to be

implementedinto themediator. Second,it reducescouplingbetweenthebilling mediator

andthe MMSC, allowing for a moreindependentbilling mediatorimplementation.For

billing purposes,thedatabasehasto containa mappingfrom someuniqueuseridenti�er

(e.g.telephonenumber)to theuser'saccount.

Theactualbilling logic andthedecisionshow tohandlethecontentsof theaccountdepend

on the billing scenarios,which arepresentednext. The term ”genericdata” usedin the

billing scenariosrefersto a minimal setof datawhich is necessaryto make the service

possible.This genericdatacanincludeinformationlike thesizeof themessage,sender

and recipientaddresses,type of message,and so on. The precisecompositionof the

genericdatacannotbedeterminedaccurately, asit dependson many factors,suchasthe

servicesthemselvesandthepossibledemandsof local legislation.For example,for short

messagestheFinnishregulationsde�ne that theusercanrequestpricing informationfor

a service,but thecostfor doingsomaynot exceedthepriceof a regularshortmessage

[FIC2002].
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5.1.1 PostpaidScenario

Postpaidscenariois theregularpay-as-you-gomannerof billing. After thebilling period,

for example,oncea month,billing datafrom thebilled messagesis compiledanda bill

is sentto thecustomer. For this scenario,thereareno specialrequirementsunlike in the

otherscenarios.It suf�ces to gatherall thegenericdatarelevantfor ordinarybilling and

storethemfor at leastthedurationof thebilling period.

5.1.2 Prepaid Scenario

In a prepaidscenario,oneor moremessageshavebeenpaidbeforehand.Theuserhasan

accountwhich decreaseswith everybillablemessage.Thus,thesenderhasto beknown7

sothatthesender's identitycanbemappedto theprepaidaccountandthebilling logic be

performed.If theaccounthasnomorecredits,theuseris deniedfrom sendingamessage.

In this scenario,at leastdataaboutthesender(e.g. MSISDN number)is needed.Other

information can be usedas well, suchas size of the message,type of contentof the

messageandtypeof message.[ETS2002]Themostimportantinformation,however, is

thedataaboutthesender's identity.

Prepaidaccountsarewell suitedfor cost-consciousconsumers,suchasparentswhowant

to avoid nastysurpriseswhen paying for the telephonebills of their children. When

usingprepaid,the amountof money storedon the accountis the ultimate limit to how

muchmoney canbeusedwithin somegivenperiodof time. Also, prepaidaccountsare

convenientwhenstayingin aforeigncountryfor afew months,assigninga”real” contract

with anoperatormightbeimpossible.

5.1.3 CostControl Scenario

Thecostcontrolscenariois similar to theprepaidscenario.In costcontrolanupperlimit

for thebill is speci�ed. Thebill accumulatesduringuseandis sentto thecustomerafter

thebilling period.Unlikeprepaid,whichis paidin advance,thecostcontrolledbill is paid

like a regularbill. Costcontrolensuresthat thebill will never exceedsomepre-de�ned

value.
7Evena uniquenumericidenti�er will suf�ce, usinga realnameis notnecessary.
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Likeprepaid,costcontrolcanbeusedby peoplesuchasparentsof a teenager, who want

to be surethat a certainlimit is not exceededduring the billing period. In costcontrol,

dataaboutthesenderis implicitly needed.This is becausethecustomer's accountneeds

to beveri�ed sothat thecostof thenew transactionwill not causetheaccumulatedcost

to goover thepre-setlimit. If thelimit wouldbeexceeded,thecustomeris notallowedto

sendthemessage.An appropriatebarringmessagewould bedisplayedin this case.The

contentsof thebarringmessageshouldbecon�gurable.

5.1.4 Reply-Charging Scenario

The reply-charging scenariois explicitly speci�ed in the MMS functional description.

In reply-charging the senderof the MM messageis charged for the cost of the reply

MM message. In other words, the recipient can reply at no cost. The sendermay

indicatespecialrestrictionsfor the reply MM message,suchas latesttime of delivery

andsizeof message.Thereply MM messagemustbeto theoriginal MM message.This

is controlledwith the MESSAGE-ID header. The original MESSAGE-ID is indicatedin

the reply message.TheMMSC will only acceptonereply-chargedreply to theoriginal

message.The reply mustbe text. Furtherrestrictions,which may be alleviated in the

future, is that the senderandthe recipientmustbelongto the sameMMSE. Forwarded

MM messagesarenot to supportreply-charging atall. [ETS2002]

Reply-charging canbeusedin scenarioswhereit is necessaryto asksomethingfrom the

customer. This canbe,for example,a con�rmation for a purchasewhosevalueexceeds

somelimit setby legislation,or aqueryfor somesecretpasscodeto enablesomeservice.

For example,thecustomercouldusesomeservicewhich requiresa con�rmation in the

form of a 4-digit passcode.In this case,the customerinitiates the serviceby sending

a servicerequestusingthe usualmethods.Whenthe servicereplies,the reply-charged

messageinstructsthe userto reply with the passcode.The usercan then reply to the

messagewith thepasscode,withouthaving to payfor thenecessaryextramessage.Thus,

reply-charging can be usedwith a servicewhich requiresinteractivity from the user,

without theuserhaving to separatelypayfor eachintermediatemessage.

As reply-charging is partof theMMS functionaldescription,it needsno additionaldata

to be gatheredfor the billing. However, servicesusingthe reply-charging functionality

mayneedadditionaldatato chargefor theoriginalmessage.Becauseof this, it is prudent

to gatherasmuchdataaspossible.
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5.1.5 SpecialBilling Scenarios

Somebilling scenariosmight requirespeciallogic. For example,a company couldoffer

subsidizedmessagepricesduringanadvertisingcampaign.In thiscase,all messagessent

during sometime periodwould be free. In this case,the dateandtime of the message

areneededfor thebilling. Therecanalsobescenarioswheremessagessentto a certain

recipientaddresswill be free. Naturally, in this case,thesenderandrecipientaddresses

areneeded.An extensionof thisscenariois a”friend-ring”, in whichmessagessentto the

peoplewithin thering aresubsidizedduringacertainperiodof time. Gatheringdataabout

dateandtimeis relevantalsohere.Also, anoperatorcouldgivethe�rst 50messagesfree

for someonewhosignsupasacustomer. Thiscaseis somewhatanalogousto theprepaid

scenario.However, unlikein theprepaidscenario,theusercancontinueto sendmessages

even after the numberof free messageshave beenexhausted.The additionalmessages

wouldbebilled normallyin theregularbill.

5.2 Management

Using a mediatorcan undersomecircumstancesbe bene�cial from the point of view

of systemmanagement.When using multiple MMSCs from different manufacturers,

their managementinterfacesmight not beableto interwork. Evenif they caninterwork,

managementinformationandcapabilitywill not be available from a single point. An

SNMP-capablemediatorcanoffer managementfrom a singlepoint and integratewith

existing legacy systemsaswell asnew MMSCs.Thedownsidefor thisapproachis thatit

requiresmuchwork, asanumberof possiblynon-standardmanagementinterfaceswould

needto be implemented.Also, theapproachmight not be feasiblefor thoseMMSCsor

legacy systemswherethemanagementfunctionality is nonexistentor closelytied to the

insidesof theproductsthemselves.Althoughconvenientfromasystemarchitecturalpoint

of view, a singlepoint for managementalsoeffectively createsa singlepoint of failure,

whichmaybeundesireable.

A better management-relatedapproachis a mediatorwhich provides a user-friendly

con�gurationandmanagementinterfaceaimedatserviceproviders.An exampleof this is

theServiceProvider Portal(SPP)component,which is a partof theIntellitel Messaging

Gateway. [Int2002c] AlthoughSPPworkswith SMSmessagesanda non-MMS-capable

IMG, it is worthwhile to examinethe architectureandfunctionality on a high level and

think of how suchanapproachcouldwork in MMS world.

45



TheSPPallows theserviceprovider to managevariousparametersof theSMSservices:

keywordsused(e.g.SMSmessagesbeginningwith thekeywordWEATHERwouldsend

a weatherreport to the user), servicetype, status,accesslists and price. The actual

messagesentby theuseris deliveredusingHTTP or SMTPto anetwork entity indicated

byauser-de�nedURL (UniformResourceLocator)address.By usingtheSPP, theservice

provider doesnot needto know the technicaldetailsof the underlyingShortMessage

Service.[Int2002c]

Figure9 illustrateshow a serviceprovider could bene�t from an MMS mediatorwhich

provides an MMS-capableSPP-like portal for servicemanagementand con�guration.

Theportalis usedwith awebbrowser. TheMMS mediatorusestheinformationgivenby

theuser(theserviceprovideradministrator)whendetermininghow tohandleanincoming

or outgoingmessage.Theactualservicedatais locatedin thecontentserviceelement.

MMSC

Browser
Web

Portal

Service ProviderOperatorCustomer

MMS
Mediator

Content
Service

Figure9: ManagingMMS serviceswith anMMS-capableSPP-like portal.

Such portal architectures,which are aimed at service providers, can extend the

functionality of the MMSC by enablingfasterand easierservicecreation. Also, as

the serviceprovider can managetheir own limited, but suf�cient, set of con�guration

parameterswith a user-friendly interface, it removes the needfor the operatorto act

as a ”proxy” betweenthe con�guration requestsfrom the serviceproviders and the

con�guration facilitiesof themediatorsoftware.Thusserviceprovider self-provisioning

functionality in the mediator takes extra work away from the operator. Offering

con�guration and managementfunctionalities for the serviceproviders add value to

the mediatorby steeringaway from basicprotocol conversionsinto morehigher level

functionalities,namely, thedomainof services.
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5.3 Statistics

Forstatisticspurposes,it is necessaryto �rst �nd outwhatkindof statisticsarewantedand

whatarerelevant. After that,thedatarelatedto thechosenstatisticsneedsto belogged.

Differentkind of statisticalapplicationsrequiredifferentsetsof datato log. For example,

from a network managementpoint of view it might be relevant to know the amountof

traf�c in sometime period,whereasfrom a marketingpoint of view theamountof users

for someserviceis morerelevant.

If it is not known beforehandwhatkind of statisticsareneededandloggingof all datais

doneasaprecaution,theamountof loggeddatacanbeoverwhelming.Thus,possibilities

to trim down theamountof loggeddatais needed.Themost�e xible way to achieve this

is duringrun-timeoperation,e.g.by usingdynamiccon�gurationdirectiveswhich affect

the behaviour of the statistic logging component. In demandingenvironmentswhere

high availability is essential,thechangingof thecon�guration directivesmustnot cause

downtimein theentiresystem.Also, theinactivity time for singlecomponentsshouldbe

aslittle aspossible.

The mediatorcan also renderaggregate statistics. Theseinclude, for example, the

total amountof messagetraf�c in bytes,the total numberof messageswith the type of

”Advertisement”andotheraccumulatingattributes. If themediatoris unableto process

aggregate statistics,the usefulnessis somewhat diminished. This is not too critical

an issue,as the gathereddataprobablyneedsto be post-processedwith someexternal

programanyway. The externalprogramcanbe a sophisticateddatamining application

or a simplescriptwhich parsesthelogsfor thestatisticswhich themediatoris unableto

provide.

The 3GPPspeci�cation describingcharging data for applicationservicesde�nes that

parameterssuchasmessagesize,durationof transmission,sendervisibility andmessage

submissiontimearetobeusedwhengatheringdatafor CDRs.[ETS2002d]Thedocument

de�nes charging only in MM1 andMM4 interfaces,but canneverthelessbe usedasan

inspirationalhelp when de�ning what statisticaldata to gather. Someof the de�ned

parametersarewell suitedto be gatheredalso for statisticalpurposes,even if they are

notcollectedfrom theMM1 andMM4 interfaces.
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5.3.1 UsageStatistics

For usagestatistics,suchas”16-20 yearolds sendthe most imageson Friday at 19-21

o'clock”, data about eachsenderneedsto be cross-referencedwith an existing user

database.It is assumedthat theuserdatabasecontainssomepersonalinformationabout

the user, suchas dateof birth. This information is not to be usedto track individual

usersbut computestatisticsand usagepatternsand possiblydo servicebarring. For

example,an underagepersonis deniedaccessto adult-orientedservices. Aside from

personalinformation,thetimewhenthemessagewassentis alsoacrucialdatum.

This kind of informationis valuablefor marketing purposesfor many reasons.First, it

givesaccurateand up-to-dateinformation about the market behaviour and conditions.

Second,it canbeusedto bettertargetadvertisementsto the target groups,with the aim

of pumpingup the usageeven more. Third, specialcampaignscanbe usedto bring in

non-subscriberswhobelongto thesamedemographicgroup(s)asthestereotypicalheavy

users.Otherkind of usagestatisticsarealsopossible.From a technicalpoint of view,

having up-to-dateusagestatisticscan be of help in improving network utilization. In

general,usagestatisticsanswerthequestions”who” and”when”.

5.3.2 Traf�c Statistics

Traf�c statisticsare used to answerquestionssuch as ”what part of the traf�c is

advertisements”and ”how big is an averageMM message”.Traf�c statisticscan also

show how big a part of the messagesarepersonto personmessages,requestsfor some

serviceandrepliesfrom a service.Also, thecontentandnatureof themessagescanbe

discovered.Thesedataincludes,for example,thenumberof imagesin thenetwork, size

of anaverageimage,thenumberof sentsound�les andthepercentageof usersutilizing

theMMS streamingcapability(if supportedby thenetwork).

Likeusagestatistics,traf�c statisticscangiveinsightto andaidmarketing-orientedusage.

Fromatechnicalpointof view, traf�c statistics,likeusagestatistics,candiscoverpotential

bottlenecksand thushelp improve network utilization, e.g. via messageprioritization.

Messageprioritization works by preferring somemessagesover others,allowing the

preferredmessagesto bedeliveredandprocessedbeforethanthenon-preferredones.
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5.4 Content Transcoding

Mobile terminalsare small and lightweight so that they can easily be carriedaround.

A small form factor and a limited power supplyplacesrestrictionson the capabilities

available in the terminal. For example, the small memorysize limits the size of the

messagestheterminalcanhandleandtheprocessorin theterminalis notmeantfor heavy

all-purposecalculations,limiting thecomplexity of themessages.Thesizeof thescreen

in themobileterminalis oftensmallandlimited in thenumberof coloursit candisplay.

Dueto theselimitations,it mightnotbepossibleto scaleahugeimageto asmallerversion

astheoriginalimagemightnot�t completelyinto thememoryatall. Also,scalingavideo

clip at theterminalis a computationallyintensiveandmemoryconsumingtask.To spare

themobileterminalfrom having to do thesegargantuancomputationaltasks,thecontent

can be modi�ed to be suitablebeforeit is sent to the terminal. This is what content

transcodingaimsto do. Thepurposeis to adaptthecontentto �t thehardwarepro�le of

theterminal.Theburdenof adaptationis thentakenfrom themobile terminalandgiven

to anotherdevice, which is able to processdatamuchfasterandhasmany timesmore

memory.

Contenttranscodingis concernedwith taskssuchasreducingthe numberof coloursin

a picture,thusmakingthe imagesmaller(at leastwhenan indexedformat suchasGIF

is used).Also, the resolutionin a video clip andthesamplingrateof an audioclip can

be reducedso that the �les becomesmaller. The device doing the contenttranscoding

hasto know theparametersof thetargetterminal.For this, thecontenttranscodershould

have accessto thepro�le of themobileterminal.Theterminalcapabilitypro�le is given

to the MMSC by the MMS UserAgent and is storedinside the MMS UserDatabases

[ETS2002]. Thus,thecontenttranscoderneedsaccessto theMMS UserDatabasesor has

to implementsomeothermethodof receiving theterminalpro�le.

A realizationof a contenttranscodercouldutilize theMM3 or MM7 interfaces.In both

cases,thecontenttranscoderwould actasa �lter , receiving a message(andtheterminal

pro�le), transcodingthe content,andthensendingthe transcodedmessageback to the

MMSC.An MMS-capablemediatorcanfunctionasacontenttranscoderaslongascertain

requirementsareful�lled. For example,thecontenttranscoderhasto befastandhave a

largememoryandsuf�cient massstorage.Otherwise,many userssendingsimultaneously

a large amountof messagesrequiring contenttranscodingwould createan accidental

denialof serviceattackagainstthecontenttranscoder.
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Evenif a fully functionalcontenttranscoderis not built, implementingevensomebasic

contenttranscodingfunctionscan add value to the mediatorproduct. If the mediator

is capableof receiving e-mail messagesfrom the Internet,for examplewhenactingas

a bidirectionalEAIF to SMTP gateway, the possibility to transcodeimageswould be

especiallyhelpful. The usercould usea digital camerato sendan imagedirectly asa

mail message,withoutthinkingaboutthesizeof theimage.Themediator, uponreceiving

themessage,couldeitherusetheterminalpro�le informationor it couldusethe”lowest

commondenominator”for theimages[CMG2002],makingtheimagesmallenoughto be

accessedwith any mobileterminal.In any case,theextentof thetranscodingfunctionality

shouldbecon�gurable,becausetheMMSC mighthaveadedicatedcontenttranscoder, in

which casetheMMSC will take careof thetranscodingandtheoriginal messageshould

bepassedintactto theMMSC.

5.5 Positioning

TheHLR, an elementof theGSM network architecture,containsinformationaboutthe

current location areaof the mobile terminal. This information is neededin order to

localize the userin the worldwide GSM networks [Sch2000],and enableroamingi.e.

using the terminal in networks other than the homenetwork. If the messagemediator

can interface with the HLR, it is possibleto add location-aware functionality to the

mediator. In practice,interfacingwith theHLR requiresknowledgeof MAP. Companies

which alreadypossessSS7knowledgehave likely alreadydevelopedsoftwarefor MAP

connectivity. Othercompanieswill needto usemoreeffort, but this paysoff in theend,

aspositioning-basedserviceshave hugebusinesspotentialandassuch,supportingthem

in themediatorcanaddmuchvalueto themediationprocessandto theproductitself.

AlthoughHLR positioningis notasaccurateasthatprovidedby GPS(GlobalPositioning

System)receivers,HLR locationareadatahastheadvantageof beinganintrinsicproperty

of theGSM network. Thus,HLR locationareadatais alwaysavailableregardlessof the

handsetcapabilities. On the other hand,GPSreceivers are often implementedin the

handsetsonly. In orderto get moreaccurateGPSpositioningdatafrom a GPS-enabled

handset,thehandsetwould have to inform thenetwork of the locationuponreceiving a

requestfor locationdata.Thiskind of functionalitywouldrequirechangesto thehandsets

andthenetwork. As time goesby, methodsto pinpoint thelocationof thehandsetusing

GPS-capablehandsetsandotherschemeswill surelybedevelopedandstandardized.In

themeantime,HLR positioningcanbeused,evenif it lackshighaccuracy.
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Support for positioning functionality in a mediator will bring new dimensionsto

the services and the possibilities available. With positioning conceptssuch as

time/location-basedbilling would becomea possibility. This would make it possibleto

charge differently the messagessentduring eventswith muchpeople,suchasconcerts,

festivals andsportsevents. Theseeventsare often concentratedon onewell-speci�ed

geographicalareawith well-known startingandendingtimes.Fromthepoint of view of

the user, the changesin billing would be transparent.Therewould be no needfor the

usersto registerbeforehand,asidefrom possiblelegislation-de�nedproceduresto grant

theoperatoraccessto theuser's locationdata.

Also, receiving a colourmapimageof thecurrentlocation,or multiple imagesshowing

the path to the chosenlocation, can be done using positioning data and accessto a

cartographicalservice.Sucha servicewould be especiallyusefulto peoplewho do not

know the surroundingswell andneednavigation assistance:e.g. tourists,truckersand

peoplefrom outof town. Combiningthenavigationassistanceserviceto adatabaseabout

localbusinesseswouldallow queriessuchas”whereis thenearestChineserestaurant”or

”whereis thenearestpharmacy”. Suchaservice,assumingit is simpleandeasyenoughto

use,wouldaid localbusinesses,big andsmall,aslongasdataabouttheir line of business

andlocationis up-to-dateandreadilyavailable.

5.6 Advertising Campaign Gateway

It is possibleto modify or addnew partsto themessageasit goesthroughthemediator,

if themediatoris ableto extractdatafrom or modify theMMS messages.To accomplish

this, the mediatorneedsto implementsuitablecodecroutines. The codecconsistsof

routinesfor the WAP WSP-209MMS encapsulation[WAP2002] and also in practice

the WAP WSP-230WSPcodec[WAP2001] routines,which areusedby the WSP-209

encapsulation.Also, theSMIL partof themessagemayneedto bemodi�ed in orderto

implementproperdelayandotherpresentationparametersfor theaddedcontent.

If the mediator acts as an unidirectional gateway, it suf�ces to implement either

encodingor decodingfunctionality, dependingon thedirectionof thegateway. Decoding

functionalityis enoughfor agatewaywhichreceivesMMS messagesandsendsmessages

usingsomeotherprotocol. Likewise, for a gateway which only sendsMMS messages,

andreceivesmessagesusingsomeotherprotocol,encodingfunctionalityis suf�cient.
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The EAIF to SMTP gateway implementationdonein this thesishasroutinesto addan

extrapartto theoutgoingmultipartSMTPmessage.Theextrapart is a simpletext ”This

MMS messagebroughtto you by Intellitel MessagingGateway!”. This part is the �rst

thing theuserseesuponopeningthemail message.Generally, addingan image,text or

soundto themultimediamessagecouldbeusedto implementan”advertisingcampaign

gateway”. Suchagatewaywouldaddasponsoredlogo(still image),slogan(text) or jingle

(sound)to the messageandmark the modi�ed messagesto be subsidizedin the billing

data.This allows for cheapermessagesto theuserandvisibility to thecompany paying

for theadvertising.

From the point of view of the user, the usageof an advertisingcampaigngateway has

to becompletelyvoluntary. Theuserhasto understandthat thecontentof themessages

will beslightly modi�ed. However, sincetheadvertisingpartypayspartof themessage,

the cost of the messageis reduced,which is advantageousto the user. Basedon this

informationtheusershouldthenmakeadecisionwhetherto startusingtheserviceor not.

Making the systemvoluntary insteadof involuntary is essential. Involuntary message

contentmodi�cation, evenwith subsidizedmessageprices,is likely to make customers

unhappy. Also, whatever the addedcontentis, it hasto be relatively subtleso that it is

de�nitely noticedbut not toomuchor it will disruptthemessagingexperience.

Combiningthe advertising campaigngateway conceptwith other functionality can be

bene�cial. For example,implementinga location-awareadvertisingcampaigngateway

can have interestingapplications. The advertisementchosento display could be the

nearestadvertising party at the location of the receiver. If there are more than one

companiesavailable, as is the casewhen the receiver is e.g. at a shoppingmall, the

company couldbechosensothatall companiesgetequalshareof visibility, or sothatthe

highestpayingcompany couldgetthevisibility with ahigherprobabilitythantheothers.

The highestpayingcompany mustnot get the advertisementshown all the time, asthe

otherswouldbepayingfor nothing.

Figure10 illustrateson a conceptuallevel how a location-awareadvertisingcampaign

gateway works. TheHLR is informedof therecipient's location. Theoriginal message,

containingagreetingin thisexample,ismodi�ed enroutetocontainalsoanadvertisement

for a company at therecipient's location.Therearemultiple companiesat therecipient's

location.Althoughcompany B hadasmallerprobabilityof beingselecteddueto cheaper

pricingof theservice,it wasselectedthis time.
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Figure10: Location-awareMMS advertising.

If theadvertisingcampaigngateway functionality is implemented,additionalmarketing

researchis neededto �nd out the properpricing structurefor the messagessentvia the

gateway. It is unlikely thatcompanieswould bewilling to paymany timesthepriceof a

regularMMS messagejust to getvisibility. Sanepricing anduseracceptanceis thekey

to success.

The advertising campaigngateway hasa certainanalogyto the ”free e-mail” services

suchasHotmail. In thoseservices,theuseris givena freee-mailaddresswhich canbe

accessedanywhereusinga web browser. Small commercialsareplacedto the endof

themessages.Also, uponsigningup, theuserhastheoptionof receiving advertisements

from the partnersof the service. Thus,with the help of paid advertisements,an e-mail

serviceis providedto theuseratnocost.

5.7 MMS Voting

Reply-charging is a billing scenariowherea reply to a messageis freeof cost,assuming

certainconstraints8 arehonored.Reply-charging is idealfor situationsin which feedback

from theuseris required.Sincethereply is freeof charge,theonly thinga reply requires

from the user is someof her time. This makes reply-charging well suitedfor voting

8E.g. thereplymessageis notsenttoo lateandis a reply to theoriginalmessage.
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andgallup9 purposes,as the usermight �nd it easierandmoreconvenientto respond.

Reply-charging is not an MMS-only specialty. It could just as well be implemented

with SMSmessages.However, reply-charging is de�ned in MMS functionaldescription.

Therearealsootheradvantageswith MMS messages.

ThedifferencebetweenSMS voting andgallupapplicationsis thatMMS offersdiverse

mediaformatsandlargermessages.WhereasSMSis enoughfor a reply consistingof a

simpleanswer, perhapsonly onecharacterin length,SMSis ill-suitedfor thepresentation

of theactualquestion.For example,if a personwereto vote in a songcontest,it would

be necessaryto hearthe songbeforehandon e.g. television. With MMS messagesthe

partsof eachcontestantsong(or a video of the performance)could be short clips in

the messageitself. This would make it possibleto vote for the artist anywherewithout

having to sit by a television. Otherkind of contests,e.g. beautycontestswhich place

heavy emphasison visualrepresentation,canalsobene�t from voting implementedwith

multimediamessages.The usercould actuallyseethe contestantsasimagesembedded

into themessage.

Implementingvoting logic to an MMS-capablemediator is relatively simple. The

mediatorhasto becapableof originatinganMMS message,possiblydo reply-charging,

associatethereplies(identi�ed with somekeyword)asvotesandstoretheresultsfor later

use. Additional functionality might be the offering of graphicalrepresentationsof the

resultsas they arereceived. Suchgraphicalrepresentationscould be shown during the

voting to addto theexcitementof thevoters.

For galluppurposes,extra logic is needed.If therearemany questionsit is pointlessto

senda hugelist to the user. The gallup logic could breaka long list of questionsinto

subsetscontainingtwo or threequestions,and handlethe aggregation of the answers.

The gallup logic needsto ensurethat the questionsubsetsaredistributedsuitably. The

distribution could be an uniform distribution so that all questionsget an equal share

of answersfrom users. Alternatively, the questionscould be distributed in suitable

”tournaments”,whereeachpair or triplet (or a larger subset)chosenamongthe setof

all questionsis comparedagainsteachother. The tournamentapproachis motivatedby

the tournamentselectionmechanismsusedin evolutionaryalgorithms[Ban1998]. The

distribution methodusedin thegallup logic dependson thenatureof thequestions.For

example,if the point of the gallup is to �nd the top threecompaniesfrom a setof 100

companies,basedonsomesubjectivecriteria(e.g.mediavisibility, or thequestion”where

9”Gallup” is preferredover ”polling”, asthelatterhascertainconnotations.
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would you ratherwork”), thenthe tournamentapproachcouldwork. For otherkindsof

questionswhich requirethe userto answermany individual questionsin order to give

meaningfulresults,it might not work. It is up to thegallup logic implementationof the

mediatorto anticipatevariouskindsof scenarios.

Whatevertheapproachmightbe,votingor gallupfunctionalitycanbeimplementedtoadd

valueto themediator. Evenin their rudimentaryform suchfunctionalitiescouldprove to

be useful. Voting andgallup questionsrenderedwith multimediamessagesoffer much

morechoicefor presentingthequestions,asvisualandauralmediacanalsobesentto the

user.

5.8 Digital Photosto Mailbox

There are high expectationsthat digital photostaken with a camera-equippedMMS

terminalwill becomeakiller applicationfor MMS. [Mob2000] MMS to mail conversion

is relatively basicfunctionality. Creatinga mediatorwhich is capableof sendingdigital

photosto ane-mailbox requiresthat themediatoris capableof sendingmail messages,

i.e. SMTPcapabilityis required.Also, sincethereis a conversionfrom WAP WSP-209

encapsulatedMMS message[WAP2002]to amail message,themediatorhasto beableto

decodetheMMS messageandthenencodeit asaMIME multipartmail message.As the

decodingandencodingcanwork with any supportedmediatype, themail messagecan

alsocontainmediaotherthanstill images.Also, theMIME contenttypesarethesamein

both theWSP-209encapsulatedmessagesandmail messages,which easesthemapping

from/toMMS messagesto/frome-mailmessages,regardlessof themediaformatsused.

An SMTP interface can often be bought along with an MMSC. However, it is not

mandatoryto buy such functionality. Even if the operatoralready has an existing

SMTP-capableMMSC, investingin an MMS-capablemediatoris worthwhile if it can

offer more functionality. Also, the mediatorcould be offeredcheaperthan the SMTP

interfacefrom theMMSC manufacturer.

Being able to sendMMS messagesinto a mail box is convenient. Ordinary textual

MMS messagescan then be seenas ”mobile e-mail”, which can be sentat any time

from any placethemobile terminalcanconnectto thenetwork. Thepicturesandsound

containedwithin MMS messagesoffer even more power of expressionthan ordinary

textual messages.If thereis alsocapabilityto receive e-mailasMMS messages,instead
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of just sendingthem,a transparent(from theuser'spointof view) bidirectionale-mailing

functionality is achieved. Even if the e-mailing functionality is unidirectional10, the

systemis useful,as it allows basice-mail connectivity with an MMS-capablehandset.

Theimplementationdonefor this thesiswasacomponentwhich implementstheMMS to

e-mailconversionfunctionality.

10Thatis, e-mailmessagescanonly besentor received(but notboth)asMMS messages.
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6 Implementation

The MM7 interface was not speci�ed in a detailedenoughlevel in the early MMS

functional description documents. Although the speci�cation was lacking, Nokia

providedawell-speci�edprotocolfor theMM7 interfaceof theNokiaArtuseMMSC.The

choicefor usingNokiaEAIF protocolwasmostlybecausetheEAIF protocolwasseenas

thefastestwayto getusableMMS capability. Theimplementationdonefor thisthesiswas

aunidirectionalEAIF to SMTPgateway, implementedasanIntellitel MessagingGateway

messagemediatormodule.Unidirectionalityin this casemeansthatonly thosemessages

originatingfrom themobileterminalaresupported.In SMSterminology, thismeansMO

messages.In EAIF terminology, thegateway functionsin application-terminatedmode.

Fromthepointof view of theMMSC,thegatewayis aVASapplicationwherethemessage

�o w stops,hence”application-terminated”.

Theimplementationwasdonewith CVOPS(C Virtual OperatingSystem).Theexisting

HTTP protocolinterfacemodulewasusedto implementthe transportpart for theEAIF

implementation.The existing SMTP protocolinterfacemodulewasusedfor theSMTP

interfacingfunctionality. Dueto themodulardesignof theIntellitel MessagingGateway,

theexistingprotocolinterfacemodulescouldbere-usedquiteeasily. Mostof thetroubles

encounteredwith theimplementationwereultimatelyrelatedto scarceanddif�cult to �nd

documentation.

6.1 CVOPS

CVOPS is a library, tool and run-time environment for implementation of

communicationsprotocolsusing the C and C++ languages.CVOPSprovides, among

otherthings,timers,routinesfor internalcommunicationbetweenCVOPSentities,utility

routinesandaninterpreterfor amacrolanguagewhichall aid in thecreationof protocols.

In CVOPS,a protocol is implementedusingso-calledvirtual tasks,or ”vtasks”, which

are”objects” consistingof a statemachineandthe dataandfunctionsusedby the state

machine.The virtual taskscommunicateusingmessagepassing.CVOPStakescareof

deliveringthesemessagesto theintendedrecipientor recipients.A protocolstackconsists

of oneor morevirtual tasksin eachprotocollayer. [Cel2001]

CVOPSis displayedona conceptuallevel in �gure 11. Thevirtual tasksaredisplayedin

theupperpartof the�gure. CVOPSitself andtheservicesprovidedby CVOPSarevisible
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Figure11: CVOPSconceptualarchitecture.[Cel2001]

in themiddlepartof thepicture.CVOPSrunsover theunderlyingoperatingsystem,and

usesthe servicesprovided by the operatingsystem.The �gure shows only a very high

level view of CVOPS.For example,thedifferentvirtual tasktypes(entityandconnection)

arenot shown.

6.2 SMTP Module

The SMTP protocol interfacemodulewas partly written by the author for a previous

version of the Intellitel MessagingGateway. Due to internal requirementsand

extensibility, the protocol interface was implementedin two parts: a ”driver” part

which implementsthe actualSMTP protocol and an ”adapter” part which commands

the driver part and interfaceswith the Intellitel MessagingGateway. Despite the

architecturalduality, the SMTP protocol interfacemodulecan be seenas one module

which implementsSMTP functionality. The situation is analogouswith the HTTP

protocol interfacemodule,which hasa similar internal structure. The SMTP module

supportstheminimalSMTPimplementationasspeci�edin RFC2821,i.e. thecommands

EHLO, HELO, MAIL, RCPT, DATA, RSET, NOOP, QUIT andVRFY [Kle2001].

TheSMTPmodulesupportsalsobase64encodingwhendealingwith MIME messages.

Otherencodingmethods,suchasquoted-printable,arecurrentlyintegratedinto theSMTP

module. However, the integrationwasnot completeat the time of the EAIF to SMTP

gateway implementation,andthusthereis no supportfor thequoted-printableandother

encodingmethodsin thegateway.
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Multipart MIME messageswerenot properlysupportedin theSMTPmoduleduringthe

implementationof the EAIF to SMTP gateway. This is mainly due to the reasonthat

therehasnot beenmuchneedto supportsuchfeatures.Themultipart functionalitywas

originally dueto beimplemented,but wasabandoneddueto time constraints.Therefore,

the implementedSMTP to EAIF gateway hasto do a little maneuver to getaroundthis

restriction. The outgoingmessageis not given to the SMTP modulein multiple parts

internally. Instead,a propermultipart mail messageis formedat the EAIF part of the

implementation.This way themultipartmessagecanbetransferredasa pair containing

theheadersandthemessagebody. In thiscase,theheadersalreadyincludetheappropriate

MIME headers11, andthemessagebodycontainsthemultipartmessage”�attened” into

onepart.Relevantboundariesandheadersarewritten into thesinglepartmessage(which

wastransformedfrom theoriginalmultipartmessage)for eachmultipartelement.

All in all, the SMTP moduleprovides transparentRFC2822functionality. The EAIF

module need not concern itself with the intricacies of SMTP protocol or message

encoding,except for the workaroundfor the restrictionsin handlingmultipart MIME

messages.

6.3 EAIF MessageMediator

To interfacewith a Nokia MMSC, an EAIF protocolinterfacewasimplemented.EAIF

is theMM7 (VAS application)interfacefor Nokia MMS Centers.EAIF usesHTTP 1.1

with persistentconnectionsasthe transferprotocol. TheMMS messagesareembedded

insidetheHTTPrequest.

Fromthepointof view of theMMSC, theVAS applicationconnectedvia EAIF canwork

in threeapplicationtypes:terminating,originatingor �ltering. Thelastoneis actuallya

combinationof the�rst two. A terminatingapplicationis suchthatamultimediamessage

is deliveredto the VAS applicationand the messagewill go no further, i.e. the VAS

applicationis anendpointfor themultimediamessage.An originatingapplicationis such

that a multimediamessagecomesfrom the VAS applicationto the MMSC. A �ltering

applicationreceivesa multimediamessagefrom theMMSC, thusactingasa terminating

application,afterwhich theVAS applicationmodi�es themessageor extractsdatafrom

it, andthensendsthe messagebackto the MMSC. [Nok2002] Figure12 illustratesthe

11Such as CONTENT-TRANSFER-ENCODING, MIME-VERSION, CONTENT-TYPE with proper
boundary, etc.
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applicationtypesusedin EAIF. The numbersillustratethe sequenceof the messagesin

thecaseof �ltering applications.

Terminating application

Originating application

Filtering application

E
A

IF

1

2

Center
MMS

Figure12: EAIF applicationtypes.[Nok2002] Augmented.

Terminating and �ltering applicationscan work in two modes: synchronousand

asynchronous. In synchronousmode, a responsefollows immediately the original

request. Thus, synchronousapplicationscan only handleone requestat a time, per

connection. An asynchronousmode allows a responseto come at a later time. In

this case, the original messageis identi�ed using a messageidenti�er inside the

X-NOKIA-MMSC-MESSAGE-ID messageheader. Many asynchronousmessagescan

besentsequentially, asthereis noneedto wait for theresponseaftersending.[Nok2002]

The implementedEAIF protocol interface is capable of working in synchronous

terminatingapplicationmodeonly. Suchamodeis suf�cient for aunidirectionalgateway.

EAIF messagesareHTTP POSTrequests,with the multimediamessageasthe payload

of the message. The mandatoryHTTP headersare HOST, CONTENT-TYPE and

CONTENT-LENGTH. Also, becausethe EAIF protocol is closely coupled with the

MMSC, and the MMSC needsto interactwith the VAS application,thereare certain

extensionheadersusedin the HTTP POSTmessages.All of theseheadersstart with

thestemX-NOKIA-MMSC-. Table4 summarizestheheadersandthemeaningof each

header.

Themessagebodyis encodedusingtheWAP WSP-209MMS encapsulation[WAP2002],

which speci�es MMS-speci�c extensionsto the WAP WSP-230encoding[WAP2001].

This binary encodingof the actualmessagecontentsis the sameasusedin the MM1

interface. EAIF supportstwo WAP WSP-209protocoldataunits (PDU): M-SEND-REQ

and M-DELIVERY-IND. Theseare encodedwith values ”MultiMediaMessage”and

”DeliveryReport”, respectively. The type of PDU is indicated as the value of the

X-NOKIA-MMSC-MESSAGE-TYPE header. [Nok2002] In a unidirectional EAIF
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Table4: HTTPextensionheadersfor EAIF. [Nok2002]

X-NOKIA-MMSC- Meaning
MESSAGE-ID Uniqueidenti�er for themessage
STATUS Processing status for messages

from asynchronousapplicationsto
theMMSC

CHARGING Tariff classnumberfor billing
CHARGED-PARTY De�nes whether the sender or

recipientis charged
TO Recipient
FROM Sender
MESSAGE-TYPE EAIF protocolmessagetype
VERSION EAIF version

to SMTP gateway it was suf�cient to implementhandling for the M-SEND-REQ (or

”MultiMediaMessage”)only, astheimplementationactsasaterminatingapplication,and

nodelivery reportindicationsaresentto theMMSC.

6.3.1 Functional Description

Thestructureof theEAIF to SMTPgatewayis describedin �gure 13. Note,thattheword

”IF” in thepictureis a mnemonicfor ”interface”. A concisedescriptionof theprocessis

thattheMMSC sendsanEAIF message,whichgoesthroughtheHTTPprotocolinterface

moduleto the EAIF protocol interfacemodule. The messageis decodedandan SMTP

messageis formedin theEAIF module.TheSMTPmessageis thenpassedforwardin the

system,andeventuallyit endsupin theSMTPprotocolinterfacemodule,whichtransmits

themail messageto a mail server, whereit will endup in therecipient'smail box.

A slightly longer, but moredetaileddescriptionbeginsasfollows: �rst, theMMSC sends

anEAIF protocolmessageover HTTP to theVAS applicationcon�gured in theMMSC.

This VAS applicationis theEAIF to SMTPgateway. TheTCP/IPModule takescareof

socket-level TCP/IPcommunication.It passesthereceiveddata,i.e. a HTTP request,to

theHTTP DrivermoduleusingtheTCP/IPinterface.TheHTTP Driver takescareof the

HTTP protocolandinterpretsthereceivedHTTPrequest.Then,theHTTP Driverpasses

thedecodedrequestin aninternalformatto theHTTPAdaptermodule.
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Figure13: EAIF to SMTPgatewayarchitecturalstructure.

The HTTP Adaptermodulenormally passesmessagesto the IMG Coreusingthe IMG

Core interface. The HTTP Adapter also transformsmessageacknowledgementsto

successfulHTTP returncodes,which arepassed”downward” backto theHTTP Driver.

In orderto not have to usetheHTTP Driverdirectly usingtheHTTP interface,theEAIF

protocolinterfacemodulewasimplementedassuchthat it is placedbetweentheHTTP

Adapterand the IMG Core. This was the ”path of least resistance”,and offered the

simplestapproachof making the EAIF modulecapableof using the available HTTP

functionality. Also, this way the EAIF modulewill not have to dealwith HTTP return

codes,asnormalHTTP failure/successreturncodesarecompatiblewith EAIF.

TheEAIF moduledecodesthereceivedWAP WSP-230encodedmessageandtransforms

it into a multipart (or singlepart, if sucha messageis received) MIME message.The

MIME messageis thengivento theIMG Corein a properformat.Usinginternalrouting

mechanisms,the IMG Corepassesthe MIME messageto the SMTP Adapter, which is

similar to the HTTP Adapterin the sensethat it takescareof interfacingwith the IMG

Coreandoffersauniforminterfacefor theprocesseswhowish to usetheSMTPprotocol
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interfacemodulefunctionality. The SMTP Adapter then passesthe message,already

in proper format, to the SMTP Driver, which takes careof the SMTP protocol level

intricacies. The SMTP Driver connectsto the properMTA (Mail TransportAgent, i.e.

mail server), andconductsan SMTP messagetransaction.After this, the messagegoes

throughproperSMTPmechanisms(localdeliveryto theuseror possiblerelayingforward

to othermail servers)to arriveat themail boxof theintendedrecipient.

The recipientmay then view the multimediamessagein her MUA (Mail User Agent,

i.e. mail program). Thereis a caveathere: unlessthe MUA canshow SMIL �les, the

multimediamessagewill not displayin thesamefashionasit doesin anMMS terminal.

However, all thepartsof themultimediamessage,suchassounds,imagesandsoon,will

bedisplayedasnormalattachmentsandcanbe viewedseparately. Appendix1 shows a

multimediamessageasamail messageinsideaMUA.

TheEAIF toSMTPgatewayalsotakestheliberty of addingashorttext to thebeginningof

mail message.This messagereads”This messagebroughtto you by Intellitel Messaging

Gateway!”. The messageneednot be textual. It might be a user-con�gurable picture

or a small bannercommercial.Suchfunctionality is easyto implementin the EAIF to

SMTPdirection. However, in thereversedirection(SMTPto EAIF) thesituationwould

beslightly different. If the imageor text is to bea partof themultimediamessagethen

routinesto modify theSMIL partof themultimediamessagearerequired. If theSMIL

part is missingin theoriginal message,i.e. themessageis a singlepart message,anda

presentationdiffering from thehandsetdefaultsis required,theremustberoutinesto add

avalid SMIL part.Note,in thiscaseaddinganimageto anoriginally singlepartmessage

will resultin a total of threeparts:theSMIL part,thenew imageandtheoriginal single

part. Thus, the original singlepart messagebecomesa multipart message.This only

appliesto thebidirectionalcaseandthecasewhenSMTPmessagesaretransformedinto

MMS messages.As theSMIL part is optional,it canbeleft out whenaddingcontentto

anoriginally singlepartmessage.In this casethehandsetwill presentthemultiple parts

asit sees�t.

With very little or no changesthe EAIF to SMTP gateway could be made into a

(unidirectional)mediatorbetweenthe external interfacesof Nokia andEricssonMMS

Centers.If thefunctionalitiesrequiredby bidirectionaloperation,i.e. theencodingparts

of thecodecandchangesto theprotocolautomaton,areimplementedthenthegateway

canact asa properly two-directionalgateway betweenthe two external interfaceswith

smallchangesto theEAIF protocolpartandtheoverallprogramlogic.
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6.3.2 WAP WSP-209CodecImplementation

The WAP WSP-209codec[WAP2002] de�nes an encodingfor MMS encapsulation.

In practice, it usesthe WAP WSP-230encoding[WAP2001] extensively. Thus, the

implementationof the WAP WSP-209codec required also to implement the codec

routinesde�ned in the WAP WSP-230document. Note that when talking about the

WAP WSP-209codec,themeaningis collectively the implementationof both theWAP

WSP-209and the WAP WSP-230codecs.The implementationof the codecwasa bit

octetstreamscanningstatemachinewith oneoctetlookahead.Thelookaheadis needed

for sometypes,suchastext strings.For eachpossibleencodedtype,a routineto decode

thegiventypewaswritten. Thedecodingroutinefor eachtype thusbecamea function.

Theoctetstreamandvariousotherinternaldatawerepassedin a context area(astruct).

The high-level functionality of the statemachineis asfollows: the statemachinescans

theoctetstreamrepresentingtheencodedmessage.Dependingon thetypeat thecurrent

position,e.g.DATE-header, thestatemachinedecodesthetypeandmapstheoctet(s)into

anRFC2822compliantmail headername.Thestatemachinethencallsadecodingroutine

for thetype.Thedecodingroutineextractsanappropriatenumberof bit octetsaccording

to their type,andmapsor convertsthevaluerepresentedby theoctet(s)into anRFC2822

compliantmail headervalue.Integersandothernon-textualvaluesareconvertedinto text.

Whendatapartsareencountered,they arebase64-encodedandaddedto theaggregated

mail messagebody.

Dueto currentlimitationsin theSMTPprotocolmodulein handlingmultipartdatapassed

to it internally, the EAIF protocol interfacemodulehadto form a propermail message

by itself. As the statemachineworked its way throughthe octet streamrepresenting

themessage,thedecodedbodydatawasplacedinto a CVOPSFRAME [Cel2001]data

structure. The decodedheaderswere placedinto an internal headerstructure. After

handlingtheentirestream,thecontentsof thetwo datastructureswereaproperRFC2822

multipartmail message,with headersandbodystoredseparately.

6.3.3 Implementation of MMS Addressing

To dealwith MMS addresses,a simpleaddressrewriting functionalitywasimplemented

to theEAIF toSMTPgateway. Theaddressrewriting mapsMMS addressestoSMTPmail

addresses.It is possibleto mapthesenderandrecipientin bothMO andMT directions.
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SincetheEAIF to SMTPgatewayis unidirectionalin application-terminatedmode,which

correspondsto MO directionin SMSCprotocolparlance,the MT directionmappingis

currentlyunused.No messagesaresentin theMT direction.Therewriting functionality

wasalreadyimplementedin the SMSCprotocolinterfacemodules,andhadbeenmade

into library routinesfor modularitypurposes.Theimplementationof theaddressrewriting

usingthelibrary wasthereforerelatively straightforward.

The addressrewriting can be done separatelyfor eachof the MMS addresstypes:

mail addresses,PLMN numbersandIPv4 andIPv6 addresses.The free-formtype can

also be used. The type is basedon the value of the /TYPE= parameter, which is

given after the MMS address.[WAP2002] If the parameteris missing,the addressis

assumedto bea mail address.Therewriting functionality is controlledvia con�guration

parametersin thesystemcon�guration�le. Thepurposeof addressrewriting is not to do

�ne-grainedmappingof e.g. phonenumbersto e-mailaddresseson an individual basis,

but insteadto do amorecoarse,or high-level, mapping.For example,all phonenumbers

beginning with 42 could be madeto map into the domain ALPHA .OPERATOR.COM,

and the phonenumbersbeginning with 69 could be made to map into the domain

BETA .OPERATOR.COM.

The rewriting works usingregularexpressions.Therearetwo con�guration parameters

peraddressto rewrite: thematchingparameterandthe rewrite parameter. If the regular

expressionin thematchingparametermatchessuccessfully, theaddressis replacedwith

therewrite parameter. Submatchescanbeused.For example,amatchfor ^040-(.+) and

rewrite to \1@GAMMA .OPERATOR.COM would result in mappingthe PLMN number

040-12345678 to 12345678@GAMMA .OPERATOR.COM. Herethe \1 denotesthe�rst

groupedmatch,i.e. the�rst partin parenthesesin theoriginal regularexpression.If there

weretwo or morepartsin parentheses,the�rst partwouldbe\1, thesecond\2 andsoon.

Theaddressrewriting functionalityis notcapableof mappingindividualMMS addresses

to individual mail addresses.This couldberemediedby implementingsuitabledatabase

lookup routinesto the EAIF to SMTP gateway. Before a more elaboratemechanism

of mappingthe addressesexists, it is recommendedthat an external MTA be usedin

conjunctionwith thegateway. The externalMTA likely hasmorecapablemechanisms,

suchas databaselookups, for mappinge.g. a phonenumberto an e-mail addresson

an individual basis. Therearealsootherreasons,for example,if thereis a needto add

mail routing headersto the message,it cannotbe easily donein the gateway, as such

functionalityhasnotyet beenimplementedinto theSMTPprotocolinterfacemodule.
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6.3.4 Limitations

The EAIF to SMTP gateway hascertain functional limitations, the biggestbeing the

unidirectionality. The gateway can act only as a terminatingapplication,processing

messageswhich originatefrom theMMSC. Thegateway cannotreceive mail messages,

encodetheminto anMMS messageandsendit to theMMSC asanEAIF message.The

gatewayonly worksoneway. However, theotherlimitationsarenotasmajor.

Supportfor bidirectionalmessagingin the EAIF to SMTP gateway would requirethe

encodingfunctionality in the WAP-209 codecpart of the gateway to be written. The

currentunidirectionalfunctionality requiredonly decodingfunctionality in the codec.

Also, for bidirectionality, modi�cations to the part of codeinterfacingwith the SMTP

protocol interface module needschangeswith regard to the handling of multipart

messages.Theroutineswhich encodeanddecodemultipartmessagesin a way coherent

with the overall designof the Intellitel MessagingGateway exist but have not yet been

integratedinto theEAIF to SMTPgateway. Thepreviously mentionedissuesrequirethe

mostwork. Thecommunicationpart requiresmuchlesswork, asthestateautomatonof

thegateway implementationis simple.Theotherlimitationsarenotasmajor.

Becausethe gateway is unidirectional, there is no coding functionality in the WAP

WSP-209codec.Thedecodingfunctionalityof courseis implemented,asaresomehooks

for thecodingparts,but theactualcodingroutineshavenotbeenimplemented.However,

it shouldberelatively easyto extendthefunctionalityof thecodec,asthecodingroutines

arequitesymmetricalto theimplementeddecodingroutines.

The codecitself is not very robust, but this is mostly due to the structureof the WAP

WSP-209encodingitself. If the codeclosessynchronizationwith the stream,even for

onebit octet, the rest of the streambecomesgarbageand the automatonscanningthe

streamis likely to decodetrashor crashaltogether. This wasnoticedwith sometotally

broken�les generatedby theNokiaMobile InternetToolkit version3.1[Nok2002a]. The

reasonwhy the �les broke was that the toolkit had default valuesfor someheaders,

which werealwaysdisplayedin the editor, but werenever actuallywritten into the �le

correctly. Openingthesaved�le causedthedefault headervaluesto beseenin theeditor

again,giving a falseimpressionthateverythinghadbeensavedcorrectly. A workaround

for thesekind of broken �les wasnot implemented,as it appearedtoo complex to �x.

However, a workaroundwas madefor anotherbug, which was causedby the toolkit

puttingazero-lengthheadernamewith anemptyvalueinto thestream.
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The addressrewriting functionality is not powerful enoughto do mappingson an

individual basis. This limitation canpossiblybe circumvented,or at leastdiminished,

by using an external mail server with the gateway and doing more detailedaddress

mappingthere. For further development,implementinga dedicateddatabasefor the

addressmappingfunctionalityis amoreelegantsolution.

TheX-NOKIA-MMSC-CHARGED-PARTY headerisnotyetsupported.Thisheaderwas

introducedin a later versionof the EAIF speci�cation[Nok2002], whereasthe original

EAIF to SMTPgateway implementationusedthepreviousversionof thespeci�cations,

which lackedthisheader. Addingsupportfor thisheaderis trivial.

The main reasonsfor theselimitations were time constraintsandotherworkload. The

bugs in the MMS example messagesfrom Nokia also contributed to the confusion

during implementation. Also, originally the implementationwas meant to be an

experimentalimplementation. However, the prototype eventually becamean actual

gateway implementation.

6.3.5 Testing

Unit testing[Pre2000] of the implementationwasdonein two phases.The �rst phase

wasmainly focusedon theWAP WSP-209codec,beforeany networking codehadbeen

written. The testcaseswerevariousexamplemessagesfrom theNokia Mobile Internet

Toolkit 3.1.All testcaseswerevalid messages,althoughsomeof themessagescontained

unintentionalminor errors. For this versionno deliberateattemptswere madeto test

totally invalid messagesor messageswith valuesnearor overtheacceptablevalueranges.

After thecodecwasfound to beworking with the testmessages,implementationof the

networkingcodewasstarted.

Another set of unit testingwas conductedwhile the networking codewas developed.

This testingfocusedon getting the networking codestateautomatonto work correctly

with theinternalmessagesit hasto handle.Additional bugsin theWAP WSP-209codec

werefoundand�x ed at this phase.After the automatonwasdiscoveredto beworking,

an integrationtesting[Pre2000]phasewasbegun. During the integrationtestingphase

a testingenvironmentfor the EAIF to SMTP gateway was built. This environmentis

describedin �gure 14.
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Figure14: EAIF to SMTPgateway testingenvironment.

The MMS messagesusedduring testingwere the examplemessagesfrom the Nokia

Mobile InternetToolkit 3.1[Nok2002a].Attemptsto createnew MMS messageswith the

toolkit wereunsuccessful.After many debuggingsessions,thecreated�les werefound

to be broken. Despitemany attempts,a correctlycreated�le could not be createdwith

theNokia Mobile InternetToolkit, andthusno moretime waswastedin futile attempts.

It wasdecidedat this point to work with the example�les only, asthey werecorrectly

created.Also, additionalMMS message�les from Nokia EAIF Emulator[Nok2002a]

wereused,asaninspectionshowedthese�les to becorrectlycreated.

An EAIF protocolmessagewascreatedby embeddingan MMS messageinsidea �le

containingthe EAIF headers.This �le wasin turn embeddedinsidean HTTP protocol

message.The result was an EAIF protocol message;a �le containinga valid HTTP

request,with EAIF-speci�c extensionheadersandanMMS messageinside.This �le was

sentusingthe NETCAT utility 12 to theHTTP server partof theEAIF to SMTPgateway.

The requestwas handledby the HTTP part, and given to the EAIF part. The whole

12Availablefrom @stake ResearchLabs,http://www.atstake.com/research/tools/.
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gateway processwasrun with debugginglogginglevel. Thelog �le waswritten to a �le

which wasconstantlyviewed. Also, theEAIF partwrotevariousdebugginginformation

to thescreen,asit wasrunundertheinteractive ”development”modeof CVOPS.

After receiving anddecodingtheEAIF messagethemail messagewassentby theSMTP

part to an external mail server, which was the ZMailer MTA [Aar2002]. The MTA

did suitableaddressmappingsfrom testaddressesto realaddressesso that the message

couldbedeliveredto anactualmailboxvia thecompany-widemail server. Themessage

couldthenbeviewedusinga MUA, andeachpartof themessagecouldbemoreclosely

inspectedfor correctness.

After integrationtesting,whenthetheEAIF to SMTPgatewaywasfoundto beworking,

the testingdepartmentassimilatedthe EAIF to SMTP gateway into their smoke testing

[Pre2000]procedures.Smoke testingmeansthat the softwareto be testedis integrated

into the daily ”build” (a completepackagedproduct)and then testedas a part of that

build. The testingenvironmentdescribedin �gure 14 wasalsousedduring the smoke

testingphase.While smoke testing,the gateway wasrun asoneof theprocessesunder

the control of the managementfunctionsof the Intellitel MessagingGateway. In this

phase,somebugsandissueswerestill discovered,someof which were�x ed but some

whichwereleft asoutstandingissuesto be�x edin futureversions.

6.3.6 Outstanding Issues

Testinguncoveredsomeissues,whichcouldnotberesolved.Oneof thesewasamemory

leak, althoughit wasnot certainwhetherthe memoryleakingwould stabilizeat some

point. An attemptto analyzethememoryleakwasconductedusingInsure[Par2002]and

Valgrind[Sew2002]but without success.This leakingof memorywasespeciallyvisible

whenrunninga masstestwith large,over 150kilobyte messages.Thusit appearsto be

relatedto themessageitself, or its handling,but theultimatecausewasnot found,despite

comprehensiveexamination.

Also, with extremely slow links and large messagessome problemswere noticed.

Thesecould be remediedsomewhat by increasingthe timeoutsof varioustimers in the

componentsalong the �o w of the message.For example,with over 170 kb messages

and full debugging informationboth to log �les and to the screenit takesminutesfor

the messageto ooze through the system. This resultsin the SMTP part timeouting
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andkilling the connectionto the mail server uncleanly, which canhave adverseeffects.

Withoutdebugginginformationto thescreenthemessagedeliveryis nearlyinstantaneous.

However, this doesnot remove the problematicbehaviour if the network connectionis

extremelyslow andtheendpointsareslow to answer.

A Nokia EAIF Emulatorexists, but it wasnot usedduring testingfor variousreasons.

Testingwith theNokia EAIF Emulatorshouldbeconductedat somepoint in thefuture.

Also, a possibility to run testsin a live environmentmight beespeciallybene�cial. This

would requireaccessto a Nokia MMSC andanMMS-capablemobilephonefrom which

to sendthemessage.
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7 Conclusions

TheMMS functionalspeci�cationemphasizedtheusageof openstandards.For example,

the mediaformatsusedin multimediamessageshave MIME-compatiblemediatypes.

This propertystemsfrom theuseof WAP in theMM1 interface.TheHTTP andSMTP

protocolsalreadywidely usedin the Internetwere also to be usedwithin the MMS

network architecture,especiallyat the MM3 interface. The requirementsfor the MM7

protocol interface were not speci�ed conclusively, which resultedin the creationof

non-interoperableMM7 protocolimplementationsamongthelargestmanufacturers.

In the early versionsof the MMS functional speci�cation, the MM4 protocol was

also ambiguouslyspeci�ed. This resultedin at least Nokia specifying and creating

a proprietaryMM4 implementationfor their MMSC. Thus, also the MM4 interfaces

becamenon-interoperableamong the major manufacturers. This situation and the

problemswith interoperabilitysuggestedthat a mediationapproachsimilar to that used

in the SMS networks would be the solution. The emphasisin such a mediator is

in conversionsfrom one protocol to another. Aside from protocol conversions,an

SMS mediatoralsooften providesaddedfunctionalitysuchasbilling ticket generation,

managementfunctionality, statistics,securityfunctionality, loadbalancingetc. However,

it is not enoughto bring a mediationsolution motivatedby the problemsin SMSCs

directly to theMMS networks.

Although the �rst signswere different, now the manufacturersseemto be committed

to interoperability. This meansthateventuallytheMMSCscancommunicatewith each

otherusingtheMM4 interface.An interoperableMM4 interfaceis essentialin orderto do

MMS roaming,andthis factaddspressureto make interoperableMM4 implementations.

For VAS applicationsusingtheMM7 interface,thesituationis still somewhatunclear. If

themanufacturerswantto bring interoperableMM7 interfacesto themarketandsucceed

in it, therewill be lessneedfor a mediatorsolution doing MM7 protocol conversions

from oneinterfaceto another. Moreover, if themanufacturersadoptSOAP astheMM7

interfaceimplementation,therewill beasingle”universalprotocol”whichcanbeusedby

any party to accessanMMSC. This is a non-desireablescenariofor mediationproducts

focusingonly onprotocolconversions.

Even if the MM7 interfaces remain non-interoperable,a mediator solution relying

on protocol conversionbetweenthe different MM7 interfaceswill not necessarilybe

commerciallyattractive. This is becausetherearealreadymany existing SMSgateways
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which canbe madeMMS-capablewith little effort. Thus,many companiescanmake

suchMMS-capablemediators,which arein this casemoreor lessclonesof eachother.

Moredifferentiationis neededfor commercialattractiveness.

StraightprotocolconversionsdohaveacaseattheMM3 interface.They canbeutilizedto

arti�cially enlargethesetof externalapplicationprotocolstheMMSC cancommunicate

with. However, the numberof MM3 interfaceprotocolsis in practicelimited, asvery

exotic or unpopularprotocolstendto dieawayastimegoesby. Thelesstherearedifferent

andoftenneededMM3 protocols,themoretherewill beproductswhichoffer all of these

protocols,eventually leadingto a situationwherethe market is �lled with practically

similar products.Again,a mediatorproducthasto offer somethingmorethantheothers

to standout from themassesandbring justi�cation to MMS mediation.In otherwords,

the mediatorhasto addvalueto the mediationprocessitself. The basicideaof adding

valueto messagemediationis to breakfreefrom thelevel of protocolconversionsandgo

to a ”higher stateof mediation”,wherethemessagecontentandthedomainof services

is dealtwith. This kind of value-addingfunctionality shouldbe an integral part of the

mediator.

Variousways to addvalue to MMS messagemediationin multioperatorenvironments

were proposed.Theseways includedbilling mediationwith variousbilling scenarios,

content transcoderfunctionality, managementand service provider self-provisioning

functionality, gathering of statistical data, MMS voting applications, positioning

functionality, addingadvertisementsto a message,integration with HLR (for location

services),integration with existing Internet servers and a location-basedadvertising

scheme. Note that theseare not MMS-speci�c as such,but could be implementedat

leastpartly with SMS messages.However, with MMS the usability and practicality

is greatly enhanced.For someservices,suchas voting applications,the messagecan

be self-contained. The usercan get all relevant information from the MMS message

itself without having to rely on television or other mediato obtain information which

themessageformat is unableto present.For instance,anSMSmessagecannotproperly

presentaudiovisual media. Simplesmall monochromaticimagesandmonophonicring

tonesareuselessfor sucha purpose.Thus,althoughpossibleup to somedegree,some

servicesarenotverypracticalwith SMS.

MMS messagescanbe larger thanSMSmessagesandthey integratewell to messaging

formatsusedin theInternetandWWW. Programmabilityin thehandsetsallows partsof

theservicelogic to bedistributedto the3G handsets,creatingnew kindsof applications.

However, the informationthat thehandsetsprocessanddisplayhasto beobtainedfrom
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somewhere.To fetchthisdata,the3GhandsetcanuseWAP, GPRS(GeneralPacketRadio

Service),or someothermethod. Dependingon the natureof the service,it canalsobe

implementedentirelyasanMMS VAS service.

Despitetheprogrammablehandsets,MMS VAS serviceshavetheirplace.This is because

by installing a customapplicationto the handset,the useris committingto a long-term

useof theservice.Eachapplicationtakesmemoryspacefrom thehandset,andmemory

spaceis a premiumin a mobile appliance.Thus, the useris likely to install only such

applicationsthat she truly �nds useful. For a userwho only occasionallyusessome

service,usingtheserviceasanMMS VAS is easier, if thereis suchachoiceavailable.

The implementationdonefor this thesiswasa unidirectionalEAIF to SMTP gateway.

The gateway allows an MMS messageto be sentinto an existing e-mail address.The

gateway can also act as a Nokia to EricssonMM7 interfacebridge with very little or

no changes.Implementinga bidirectionalgateway will requireencodingfunctionality

for the WAP WSP-209codecandsomechangesto the protocolstateautomaton.The

implementationdoesnot only do protocol conversions. To add value to the message

mediation,the implementationalsodealswith messages.The received binary encoded

MMS messageis transformedinto asinglepartor multipartMIME mail messageformat,

andtheresultingmessageis modi�ed to containa smalltextualadvertisement.Although

beingin text formatin theimplementation,theaddedadvertisementcouldverywell have

beenanimageor asoundclip. Nevertheless,someaspectsfrom theadvertisingcampaign

gateway scenariowereutilized in theimplementation.Althoughthe implementationhas

limitations,it canbeconsideredsuccessful.

The implementation shows that IMG offers a solid base from which to build

an MMS-capableproduct. However, there are recommendationsfor further IMG

development.In theshortrun, theSMTPprotocolinterfaceof IMG shouldbedeveloped

furtherto eradicateany bugsstill presentandaddmissingfunctionality. In orderto make

the interfacemore robust, testingshould focus on conformancewith variousreal-life

MUAs and MTAs. The EAIF to SMTP gateway shouldbe developedfurther to add

functionality requiredby bidirectionaloperationandthe Nokia-EricssonMM7 protocol

conversion. Also, in the longerrun, IMG needsa compliantSOAP interface. This will

allow IMG to interfacewith futureversionsof majorMMSCs.Thebiggestmanufacturers

arelikely to startsupportingSOAP ontheMM7 interfacenow thattheMM7 interfacehas

beenspeci�edthoroughlyenough.It will takesometimefor theimplementationsto catch

upto thefunctionalspeci�cation.Thistimecanbeusedto implementtheSOAP interface.
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Also, routinesto modify the MMS messages(i.e. the WAP WSPcodecsanda SMIL

parser/compiler)arede�nitely needed.A simplescripting languagewould bring more

�e xibility and more powerful ways to con�gure IMG in scenarioswhere message

modi�cation is done. For example, IMG could be instructedto add an imageas the

�rst part of the message,asthe last part of the message,do any otherconversions,etc.

Con�guring suchfunctionalityis cumbersomewith thecurrentline-orientedcon�guration

�le format.

IMG alsoneedsa simpleservice-orientedAPI (Application ProgrammingInterface)so

that its capabilitiescanbe usedasa messaging”black box” by invoking the API calls

from a programminglanguage.For example,simplerequest-responseaccessto anHLR

andsendingor receiving of SMS or MMS messageswould be goodcandidatesfor the

API functionality. If the SOAP interface is implementedfor MM7, the API can be

realizedusingSOAP. Theadvantagesof SOAP arethat it is simple,easyto useandalso

architectureandlanguageneutral.

If amediatorproductis to succeedin theMMS world, it hasto addvalueto themediation

process. This way thereare justi�cations for the investmentsby the operator. Also,

value-addingfunctionality in the mediatormay enablenew servicesto be createdmore

easily. Thevalue-addingfunctionalitycanalsobea new servicein itself. Whatever the

MMS functionality of IMG will eventuallybe, somemethodof value-addingmessage

mediationschemeshouldbe implemented.The methodsproposedin this thesiscanbe

usedas-isor asastartingpoint for innovation.At thevery least,investingtimeandeffort

to build functionality to help in real-timemessagecontentmodi�cation is suggested.In

conclusion,implementingeven the most rudimentaryvalue-addingfunctionality to the

mediatorcanbe bene�cial, as it may provide the groundwork for a new kind of MMS

killer application.
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Appendix 1. ExampleMMS Messagein a MUA

The Market UpdateMMS examplemessageshown asa mail messageinsidea MUA.

TheSMIL partcannotbedisplayedin theMUA, hencetheicon-onlyrepresentation.The

images,on theotherhand,areshown asinline attachments.Theshortblurbaddedby the

EAIF to SMTPgateway is shown asthe �rst partof themessage.Two images,a Nokia

logoandtheMarketUpdatelogo,arefollowedby thestockdata.Thepartsaredisplayed

in theorderthey appearin theoriginalMMS message.



Appendix 2. ExampleMMS MessageasMail Message

The Market UpdateMMS examplemessageasa mail message.The mail messageis

a multipart MIME messagewith the binary partsbase64-encoded.The messageis the

sameasin appendix1.

From mms-editor@intellitel.com Fri Jun 28 23:20:44 2002

Return-Path: <mms-editor@intellitel.com>

X-Sieve: cmu-sieve 2.0

Received: from localhost (localhost [127.0.0.1])

by mail.intellitel.com (Postfix) with ESMTP id B847BEE3D

for <jani.nurminen@intellitel.com>; Thu, 3 Oct 2002 16:24:48 +0300 (EEST)

Received: from toolkit (xxxxx.intellitel.com [10.0.1.119])

by mail.intellitel.com (Postfix) with SMTP id 25FD8EE3C

for <jani.nurminen@intellitel.com>; Thu, 3 Oct 2002 16:24:46 +0300 (EEST)

X-Mms-Message-Type: m-retrieve-conf

X-Mms-Transaction-ID: 1234

X-Mms-MMS-Version: 1.0

Date: Fri, 28 Jun 2002 20:20:44 -0000

Subject: Stock Update

X-Mms-Message-Class: Personal

X-Mms-Priority: Low

X-Mms-Delivery-Report: No

X-Mms-Read-Reply: No

Content-Type: multipart/related;

type="application/smil";

start="<presentation-part>";

boundary="MxzQ46pUVAwmruqnKpXOzGzWdeWe1C"

MIME-Version: 1.0

Content-Disposition: inline

X-I-EAIF-Recipient: +1/TYPE=PLMN

X-I-EAIF-Sender: mms-editor@toolkit

X-I-Message-Id: 012210302130ashbhdsbbdsaHUUHAAcsdds9i21n21o3n0 s

X-I-EAIF-Version: 1.1

X-I-Recipient: jani.nurminen@intellitel.com

X-I-Sender: mms-editor@toolkit

X-I-RoutingInfo: HTTP to EAIF gateway: http -> eaif

X-I-VP: 180

From: mms-editor@intellitel.com

To: jani.nurminen@intellitel.com

Message-Id: <20021003132446.25FD8EE3C@mail.intellitel.co m>

X-Virus-Scanned: by AMaViS perl-10

X-UID: 2630

--MxzQ46pUVAwmruqnKpXOzGzWdeWe1C

Content-Type: text/plain; charset=iso-8859-1

Content-Disposition: inline

Content-Transfer-Encoding: 8bit

Subject:

This MMSmessage brought to you by Intellitel Messaging Gateway!

--MxzQ46pUVAwmruqnKpXOzGzWdeWe1C



Content-Type: application/smil

Content-ID: <presentation-part>

X-Wap-Content-URI: http://orig.host/default5.smil

Content-Location: default5.smil

Date: Fri, 28 Jun 2002 20:19:35 -0000

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="default5.smil"

Subject:

DQo8c21pbCB4bWxucz0iaHR0cDovL3d3dy53My5vcm cvMjAwMS9TTUlMMjAvTGFuZ3VhZ2UiPg0K

IDxoZWFkPg0KICA8bGF5b3V0Pg0KICAgPHJvb3QtbG F5b3V0I HdpZHRoPSIzNT IiIGhla WdodD0i

MTQ0IiAvPg0KICAgPHJlZ2lvbiBpZD0iSW1hZ2UiIH dpZHRoPSIxNzYi IGhlaW dodD0iM TQ0IiBs

ZWZ0PSIwIiB0b3A9IjEiIC8+DQogICA8cmVnaW9uIG lkPSJUZ Xh0IiB3 aWR0aD0iMTc2I iBoZWln

aHQ9IjE0NCIgLz4NCiAgPC9sYXlvdXQ+DQogPC9oZW FkPg0KI CA8Ym9keT4NCi AgIDxwYXI+DQog

ICAgIDxpbWcgc3JjPSJ1cGRhdGUuanBnIiByZWdpb2 49IkltY WdlIiAv Pg0KIC AgPC9wYXI+DQog

ICA8cGFyPg0KICAgICA8dGV4dCBzcmM9InF1b3Rlcy 50eHQiI HJlZ2lv bj0iVG V4dCIgL z4NCiAg

IDwvcGFyPg0KICAgPHBhcj4NCiAgICAgPHRleHQgc3 JjPSJhZ C50eHQiIHJlZ2 lvbj0iV GV4dCIg

Lz4NCiAgICAgPGltZyBzcmM9Im5va2lhLmdpZiIgcm VnaW9uPSJJbWFnZSIgLz 4NCiAgI DwvcGFy

Pg0KIDwvYm9keT4NCjwvc21pbD4NCg==

--MxzQ46pUVAwmruqnKpXOzGzWdeWe1C

Content-Type: text/plain

Content-Location: ad.txt

Content-ID: CID1

X-Wap-Content-URI: http://orig.host/ad.txt

Date: Fri, 28 Jun 2002 20:19:35 -0000

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="ad.txt"

Subject:

QnJvdWdodCB0byB5b3UgYnk6

--MxzQ46pUVAwmruqnKpXOzGzWdeWe1C

Content-Type: image/gif

Content-Location: nokia.gif

Content-ID: CID2

X-Wap-Content-URI: http://orig.host/nokia.gif

Date: Fri, 28 Jun 2002 20:19:36 -0000

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="nokia.gif"

Subject:

R0lGODlhhwAyALP/AP///zBnzgEvy1GE1Jy/5Hih3c 7g8e3x+ 7rS7d/q 9vX4/R pIyQAAAAAAAAAA

AAAAACH/C0FET0JFOklSMS4wAt7tACH5BAAAAAAALAAAAACHADIAAAT/ EMhJq7046827/ 2AojmRp

nmiqrmzrvnAsz3Rt33iu73zvZ4GgcHjIKIaBAgUxWD gF0KjUu RggKAUkAXNAChWA7PCaESOLK6la

EMgc1G1JYE2nxwFz6Z2SWNC3AH5SShgJdXsodVEDXHByipCLj 1KMFYZrC2h4aoQXeXQGaZFkFW96

AJeRkQmblBUIdmATn1Cdr5ALoqsWplFtBKqqW7QClR LAa4itU bYUgoqkJ8GZpY7IiwfZ2 tvZBWrD

asbea82TzBfXUc9QuSlqC+nq1afxoRu9UOCuAAN00R TEyuGDMiDVuURq+NExBmDgLzX/L hgUoE9S

v3esMAS0cFEKK2IC/2SZWGNu0ASHAOJFtDCxIsGO8j RspDCwmISJAsqJ IClhXZ SMKFVyaLlMUTuZ

nCqA1LRUWsKbdKgFhTj0W9FiIAOI9JR0ggFyfNYwHM FTwldMABRYo7qBKDFGMKOsLJkT4 BoCBAro

JQAyI4myEsaFA7BWytywUlzaVAiWq0mzweyMfGqXXO Eo9jS4H RxYsoWZgSKDKgFYggKfk uMt8OLF

p2KG8dhpoksotmgBR3dSRgzp4W1/V8faFpD5KiHUvw HploIBV u+Gv+mAeWvhbGPjYe5y2 +5zwdYP

pSkMhxJnfDAy1HkhD1DEZ4Gayiw4fxwiPIW4pyQgQB 5pAan06 kXVxf83 +BWXAWojbHfPd tl815AB

EBqAwIQUUmjAbKZx4yBN24WiADcNafiBgj+UaOKJKJ qowIQYpljKAQok 0KKL97ERgB86ubgfGzjS

yBFFUBkzowYbeuCgLB/+mM0cOQJw4Q9f5UYAIwSsBo9Coeynl wBX7GeFEzfGMcSUN64WQJUBGLBa

YP7hYSVD/RRhyABNBLFAKFU2wch+QnTRZlph3niYCP2UAwwBCgCDgClFpMloIF uwcYABj DghYxAF

JDBHAgWxoRAjagaSiQID7BHnEVx60w2EQL7BSDGG2ImFADIWMGgI/Sg3 gRO7ZtJELo6Wi ccVbCTw

HjB+ATLHBDbxldP/Af7ROoFfCt1YlzcJIKDEjbMIQJ gSYOaGrQFNjlCo BZ7KsQCnrhZgg KauDrCF

H34YG9Jn3kpgk625JnFvH3dO0A8CfnlDhZsCe4vbjZ qKixuvK 0RZwWlHOdFFSrgd0AfGA Xt6oar4



MsuIXqEFAEtGyyY8mzfHKDRLLrD25PAxRZLQzwBgaGorcU5Sd LFCH7bTTyhsKEAqLHEgoGy+hI2s

hFrerjYd0wqtLACMfBmixFdKLCaq0XtdveJYKBjsRC UFVLGAEk2gd0Da ykoYbi 5RBnGFmm0Ck2YQ

ZrUBbQBNdFKlpN3aqQSfVQCAdBHQmsllP4b7KPnklF du+eWYZ675D+ac d+7556 CHLvrop JMeAQA7

--MxzQ46pUVAwmruqnKpXOzGzWdeWe1C

Content-Type: image/jpeg

Content-Location: update.jpg

Content-ID: CID3

X-Wap-Content-URI: http://orig.host/update.jpg

Date: Fri, 28 Jun 2002 20:19:36 -0000

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="update.jpg"

Subject:

/9j/4AAQSkZJRgABAQEAlgCWAAD/2wBDAAMCAgICAgMCAgIDAwMDBAYEBAQEBAgGBgUGCQgKCgkI

CQkKDA8MCgsOCwkJDRENDg8QEBEQCgwSExIQEw8QEBD/2wBDAQMDAwQDBAgEBAgQCwkLEBAQEBAQ

EBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBAQEBD/wAARCAA+ALMDASIA

AhEBAxEB/8QAHwAAAQUBAQEBAQEAAAAAAAAAAAECAwQFBgcICQoL/8QAtRAAAgEDAwIEAwUFBAQA

AAF9AQIDAAQRBRIhMUEGE1FhByJxFDKBkaEII0KxwRVS0fAkM2JyggkK FhcYGRolJicoK So0NTY3

ODk6Q0RFRkdISUpTVFVWV1hZWmNkZWZnaGlqc3R1dnd4eXqDhIWGh4iJ ipKTlJ WWl5iZmqKjpKWm

p6ipqrKztLW2t7i5usLDxMXGx8jJytLT1NXW19jZ2u Hi4+Tl5 ufo6erx 8vP09f b3+Pn6/ 8QAHwEA

AwEBAQEBAQEBAQAAAAAAAAECAwQFBgcICQoL/8QAtREAAgECBAQDBAcFBAQAAQJ3AAECAxEEBSEx

BhJBUQdhcRMiMoEIFEKRobHBCSMzUvAVYnLRChYkNOEl8RcYGRomJygpKjU2Nz g5OkNERUZHSElK

U1RVVldYWVpjZGVmZ2hpanN0dXZ3eHl6goOEhYaHiI mKkpOUlZaXmJmaoqOkpaanqKmqsrO0tba3

uLm6wsPExcbHyMnK0tPU1dbX2Nna4uPk5ebn6Onq8v P09fb3+ Pn6/9oA DAMBAAIRAxEAPwD9U6K4

T4lfHD4Y/CN7aHx74mj06e8jMlvCYndpF3hOqgquWZ VBYqCTgVH4h+Mnh7Sfgx c/G7TLe XUNFi0o

avEjsLZpICAckv8AdABz0OQPlDZALs9yPaRu431W53 9FeBfss ftVWn7T y+Ir3S fDMOmWOhtCiyC+

aV5Gd5lwUeKNgMQ7g2MHdjtmvc7vU9NsGRL/AFC2tm k+4JpVQt9MnmhpxdmFOpGrFThsy 1RVLWNZ

0rw/pN3rut6hBZafYQtcXNzM4WOKNRlmJ9AK8h8Y/t k/s5eCY tObUviX pl1Pqk Tz29tZy CSYRKSG

eRSR5QBVgQ+05B44OBJvYcpxgrydj1bU/FXhnRdV03 Q9X8QadZajrLvH p9pcXKRy3bKMsIkJy5AI

zj1HrWrX5t+PvHF9rn7c3wh8baf44TxD4d8VSi50hr fdHFFZi Yotu0bc B42R8t jJaRie2 PZvgF+1

38TfiD+0hrXwV8eeDLPTUgS5dIoVdbiwaIblEwYD5S uBnkFnQqcZFW4WV0c1PFKUnGStr Zdb6Xv5

X6f1b6+pCQASSABySa+T/H37e9lY/EnxB8M/g18I9e +I9x4OR m8S6rZy GHT9MZc70Mgjk Lsu1geA

MqcFsGuO+If7XN98ev2fddl+G3hvxB4cRtttrOtks9 rp0OJN6 +ZGhkO9oxEPkTiVWJC5yowcti62

Kp0E+bdJuyT1t27n2vper6TrlkmpaJqdpqFpIWVLi1 mWWNipKsAykg4I IPoQay /Gvjvwr 8PdH/tz

xbqqWVq0ghj+RnklkIJ2IigsxwrE4HAUk4AJHzn/AM E6PF+v+IfgPplh qWhTfY4IFvY9b LsI765u

JZXnhCMi4aFgAzKWU7hgggga37evi/wn4G+DsXiHWL u/t9djv Gt/Dz2N wIpVup YXjcklW ygjdsgD

JO0ArncGoLn5Xt5GcsRJ4V14JJ2v710r+el7fLU7HQ f2v/2cv EmvWPhfSvidp7 6rqMM1xBbNHKpa

OJGd23FdmAqMchucHFdb4J+NXww+IupPo/g7xXDqF6 kLTmA280LFFKhi BIi5xv TIHI3DP Wvnj9hv

9kXwx8IvBsXxc8YaeNY8e+JbLz/td9+9fT7F1LJbRb shCynLk cndt6Dn w/8A4J 7+LLD4c aV8eviN

eaFc6q2iHTdsVnCDM+Z7yOTH9xC0aF2PAWPcchaOVO9ugvb1Y Omp29699H0V+5+l1FfHW n/8FNvh

DqWhWd3Z+E9fu9YaEzahptqoYWYDFR+8cKXyVOBsDdQQCMV758D/ANoD4dfH/w AJSeLfA 2ot5dq3

l3trc4Sa0bn/AFgBIAO1sHOMqw4KkCXCUVdo2p4mlV lywkm9z 0mmq6MzIrqWTh gDyPrXy p8Y/wDg

oF8CvDdnr3hHwT8SLGTxZbwMlpO1pNLZCYfwCVUYM5AIQgMpYrnIzXP/ APBODxDrnirwr 8SfiN4x

1u5urm68RSWU1zey8+XA0sqs7EAbvLuU3N7AcAKAcr tdg68fa Kmtb3/A +zaKwvDvjvwR4 vkmi8Ke

MNE1p7c4mXT9QiuDH/vBGOPxqHx/8QfCPww8MXXjDxtrMOm6ZaD5pH5aR8EhEUcs5wcAe hPQE1Js

2krs6OiuU+F3xF0n4r+B9O8eaFZXdrY6n5phjugm8q kjJuyjM pU7cggk EEGuro2CLUldb BRRRQM+

JP8Agq1p1hL8EvD+qXVpHPJa+ILVACvzGN5Y94BBBx hckA9s9 gR8f/ED x58UvDmlWf7Mf j3xvM/g

aa50zVrw6e/2m4tLCcJKkPIDFf3gIGdoZMEAjc32v/ wVKg839nLT2+UFfE9lgk A4Ijmcd e3yY/Gv

OJ/2Gda+NGleDvi74E8dWGmWXjDwZoMOu2V7GxJaG1QLNGUVtzbSflJX nI3YPy 7waUVzbHk4qnKd

aXsviST9U7qz2XT1Mv8AZim0n9n79t/Wfhho9+83hH x7psdzo U8kpdZY3hSa3b ceWPliF Mnu4HLE

14j8d/hf408R/tm+I9K1/Tdb+Jeu3Gs3V3ZRabrDj+ zbAxsba CKIKVjK B4tx6K Yzkr8xH r/7ZWga

N8NvH3wXb4WTXV3r/wAP7e00eUnAM1vaGMRO0hOCytIWIzwQD/Dwa1qX xO+EP7Sdx+0b8 L/DzeId

K+IluZpdLlt5Jru2MrZeJoYsuDvHyEEKyhXBYErTSu 1LuvxJq ScFKlra LTdtfd euy3s+n /DHT/sh

fELxP4p1zxF+xx+0V4f1pY2sRJZ2urLJBPE0eJTDHI G3Mm0CRCrYGzjg 15f+xv 8Asz/DH 4ifFv4z

eA/GVpdNd6LPHa6bMrgPZ2kNww2IMYCucEjAwNu3bg V6V4W+Df7X3xA/ ab0n9q XxH4Ytt HaGa2hg

0uedbWKLT1URyhomLSpKUZ+WySrMMDivYfgT+zH8Vvhn+0J4r +Mepa14fTT/AB hczHUrGF5JHEWH

MYh+QAHeITlm6Bxgkg0m7X1/4cunTcnFcraTa1WvK1 fW+uj+Z 8wftz/C Sf4N+NPgr4T+C 2oy6Jc2



ds+maPfSENJFdyzysJN3Cq25856L6eva/sJ6n4d+Fn xC8c/Bv xl4bv7H 4uaoty 0niPWb0 3FzqDhW

kEBdgMDgyAqBv25Ix5bP9KftHfspN+0H4t8N+JLrxw NKh8MqJLO2+wNKVucvmUOs0fVXA2kH7oII

yc5Xx6/Y98BfFXW/DPjvxL8RtR8O+INGtUsNQ1SDyI f7YjCAE zKQAHyMgrgAHa QVwKnmi4pM1VGr

CrKVPRaaaWatbTqrW8j4B8CfFPxqvw51H9jv4e6e2k +P/iV4u kttf1id 1jWxsA iLcGR87 tzEMSx4

IaRRknFfaPxBuPg/8Iv2ctc/Zp8BXct/dWPhmaee9t 4PMhlli VZJ3nmTIEpRS5 HO1dgyMoD554S/

4J2+JfFfxl8feNPivr19Z21/evLompaffKZxGJP3Sp t5C+Xlm 3nJdgfv bq+q/h n+zB8MPhn4f1PQ

ra1vNZOs2k1jfXOq3DTySW8w/exrn7iuQC2OWIXJO1 cNuHxdexNOGIVqSS5VpzPe3pbe9 tW/PU81

/wCCad3Hcfsm+GbYXCvJaySJLHvDGF2VJCh9OXJAPYivO/8Ag q1o+qN4A8CeLobd59M0LX1kvlAy

qjdFIC3sVhkH0J7V9Q/BH4AfD74AaNf6L4CtrpI9Su PtFxJcz b2YjO1e AFAG5ucZJY5J4 x2Pi7wj

4d8d+Hr3wr4r0uLUNLv08ueCTIzzkEEcqwIBDAgggE VHMlPmR0ujKeH9 lLR2se feHvjt8 K7r4LWn

j2HxrotppseiiV/NukUwOkWDGUzu3BgVxjJxxnivjT /gnTqll J8Kfj9r lpIkkd ytzcQl1 2vJGn9o

AEofmAPoema+gtI/4J0/s9aRfRzRW+tyWUcvmixa/I hP+yVAChe3yBSOxFZvin 9lz4S/s 5+CviL8

T/Cb6ok1xot/Ba2Uk5eOOS6XyxGv8blmZUUMTy2Tlj uqvdtaL 3MW6/NGpViko3 69LPXY81/4JWWP

gQeBviLqt2mjnXda1mW7vhKUad9PK43Pu58rzDKP7t fN+h6xr /gjwl+0 J448By zWPhLWNROk27w5

WNbaacyxkHp/x72zxtjkeYT1YZ9G/Y6/Yx1b4qfCO6 vLv4peP PAqXV3PaapZ6e vlwalau wchHJwQ

eQykEKQOARX3Qv7LHwntfgTefs/aXpUlt4fvICrzMw luWuOCt yzMPmkDKp5GMADAHFVKSjJmNKhO

tRg77J2fe6sv67niml/DX4R+Hv8Agn5NrEnhLRrsX3 hX+2NQnltkeT7d IoaQGQgtmOQmMc5Gz1zX

gPw+j8N6D/wS61TS/EGuz6PJ4x1swW4ty3mXsqSQ5g JBzskS2 ZGPPBxhiQD6dL /wT++PU/ga7+Ck

vx7jPw9dzJHZ+bODMFbesUkYAwjMBuAc4zuJkbOZPF H7CXxTvf2SdL+E 48Sade +IfC+qj U9JtlGI

/J+QtA0hwHcyRiTJwMFkzyHBePfqPlrPaFrRa6b6bW d/TY+ONG8KfEf9 mLw94Y+Ntn8Nd S8Fpc3i

TW3iGzM8lm0DRIsEcqkHPmFGcs+1X85gAV5r7G/4KC +JP+E0/ Zk8F+P5LqdT4n igtYtEM 0ggivLq

An7QdjKHeNt0IDhlPnHgda4745L+3N8Uv2f4Pg3qXw ufTooI4 YdRv7bS5Lma4WBcwoNrMTvdFDOk

WBx2NRftf6V4kuPgJ8AtL1Pw9rFlYRPLBqMMls8c8T qYtu5GA KN+7DpuxwWJxt JFJvmT03MJKPsZ

wTlZxW915dfx1d7a+fsX/C8dQ/ZB/Z98J6PPodz4w8 TeKFgPg7wjZMBJaQSwxEW8s4QFgsrP8xUs

xbaC20sKL/trfHj4TeMND8OftLfB/wAP6SfEcazW9t 4f1M3Nx bRsX+aTJI48sj BwCf4x0 ryv9u74

pTfCT9ov4T/FzRrO01G2h0CK40jSrt/JIfczRmSMkP GuSoLEAL3I5x3f 7OOi/D vwfbv+1 Z+0l8Rt

P8X/ABM8UZu1itHN9HoduAG8qKBASjRKPmfaAn3Rzy 0Wu+Zq9zq5nTi6 MZcvLZJvXSy1d 9Xfbe/m

fcuiarFrujWOtQWt1bR39vHcpDdQmKaMOoYLIh5Vhn BB6Girq sHUOvRhkcYorE 9E8/8Aj J8DvA/x

10ax8PePkvZ9Osbk3S20EwWOVyhT94rKQ2AzY44yfU 1yls2l+ DrGz+Cf wTjeNn klaa9km aSOzDsX

kIY8Fup2rwvYZ4HtlJgdcU7u1iPZw5ue2u1+tj541r 4HeJJtS WFEsLKw05xJHq 8tyA75/ wBZLJ1f

cfTIAHGT1qvol74bt/Emp+Pm06M6F4VjSCxitogrXc 5yFlI/2 iGbcenH XFfR7KrAqwBB4IPeontL

R4pIHtYWjl4dCgKv9R3pFnznr+t67qVjc+Obv4l29u k6vLZ6N Bq0omjB JCLth2 gEDuVPTk88dXN4

z8W6V8OtH0OS9u7nxjrSj7IkW1pkiJ4eQsD274B5HI wa9S/4R Xwv5flf 8I3pez +79jjx+ WKfH4a8

OxX66pFoOnpeISVuFtkEg+jYzQB5rr9n498GaBa61r /xWdI7R FNxGLKN2lk7Rx 5ALk9MsffGOnDa

Ve674z8f3Nzd6ULXxLNGJNLS/by4bNAoIk27G3vsGR kADrwcV71rPgzw 14hvYNQ1nTBdT2xBhZ5X

AQjoQoYDPvisbxP8M7PWdWfxNo+oy6XrcirH9rG6RQ gGOIywXOMDnI46d6AOX0b4i3WhWdzpMmv2

2v3dpMfteqX9wtpZwORxFGwUvMQQeFX8hWvpHxB8Yul3qOteF LePR7ZDINR85r VWUc/Kk4DntgkD

NV9D+BWkeHdQTVNK8R6lBchMPKI4GbcfvFS6Nsz6Cr+vfC2XX rzTornx RezaTayie5s7p mnN3ID/

ABMWAVcYG0AAcnGTQBV8F+MPHXjnV49SXSl0zwySzRTKitJcY 7EuQQhPdUz9Ot db4p8Xa P4Vsmnv

762S5dT9mtnkIed+yqqgscnuFOK1fJ+z2hgsYo4/Lj 2wpjCLg cDA6CvHvBWleMPDuv6r4 g8YeB9Q

1nVriQtb3sMsDrFHz8qBnG3j057UAbumeOPiVLFLqu s+ENM0zSI08x7n ULprUx r3yvzse /VVzx0r

S8N+JtN+K+lXltf+DHm0Cdmh8y+RJLe7Ckf8s25IyP QgEdciu A8Qa9L4rkm1v4 m217ofh vTHBttG

KOsuozc4GSF39Og6Z7ZzUOjXei+JbpfHnibxWNCt7f FtpWjaT dETKijA G0Akkg4/dgdTy OlAHvME

EFrBHbW0KQwxKEjjRQqooGAABwAB2qSvB/BPjDxjpH iq80yeP WdTfUB/ xLdJv7 ndPFHncJZ3bPlD

b26nPTpXS+LPH3j7w1fWWmJB4fvtR1BtqaZZec9yik H595O3A65Kge1AHqdFeO6f42Hg/ V1T4h+J

tU1XxA6bzpmnRFoLRCuQGVdqyNjJPXHJxwDXp2h+JdF8RaPHr2l3qvZS 5xI4Kb SDghg2MHNAGpUF

3Y2V+iR31nBcpG6yossYcK46MAehHY1maV4z8Na5fy abouqJf TQ/6026 NJHHxn5pANoz2ya2qAPn

f4hfsUfDX4pfHb/hdfja6m1LdYrZPpckZA2LEY9izB wUjOdxULndkhhk iug8A/ shfAz4c an/AGp4

e8MSZWVJoreabNvGyHKfulCq+08qHDbTyMHmvaKKpTklZMxlh qM3zSim731V9f K+wUUUVJsFFFFA

BRRRQAUUUUAFFFFABRRRQAUUUUAc4/gDw3ca8nibUILi+1CFi 0MlzcO6 xdeFTO0AZPGP15rXtNH0

iwlaex0qzt5H+88UCox+pAq5RQBxupfC3Qb7xDP4pt NQ1bTNSuF2yy2V 15e7jH OQfbpjp 9a53UPg

/qmlaHfr4O8RzNrmpSg3Wo3z5neLBzGsgBZQeO5zjr XqlFAHh uo/DPxB qdrZeG 5fA+laX ANr32uw

3P2i4YKoLFc4fLHjByPw5qvdTRXnhaWyaO58NeBtGO MyRkX+pSDnKbh8uSc5GT+HT3qsLVvA3hPX

dSGr6zosN7dLH5StMzOFX2UnaD7gZoA8p8E6pql1pr nwJo99o 9jO5ZLf TrITO2 35Q0t1d kQg8dED

H15r0XwPD8SYDMPG1zp88D5MBQj7Qns+xFjP1FTWHwx8DaZtF noKCNW3LE80kk QP+4zFf 0rpwABg

DigBaKKKACiiigD/2Q==



--MxzQ46pUVAwmruqnKpXOzGzWdeWe1C

Content-Type: text/plain

Content-Location: quotes.txt

Content-ID: CID4

X-Wap-Content-URI: http://orig.host/quotes.txt

Date: Fri, 28 Jun 2002 20:19:37 -0000

Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="quotes.txt"

Subject:

WW91ciBwZXJzb25hbGl6ZWQgc3RvY2sgYWxlcnQ6DQpOb2tpY SAxNS4yNyArLj EzDQpESklBIDkz

MDcuODUgKzM3LjkzDQpTJlAgOTkzLjQzICs4Ljc5IA ==

--MxzQ46pUVAwmruqnKpXOzGzWdeWe1C--
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Appendix 3. SMIL PresentationPart of MMS Message

TheMarketUpdatemessagecontainsaSMIL presentationpart.Thepartis shown below.

In anMMS handset,thepartsareshown in theorderde�ned by theSMIL part. Notice,

that this orderdiffers from how the partsare settledsequentiallyin the original MMS

message.The picture in Appendix 1 illustratesthis property. For example,the stock

quotepart(quote.txt)appearslastin theoriginalmessage,whereastheSMIL de�nesthat

it mustbedisplayedasthesecondpart,immediatelyaftertheMarketUpdatelogo image.

<smil xmlns="http://www.w3.org/2001/SMI L20/La nguag e">

<head>

<layout>

<root-layout width="352" height="144" />

<region id="Image" width="176" height="144" left="0" top="1" />

<region id="Text" width="176" height="144" />

</layout>

</head>

<body>

<par>

<img src="update.jpg" region="Image" />

</par>

<par>

<text src="quotes.txt" region="Text" />

</par>

<par>

<text src="ad.txt" region="Text" />

<img src="nokia.gif" region="Image" />

</par>

</body>

</smil>


